Trainer: James Conrad

- - . Total Course Duration:
Videos in course: 10:05:28

o Series Intro 2 minute preview

This introductory training Nugget will cover the 95-366 certification and all the topics we will cover, to prepare you for work and the
certification exam.

o Network Infrastructure Concepts, Part 1 2 minute preview

This Nugget training video will teach you to understand the concepts of Internet, intranet, extranet, and security zones.

o Network Infrastructure Concepts, Part 2 2 minute preview

This training Nugget covers concepts of firewalls, including CheckPoint firewall, VPN, SSTP, PPTP, L2TP, IKEv2, DMZ, demilitarized
zone, and perimeter network

o Local Area Networks 2 minute preview

Let the LAN training begin! Understand local area networks (LANs). Perimeter networks; addressing; reserved address ranges for
local use (including local loopback ip); VLANS; wired LAN and wireless LAN; peer-to-peer network; client-server network; switch, hub;
repeater; router; gigabit ethernet; 10Gbe; 10 gigabit ethernet. Examples of devices.

o Wide Area Networks 2 minute preview

Understand wide area networks (WANs), including leased lines, dial-up, ISDN, VPN, T1, T3, E1, E3, DSL, cable, etc., and their
characteristics (speed, availability). Map T1 a LAN or WAN, modem, ISDN, integrated services data network, BRI, basic rate interface,
PRI, primary rate interface, OC-1, OC-3, OC-12, OC-48, OC-192, digital subscriber line, cable modem, asynchronous transfer mode,
ATM, VDSL, ADSL.

o Wireless Networking 2 minute preview

Understand wireless networking. Types of wireless networking standards and their characteristics (802.11A,B,G.N including different
Ghz ranges), types of network security (WPANWEP/802.1X efc.), point-to-point (P2P) wireless, wireless bridging, WPAZ2, wi-fi protected
access, wired equivalency protocol, SSID, security set identifier, MAC address, administrator password, SMAC, wepcrack

o Topology and Access Methods 2 minute preview

Understand network topologies and access methods. Bus, token ring, ring, mesh, partial mesh, star, hub and spoke, ethernet,
ethernet frames, CATS, CATSe, CAT6, CATT, category cable, twisted pair cable, media access method

o 0S5l and TCP Models 2 minute preview

Understand the OSl model; TCP model; examples of devices, protocols, applications and which OSITCP layer they belong fo; TCP
and UDP; well-known ports for most used purposes (not necessarily Internet). packets and frames, Depariment of Defense Model
(DOD model). FTP. HTTP. HTTPS. TLS, SSL, SNMP, IMAP4, POP3. NetBIOS, DMNS. physical, datalink, network, transport, session,
presentation, application

o Switches 2 minute preview

Understand switches, including transmission speed; number and type of ports; number of uplinks; speed of uplinks; managed or
unmanaged switches; VLAN capabilities; Layer 2 and Layer 3 switches; security options; hardware redundancy; support; backplane
speed; switching types, mac table; understanding capabilities of hubs vs. switches; sub-VLAN; console port; store-and-forward
switches; crossover cable; cut-through (real-time) mode; FragmentFree (Modified Cul-Through); secure MAC address; dynamic mac;
static mac; sticky mac; VLAN opping; trunk connections; switchport mode access; private VLAN; DHCP snooping; rogue DHCP;
spanning tree attack; CDP; physical security; SSH

o Routers 2 minute preview

Understanding routers. Transmission speed considerations, directly connected routes, static routing, dynamic routing (routing
profocols), default routes; routing table and how it selects best route(s); routing table memory, NAT, software routing in Windows
Server, RIP, routing internet protocol, open shortest path first, OSPF, IGRP, EIGRP, link state protocols, distance-vector protocol, the
ROUTE command

o Media 2 minute preview

Understand media types. Cable types and their characteristics, including media segment length and speed; fiber optic; twisted pair
shielded or nonshielded; cabx cabling, wireless; ; susceptibility to external interference (machinery, power cables, efc); susceptibility
to electricity (lightning), susceptibility to interception, plenum-rated, STP, UTP, LC, Lucent connector, ST, straight tip connector, SC,
square connector, BNC, british naval connector

o IPv4 2 minute preview

Understanding IPv4. Subnetting, converting decimal and binary numbers, subnet mask, gateway, packets, reserved address ranges
for local use, (including local loopback IP). Custom subnetting, ANDing process.

° IPvE 2 minute preview

Understanding IPv6. Subnetting; IPconfig; why use IPv6; addressing; IPv4 to IPv6 tunneling protocols to ensure backwards
compatibility; dual IP stack; subnetmask; gateway; ports; packets; reserved address ranges for local use (including local loopback ip)
4to6, 6tod, teredo, ISATAP, intra-site automatic tunneling protocol.



Name Resclution Part 1 2 minute preview

Understanding names resolution. DNS, WINS, steps in the name resolution process, netbios names, hosts file, Imhosts file,
broadcasts

Name Resclution Part 2 2 minute preview

Understanding names resolution, part 2. DNS, WINS, steps in the name resolution process, netbios names, broadcasts, global names
zone, GNZ, installing and configuring WINS, installing and configuring DNS

Network Services 2 minute preview

Understanding networking services. DHCP. command line TCP/P tools, understand TCP/IP. Ping; tracert; pathping; Telnet; IPconfig;
netstat; net use.

Remote Access 2 minute preview

Understanding remote access. Virtual private networks, VPN, layer two tunneling protocol, L2TP, point-to-point tunneling protocol,
PPTP, Internet Key Exchange v2, IKEv2, Direct Access, secure socket tunneling protocol, SSTP, routing and remote access server,
RRAS, Remote access dial-in user service, RADIUS
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->http(hyper text transfer protocol) (www)

->pop3/smtp/imap(mail) (exchange/outlook/windows live mail)
->cuteFTP(Ftp)

->sccp/sip(voip)(cisco/avaya)(all phone line services are
moving to packet-switched networks)
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Select & 2one to view or change secunity settings.
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You can add and remove webstes from ths zome. Al websites n
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1 Allow cut, copy or paste operators from the dipboard v sopt

i low drag and drep o copy and paste fles
1 Alow fie dowrioads

1 Alow font dowrioads

1 Alow rstalston of deskiop items
1 Java permessicrs

1 Launching appications and fles n an IFAME Mot configured
3 Logen oplors Mot configured
1 Open fles based on comtent, not fle extension Mot confgured
1 Navgate wndows and frames acoss dfferent domans Mot configured

= tocwdOom | 1 low actve content over restricted protocols to access my comp... Mot configured
‘-‘“-' gummhmmmunmm... tot corégred
— Trusted 1 Automatc prompting for ActiveX controls Mot confgured

1 Autcmatc promptng for fie dowrioads
37 Only slhow approved domains 10 use ACSveX controls without pro...
1 Run ActveX contrels and pugrs
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->proxy retrieves the internet traffic for the client
(provides benefits of cache and security)
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->NPS(Network Policy Server)(security precaution e.g. a
remote client is compromised and is using vpn and could
spread virus)

->RRAS(Routing Remote Access Server)
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o LAV TIPS .~
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| 172.16.1.1 l
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Client-Server
AD
Central Server —_—

Central Authentication,~

Central File Services,_~
Corporate-Level o~
Network Services o, s mnes-

(DNS, DHCP, WINS, etc.)

MAIL . WO LAR O~
,2.10.10. 5
->ADS(Active directory domain controller central server)
(username passwords saved on central ADS)
->Central file server(share server)
->Central DNS servers(resolving name into IP address)
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->Central DHCP servers(allocating or assigning IP addresses)
->Central Exchange/Mail server
->Central SQL/Database server
->Router segments the networks into different broadcast

domains (s

ubnets)

->In an ethernet network every port on the switch is a

collision
iF Addzewns

domain

Address Class
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Default SN Mask
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PN ET
a~8a®.w.V. ¥
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Class A Lloopback Address: 127.0.0.1

e

Automatic Srivate I Aadress (ASITA
Clase € 169.284.0.0/24
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> RELPEATEN.

;)(yu¢v1é'/m»ﬁa1nuee)

e Pro~x1€5

->Repeaters are not used mush anymore as fibre optics cables
are used which can run to miles and miles
->Proxy server can act as firewall and caching server

->Redundant power supplies on high end data centre switches
like 4500 and 6500 series
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->DMZ(De-Militrized Zone)
->Mail relay (that is a middle server between the internet

and the exchange server)
->DNS,Web(11S/Internet Information Services from microsoft)

and Proxy are also in DMZ
->Proxy(microsoft ISA=Internet Security and Acceleration

Server)

(b

Domain
Controlier Mall
DNS

& @}}@

->DMZ Server=Mail Relay, RRAS, WWW and DNS Cache only
->Internal Servers=WWW, File Server, DC(DNS) and Exchange
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INTERNET

50.50.50.1
: 0/0

Cisco Router with
10S Firewall

Web Server
10.1.1.1 FEO/
Internal LAN
192.1?‘3.1.0!24

&

->WAP(Wireless Access Point) connects wired to PoE switches
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->FR, ATM, MPLS, Cable, DSL etc.

->Leased line connection speeds these days are more than
listed here updates are in Netwrok+ exam
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* Atype of leased line

* United States, South Korea, Japan (called a
11 in lanan)

*  Useful for voice/data
* Can use fractional T line for a reduced

Up to 20 Mbps +

Fiber optics 30-75Mbps constant alternate to ADSL2
+
(FTTC)
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LIIRELESS DISADWTAGSS

o /f/UB-L/Ké/-e-
o SPsrrY S€RVICE
o FRECLOADERS

¢ REI —meDi al, Video, m/;,yqemrpéj
(oD Less PHOUE

’ Secufll‘f‘/
- EASY HA Clee /2 TARGET
— Unsecorer AP’

- CAv Bﬁ-gw)

->cordless phone uses 2.5Ghz frequency range too.
->wwar driving (driving aroung looking for unsecure access
points)

Network Tasks Choose a wireless network

. Furdreh reetmork st Cick an em in the kst below o comnect to a pireless network in range or to get more
<3 Setup & wirsless network . «i”
(‘i)) )
Unsecured wireless retwork will
9 "
QI . 10 fer network “m

->unsecured adhoc computer to computer network means you can
access someone®s shared files and folders
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These wireless plans are overlayed on maps that — = |
were drawn in 2008. Room allocations and UNIVERSITY OF CUMBRIA - BRAMPTON ROAD —1" = Tkl
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= Finance
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->unvicersity campus wireless/wifi map
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support and setup page
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tips 0n how to boost your
WiFi range. Laarn more

Resd Reviews!

The originsl Wi-Fi Booster
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sround the morld. Reviews

Cennect 8 Super Cantenna WiFi Antenna to boost the range of your wreless netmork or Check your Wi-Fi signal

connect to other WiFi networis in your neighberhood. Simply connects to the Wi card or stremgth! We highly
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wern Cantenna.com mn }
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Sec NG CofELESS
o CHANGE ADmO VSel/Pass .
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->default APs username and passwords
C f www.phenoelit-us.org

24



LINKSYS

A Doviacn of Ciece Syseme ro

Wireless

Wireless

Basc Wireless Seftings |

Frmass Versee v

Wireless N Gigabit Router with Storage Link

Save Settings C

->SSID(Security Set ldentifier)
(commonly used SSID names)
->not to use these for securlty

«

cCH
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SSID-
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nksys
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B Select Command Prompt = o) .

LINKSYS'

A Dovigon of Ciwcs Sysbams ¥o

Wireless N Gigabit Router with Storage Link

Wireless

.

Vireless WAL

? Insbled Dusabled

Access Restriction ® Preveat PCs hated balom fom accessenyg the vaeless catwock

Permit PCa kuted balow to sccom the wwelen aetwork

MAC Addreas Filter List Virekas Clent Lat

MACOL: EOCB4E2CSBIC MAC 24 00-00.00:00 0000

->SMAC (can spoof or fake a MAC address so using MAC
filtering is not a fool proof security)

File View Options Help

-D Active | Spooled | Network Adagter | IP Address | Active MAC [
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EOCB4E-2C-58-1F ;J “l‘\h"ﬂ 10ecdev_S168nubeyt_B3a31043ev_03

Draclamer Use the program o your oven neb. 'We are not responable for ary damage that may ocow bo any sylem.
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Wireless Security

Protocol Wired Lguivslent Privacy 802.1x Wi Fi Protected Access WPA2
(WEP) (WPA) ANA 802111
Security Method e  §4baor 128 bit o Extermibie *  Predhared Key s Perwonsl uies 8
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. mnm protocol (EAP) ercrypted by e [Enterprise uies a
* Port based changing teys server (RADIUS)
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o PSK drectly *  Dynamic keys Advanced
ENCIYPTS wareless Encryption
trafic Standard (ALS|
Notes . Ofradered * (onudered secure o Seroeg user * Mot seCure
nsecure Vanous - Exteriiie pliow: 3 authentxanon 0l o

hacker ook a0
Ay Crck
weless raffic to
obtam the PLK
Statc, unchanping
key

Not Lcalable

varwety of
BUTRENTICITION
methods (WS
CHAP v
certficates, efc
Can ure RADIUS

Ivatabie

Excefernt
BUTFE AT BT0F
mecharesms
Cynarme key

rmaragement

->EAP(Extensible authentication protocol) uses different sort
of authentication methods (e.g. MSCHAP, certificates etc.)

->RADIUS(Remote Access Dial-in User Server) (RADIUS server

forwards the request to Active Directory to authenticate the
users and computers)
->WPA(Wifi protected access uses TKIP)
->WPA2(aka 802.111) uses both TKIP and AES or RADIUS or

preshared key

->WPA/WPA2 Personal and Enterprise

Wireless

Secursty Mode

RADILS Server

RADEUS Post
Deaced Koy

Koy Raneval

0 0 ¢
152
300 | secceds

Wireless N Gigabit Router with Storage Link

| Vireless Securty

104 / 128-0¢ (26 hex dQts) | w

(bt |

Pamphizm | lke chocolate Genesale
Key ! S44A0F AFDECF IMAASCDASSE

Key 2 TETESATCD11FS8F 4 1D1CDF0

Kevd SB04B16CF A1AJMCEADOOTEFS

Ky 4 FBO1644E8400808322

TX Key 1=

->you can use any one of these keys on the client
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->someone can get the key and use a craker software to
decrypt the key using brute force attack

Wireless Networking

Wireless Type Fatho Freqguer: y ."'F Mas Bandwid=h (Mben )

802.11a S GHr SO 54

8021.11b 2.4 GHz 100m 11

s02.11¢ I 246m 100m 11(802.11 b compatibiey
54 (pure 8202 11g)

802.11n 24 GMz, S GMz 100m 108- 250 (MIMOY)

Shotwase Racid hllnud-n

4% N

\
(OIRELESS CHAMELS ﬁ7
(]

e 2.4 K:ﬁr@ 1 /0—’
Lwﬂh}

- // CHAAWELS W U5

- AP‘ W) Sarmé S5 musT 1 b
NoT oVEALAP

- & CHAWEL SennTIo0
~ OTHEA. DEV(CLS miHT (NTERIARE
L 4 5 &Ht
~ 24 Nonw-over2LAPANG
->13 wireless channels in UK and Europe
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802.11 b/g

£ [/ \WA 7('_\

802.11 (b)(g) (US) Channels

«——22MHz—>
2.401 GHz 2.473 GHz
->in 5Ghz range there are already 24 non-overlapping channels

o 1ReLess Totoroey

| |
e AD-HoC B CE‘
£

My
o |NFRASTRUCTURE o~ v

¢ PoinT-10-Poi T BR(DeVE
— — — L p———

->Ad-Hoc network is computer to computer whereas
infrastructure network you use APs

->Wireless Point to Point (wireless Bridging) is wireless
connection between buildings
(Motorolla wireless bridge§2

ADOUT mOROTON  Lean

usness Products ¢ Vreless Broadband Networks * Pomito-Pont Microwave Rado Systems + FTP 300 Senes
PTP 300 SERIES
mmlcmn Accessories Case Studwes Support and Documents
0-M\
| L@l
The PTP 300 Senes bridges provide affordable

rediable, high-performance connectivity. even in
obstructed and high-inlerference environments

The sysiéms are excelient chokes for budget- EI

CONSCIOUS companies and government agencies

that need to establish communications for
buiding-to-building connectivity. high-speed
Internet access, backhaul, Voice-over-iP -]
mulimedia and video survediance application - F##903ck .
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Tolelocy 4 ALess

e TOPoLo6y
— RS v
— e =~
-mesH -,
~ STAL

e ACLESS
— O K ok

— CTHERAXT

->thicknet coax cable
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->MAU (multiple access unit)
->FDDI(Fibre data distributed Interface) is used in backbone
network and uses router and switches rather than computers

31



3

->Full mesh or partial mesh usually used in WAN type
connections rather than in LAN

->twisted pair cables(shielded or unshielded)(STP/UTP)
->Plenum based cable
->RJ45

(Extended star topology)
->three layer design model
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ETHERVET

L

FRAME-DBASEY MEDIA Acce$s
e SHAREY ACLESS CSMA LD
» SCALCABLE

o PHYS AL
—/0Basc -2 5 7
— |OOLBASE-TR
—~ 1O BASE -T
= [OGRASE -

->these all go 100 meters distance

->10BASE T(10 means bandwidth and BASEband compared to
Broadband i.e. dedicated) (T stands for twisted pair usually
for Cat3l)

->10Base-2 thinnet

->100Base-TX (commonly used these days)(4 wires two pairs
each)

->1000Base-T(8 wires and 4 pair each)

->10GBase-T(twisted In a way that it provides 10Gigabit)
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OS( + 1P Mol

o DS Mobéc_/‘é‘
*TCP Mok L
’ TC/,) JDP

0 W ELL- kpoo forRTs

->TCP(Transmission Control Protocol)
->UDP(User Datagram Protocol)

i
‘|

j

->All people seem to need data processing
->SPFB(Segment(port) Packet(IP) Frame(MAC) Bit(l1 or 0))
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. Realtek RTLB168D/8111D Famslly PCI-E GBE NIC - Wireshark
fle fdt Yew Go Cepture Analyze §tatistcs Telephony Jook Help
BEGON EEXR2E a¢r0T2 B aacan g0R % ®

Filter: = Expression.. Clear Apply
No. Teme Source Destination Protecol Info

96 19.046014 10.10.10.5 10.10.10.20 DNS  Standard query response CNAME ww
97 19.046054 10.10.10.5 10.10.10.20 DNS  Standard query response CNAME maj H
»

-

P e ——— T — T —————— P er————r——

Src: -

% Destination: Dell_62:56:0d (00:24:e8:62:56:0d)

3 Source: AsustekC_2c:5b:1f (e0:cb:4e:2c:5b:1f)
Type: IP (0x0800)

user Datagram Protocol, Src Port: 62638 (62638), Dst Port: domain (53)
Domain Name System (query) H
A In:
Transaction ID: Oxddfl
Flags: Ox0100 (Standard gquery)

O.vv wees sens seee = RESPONSE: Message 15 a query
000 0... .... «... = Opcode: Standard query (0)
ea0i vive wau. = Truncated: Message s not truncated -
’
0000 M & b W 45 00

4 1 a 0a O0a 14 0a 0a
0020 Oa 05 f4 ae 00 28 6f d4 f1 01 00 00 O1

35
0030 00 00 00 00 00 00 03 77 77 Of 68 69 73 65 61
0040 72 74 68 6d 79 77 6f 6¢c 64 03 63 6f 6d 00 00 rtheywor 1d.coms..
ANEN /A0

@ Ethernet (eth), 14 bytes Packets: 3224 Daplayed: 3224 Marked: 0 Droppect 0 Profile: Default

LoD

4. Process/Application | m—

35



4.Process/Application Telnet, FTP, TFTP, LDP, SNMP, NFS, X Window

s

1
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Common Protocols and Ports TR Nnes)

Protocol Port Description

FTP (File Transfer Protocol) TCP 21 (control) List files and directories, transfer

TCP 20 (data) files.

TFTP (Trivial File Transfer UDP 69 Transfers files using smaller,

Protocol Iy | faster blocks (compared to FTP).
No dirctory listing.

Telnet TCP23 A software shell to remotely
administer system (e.g., server,
router). Not secure - often
replaced with SSH.

Domain Name Server (DNS) TCP 53 (zone transfer) | Servers that resolve FQDNs to IP

AKA Domain Naming System | UDP 53 (queries) addresses,

Post Office Protocol (POP3) TCP 110 Download email.

Simple Mail Transport Protocol | TCP 25 Sends email from client to email

(SMTP) server(s).

Internet Message Access TCP 143 IMAP4 is current version. An

Protocol (IMAP) improvement over POP. Can
maintain constant connection,
view headers, download
selected emails, search features,
authentication.

NetBIOS Name Service TCP 137,139 Microsoft protocol to identify

UDP 137,138 and resolve single-label names.

Hypertext Transfer Protocol TCP 80 View web pages.

(HTTP)
HTTP over TLS/SSL TCP 443 HTTP secured with TLS/SSL.
Kerberos TCP 88 Kerberos is an authentication
UDP 88 model and is used in Active
Directory.

Lightweight Directory Access TCP 389 Access to a directory of objects

Protocol (LDAP) such as users, groups,
computers, sites, and more.
Used in Active Directory.

BootPs (server) 67 UDP Allow DHCP traffic to traverse

BootPc (client) 67 TCP routers

gl |« Wedows b Systemd) » drves b et - 4]

Organcze = ) Open Bumn New fokder
& Speech 1
b Sun
b system
b Systemd2
b 0409
b Advencedinstallers
4. wpmgmt
b w-5A
4. BestPractices
& b8
4 Beot

LK

# Format:
#

Hep
! Copyright (c) 1993-2004 Microsoft Corp.

# This file contains port numbers for well-known services
gaf'imd by IANA

# <service name> <port number>/<protocol> [aliases...]

[#<comment>]
I
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SoITCHES

» FeATLNE S

T~ PES

Secoriry

ScorzH FEATRES

%
~
R
4
\

- |20, [02, 10 &b¢, BAackPLAvE
— H1eHer. bPed @ CORE + UPSTRA

o Por1S Ay
- 5494 o «’,’?‘0@% Py,
- (rSolLé 0 G-
~ JPLMP K
— MoODULEDS D)
~§FP

->10Gigabit (higher throughput and higher data rate)
->SFP=Small Form Factor Pluggable transeiver
(stackable switches to increase the number of ports)

B oo ¥ m=

Soce 2 LAY
ey wom ¥y o

As shown here, a unit
can simultaneously

. mm_@ _"_ : » have traffic flow to
a 80 Gbps @ﬂé R each adjacent unit at
'. oam 45 [ i 40 Gbps full duplex.
Bl ool e N
.. ’m’_'”%s ? SN
B won g3 mewe
L 4

Upstream traffic

T .

80 Gbps
stacking bandwidth S 2 -
per switch e
Downstream traffic
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S wiTZH FeATeRES
o NUMBER OF VPLINK S
e SPEED oF VPLIWKS
« MAMARGED [PMAVAGED
o SecoiT
e Heo REDWDAVETS-

e MAL TABLE
SwircHnw e TIPES

o COT-THRoVE (ReAL-TImE)

o FRAGMENVTFREE
(MODIFIGD CwoT-THROVGHD

o STORE ~AmD- FoROARD
->CRC check (cyclical redundancy check)

o STBRE ~AD- ForcdARD
S e pC. CHb

—

- Po/Z'r_Sécu/zrr#'/
= Pﬂcmvrz.z. ATTA u<§'/sm;'¢UB
CDSmiE 7, W Z WD)
~ SZionrc mAC ADDRESES S
— LimT MAC. FER o ;
* Prware vean
= LT ACLESSIBILITY- 4 DAMAGE
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« DHCP smv0PWby 1P A2

— BivDS mac)p CAV'T CHAUGE ‘Lfffj
¢ [RooOT & /AND
- PRevenT SPArMIVE TREE ATTIHCK,

+ RooT seiBSTIruTiot)
DISABLe CDP <IHEL F2s5,BLE

- BisSicqr
e SSH
e [LlLAce HoOLE v/

->Hacking tools (DSNIFF/MACOF/SMAC)
->black hole vlans for the ports which are not in use

Rovrers )3 (P

=

o Pouming ove niigew

o Routme TABLES
e RouTing- fﬁoméol.}

o TRANMSMKi0d) SAEDS

» VAT
¢ L2KE RouTéen
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Rou € oVERl ke

¢ DEDICATED MW ETL0IK DEyICE

o MULTIHOMED S&VEL LIITH
Fo Sortwmne (CHukPonT 15A)

o RoLTWG TABLE 54 ALLORITHAY

e DIVIDES (T ScPARATE
BCAST + CorbiSipr DorAins

e PATH Detelmwanon 4 FoRwdlding-

->Router could be hardware or software (windows server)

Routel bvervigw

o ADDITIOVAL FuneTions”
VP CMEOTRATR.
-DHCP
-Dwj
—NAT

—R05

¢ DS CLEVTS: "DeraT
GATELAY
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—_ p
ou-ﬂ » Contrel Panel » Network and Intemet & Network Conections » « [ | [ Seorch Network Connecti
£ - s

samamre - . e Tﬂ' Rename this connection  » = 0
1§ Local Area Connection 2 Properties F - g —
enzon Wareless - cess
" Netwoding | Sramg| Disconnected
& ranecH uvars
stemmet Protocol Version 4 Properties ™, VPN Connection

Disconnected
[ Genera | er . WAN Meniport (KEv2)

#13 copanbty. Otherwae, you reed o ask your nebwork admnstater
for the aporopriate [P settrgs.

() Obtan an B address automatcaly

@ Use the folowng P address:

1P address: 0.9.0.20
Subnet mask: 255.255.255. 0

Defoult gatemay: w.0.90.1

Cbtan DNS server address automatcaly
@ Use the followng DNS server addresses:
Preferred DNS server:
Aernate DNS server:

s =

==
TeAsMsS10d
sfech
o MOST RoTERS ARL "[AST"
o INCReASE PellFormandce
m C—PU
= Memoy
- Pt SPee>
- Wrzoo . DeSiga)

o FASTEST RouTeRS AT (% +
Hit-H TRAFFI<

2 1
£ | A—rnd—n——o

S

L2 MbPS
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Routwe TABLES

* DATARASE OF Roures ~
e Teo TYPES OF RouTeS
= STATIE . MANVALLY EVTERE)

—Dwamic, AU‘\"OMMLALLT
LEARNL Y Flrert RouTmés plRotral

(route print command)

Il Select Command Prompt

->if it is not on-link or on the same network the client send
the traffic to default router 0.0.0.0 to default gateway
(static route on windows client)

B Admenistrator Command Prompt [

|
.

C:\>route delete 96.0.0.0 (to remove static route)
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ovtme ThBLES

o SELECTNG RouTESL ™

-LOST
~ FloPs

» DeARULT Rov TES

¢ SOETIANE RoUTING WWDo
Disrance véers

o RIP [P
0 CASY T ConFiGuRE
o SEnDs CATINE TABLE AT INTELAS

o Proweto LooPs
Livk Sare

' OSPF, 1515, c1ReP
v TECHMICALLY DiFFILULT
e MANVY FEATURLS

' RO LoPG (55KS

* WEIGHBR. UPKTLS (6T BIAS mensr)
v YPDATES S wedpep

44



NETwo APDRELSS TRAVSATIY
- PAT

v PrivaTE 1P wTERVALLY

o PoPLic 1P exrenuvaLly

o MORE SelunRé

* fﬂqﬁQ)AMQﬂaf O SHFTiLv ARE
= Rouren

-~ PRoXY . I1SA [ FrReFRonT™
/0./0,/1).2/0_,

18.10.10.0/5.1¢ W32 |
PAty

(configuring windows 2008 server as a router)

Fle Acton View e

es 7T XD cl BE "

i, Server Manager (W2B-ENT-64)

= 3 Roles -
- bW| Configure the Routing and Remote Access Server

E Pestues Action menu, deck Configure and Enable Routing
Duagrostes D"tie Rofing end Remote Access
. Configuraton Asto Refrest pting and Remote Actess, deployment scenancs, and
- Storage jessss.
Refresh Rate. ..
Al Tagks »
View »
Detete
Retesh
Propertes
Helo
4 L.l |
“onfigures Routing and Remote Access for the selected server |

":H_EE = Ty
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[ - _

m 3£
= 3 Roles
= Network Pokcy an

Festures
Dagrostcs

You can enabie any of the folowing combinatiors of services. of you can
custoTize s server

Configuraton
Storage

When ths wizerd choses. corfigure the selected services in the Rautey
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Fle Acton Vew Hep

o2 X B

‘“ww{n{ W tr Acorss Server Sotop Waard : |
= 3 Roes =
- P Network Pokcy on Completing the Routing and Remote Access
(%) Routing and Server Setup Wizard
& Festures prd Erable Routing
. Duasgrostcs You have successiuly compieted the Routing and Remaote
® ) Condgurasen Access Server Setup wizard ment ccenancs, and
. Stor age Summary of selectors
Houtng and Remote Acoess .I
Staxt the servce
The Rauting and Remate AcCess senvice it ready 10 use
N e Houtng and Hemote Access cormcle
To close this wezard. chok Fresh
cBock | Feh | cace |
bt )

4|

2

Fle Acton  WVew Heb

o 72m (R Brr

Server Manager (W2XB-ENT-44)
3 Roes
= P Network Polcy and Access
= [® Routing and Remote Ac
B Metwork Intesfaces

.

- Dasgrostcs
Configur aton
Storage

-
*

>
>

Houting and Remote ACocss

Routing and Remote Access Is Configured on This Server

This server has siready been configured using the Routing and Remcte Access Server Setup
Wizard. To make changes to the current configuration, select an fem in the console tree, and
then on the Action meny, ctk Properties.

For more informabon about settng up a Routing and Remote Access, deployment scenanos, and
treubleshooting, see Roytng 3nd Remote Access Help-

->didn"t have to configure the static routes as the clients
are directly connected to this router

Bl Network Comectioms R

(JU ) [# ~ ControlPanel ~ Network and ntemet. + Netwark Comections + v B3 [[Sewch tvetmork Cormectom 7
Organize =  Disable this network device  Disgrose thes comection  Rename ths comection  Vewststsof hscomection » =2 ~ || @
- Local Ares Connection L

Urderafed netmork

& IeiR) PROJ 1000 MT Netwerk Corn...

(adding static

-
-

route)
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->if you add routes in Ul, it won"t show up in command prompt
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B ServerMamager

nu- !-‘Q D
e 2mDas B

i Server Manager (WS-ENT44)
= 3 Roles
= B Network Pokcy and Access
% {3) Routing and Rewote Ac 127.0.0.1 0 De.
T Network Ivterfiaces | B Local Ares Connection 2 “edeatrd 192.168.1.1 5,105,266 103,450 [
3 Remote Access Log | B 1ocal Ares Connecton Dedcated 10.10.10.7 128,179,128 203,603 s
2 M P g ] Irternal “ot o sisbie : Ds
}.9“ New Interface. .
7 B P
© g feotres Shom Informaton. ..
8 (B8 Cagrostcs Show Muiscast Forwarding Table....
o g Shewm MufScast Statstes. .
b2 Storage
Vew "
Refresn
Export List...
Propertes
Help

Fle Acton Ve reb

8 2mDosBm

Routng and Remote K g ptecel 0 Des
@Iwu::mﬁm: t e ot ey 366 103,450 Ds
3 Remote Access Log || Fleuling proteccls: »,128 203,603 o
2 W P 1 rwm: . Das
Genersl
Stabe Routes TNAT
B Pve ¥~ RIP Verson 2 for intemet Protocal
® o Featres
- Dagrodtcs
. Configuraton
* Storage
[Tox ] cacw |
| | | | |

ool [ & . 5| T
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/MGDIA TIPES

¢ CoAxmal —
e PLewvonn (AT
¢ TISTED £

* FI2en oPric
COAXIAL CADLE

o SELDOMN USED

o (oPPER colté = PASTIC shcxcer,
BRAWED SHiELy, Pve/Terod

o THiLkmeT (Ré& -¥) w
e THvwer (Ra-58)
o Bl Campéeror 3V /

. /?é.sgmu'r' 7% éM;,QF,
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10100 Mbps

Fast Ethernet 10 Base-T 16 Mbps 100
FastEthenet 10 Base.T 10/100 Mbps 100
100 Base-T4
100 Base-TX
...... Grgabut 10 Base-T 10/100/1000 100
Ethemet 100 Base-T4 Mbps
100 Base-TX
. 1000 Base-T
Cngabat 10 Base-T 10/100/1000 100
Ethemet 100 Base-T4 Mbps
100 Base-TX
1000 Base-T

All Category cable can be used for Token Rung
10 Base-T. 100 Base-TX. 100 Base-T2 use 2 wire pairs
100 Base-T4, 1000 Base-T use 4 ware pairs

PLevom- raes

o MATERIALS ErnT LITLE oR WO
SMoKE + Noxious FoMmES IN FVE

* Don'T SPREAD FIRL
« LALLS + Plevom

o MORE CAPENSIVE
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TLoisted P 9’{—‘
]
* CHeal CASy To R

. E;JQ PAINS OF \NSULATZD W,
o TWISTED T2 REDILL U?ossmua, M|

* UTP o S1P ﬁ//a/i/l

4 N(S/auALWb—) X
Lo l
(06 DASE ¥

Mbfs Tedsr
* LAT2 3 4 ODSalert o

. L/%‘r's"ff/(. Comtmon) USE
TStz PAR- CovmécTonrs

s RS n/e.r#/{‘
‘ 5¢8A/ B
* STRAIGHT THRo veH, CR S S0/E
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3 4 5 H68-8 Wining 3 48 e S68-A Wiring

'&Méz ~ N : _.!f(._z" paics | wiee [P

" [ ] [

1 Whete/Blue 3 £ Whte Blue B

.- . White/Blue Blue/Whee 4 —— 1-Whete/Blue Blue/"Nhis 4

m— . White/Orangey 1 —— M White/ Green l

W ht CrangegDrangs Whatel J Whte Green orgen White -

t] White/Green | 3 3. White/Crange] 3

5 3 4 8 . White/ Green)Green,/ White | & 3 2 4 8 . White/ OrangegOrange/ Whetef ¢

y M Whete/Brow y B Whete/ Brown !

'\ \ f/- White/SroangBrown/ Whate | 3 '\ \ //n Whie/Brewn Brown/White | 8
< 568-8 ram < 568-A E’r‘m

Straight-Through Cable Crossover Cable

—>

I

Q044 ¢
%wéwﬂ
«66QOY
mwxgoﬁ

=
—_—

Pins 4,5 7and 8
are not used

Pln \mcor . Pin number  Wire Color

.Pln 1 ﬁ) .(J-r.l.n.[.p-mhit. _ - | Pin1==> Orange/White
Pin 2 s=> Orange Pin 2 ==> Orange

Pin 3 ==> Green/White Pin 3 ==> Green/White
Pin 4 ==> Blue Pin 4 ==> Blue

Pin 5 ==> Blue/White Pin § ==> Blue/White
Pin 6 ==> Green Pin 6 ==> Green

Pin 7 ==> Brown/White
Pin 8 ==> Brown

Pin T ==> Brown/White
Pin 8 ==> Brown

1111
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Crossover Cable
— 1 B

11

12345678 12345678
Termination on each end of the cable
is different.

F( 3&2~0Prie

o IMMuUNE To EMI RFI

L ]

GLASS or Fiastic coprc

LASS &R PLASTI € CiA2yvCr

L ]

PLASTIC BurFen + Kenars

SMF — | onGER DISTAavlE
¢ MMEF— SHeRTZE/L _D/S’f?abuf(

¢ CAMT TAP
->EMI(Electromagntic Interference)
->RFI(Radio Frequency Interference)
->SMF(Single Mode Fibre)
->MMF(Multi Mode Fibre)
(SC fibre connector)
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» e

(LC Fibre connector)

V

(ST Fibre connector)

)

[PV

. /P ADDLSS CLASSLS

v ComvirTn G 3;4//!441./3/,04/27/

v SoBETTIVG

o (VITM SLBDET MmASKS

55



IF Addzess Classes

Address Class Network ID ;Def.ult SN Mask .;l Netwvorks # Bosts
o888 & -1o4 i BEL ~——
a A spback A (]
a8 A
ALCTOZS vas ASSTCI9 (AFiD [
las ‘

->private ip addresses are not routable over the internet

[Pvi

|PvL wetp

[PV & ADDY Ssin6 v

(Pvie THPLS OF ADpcsscs

(PVL///Pw. Loé Ky sTEeE

Com FilistRA 1IN

-

56



fhre_neex

* IPve = 4294 941,296
(oMY 250m Can BE ASSILAED

ol 7
“ {ZQ,B“—— vs D2-BIT
~340,2%2, 346,920, 93?,%3;#3,377,@7,%3;
‘77@;&&3&&9
'3, boo, 00D AbDRESSS FpR

Cvery 58 NCH oF cARTH

->inefficiency of IPv4 is that 127.0.0.0/8 whole class
address i.e. l1l6million addresses just for loopback testing

[PVi APDRESSING

* (28~ BIT ADDRESS
-3 GRoVPS HF 4HEX
— CHANS:! Q=5 =
— (oLon " SCPARATES

* SIMPLIFY ADDRESS Coxprotisio”
- CLIMInATE LEADp v~ 2.5

— CLMINATE (OVLEEUTIVE ZERHS
FDOO:1D81:0006:0000:0000:0000:4C90:FF20

inal-Hex B Converskon

Ea .
Hu =
ra

=

-]

2

o
O
"=

2
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|Pvi T1PES of Ao €S

o GLOBAL SCoPE”
-/Nféﬂ/UQT(sz/
—HiCHLEveEL Birs ool (2201/3)

¢ UNIQUE LOCAL (S -LacAr)
= SimiLArR To PRIVATE /ﬂw.!

~Fcoo’ /7 on P03

[Py T1PES of Aadaesses 15E5
o LivK-LocaL

(Pra pub,

(&) 2 r/‘"‘f 0P
~SIMILAR To /Pviﬁf/_fﬁ_/’/
—F£ydo o] ﬁ :l
SIGERT &

— ALwAYS HAVE Lic-LocAT
(eve L ek

n
O —

o LooPRAcK i1

B Command Prompt
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P T1PES o ARCsSES 7

» AV eAST (
~VISUALL! Samear T2 GLoBAC O
el
= MAVY DESTIVATION HAETS /
o/ 5amé ADDRESS o I /
- FIvd azcapzor DALY o D’
RovTé€R CasT T/

[PV bt CoCRsTEN CE
A4l

* “TRAMSITIo0) RIcHNESS"
» QUAL (P Lafen..~ lPtL

v DLA L‘,SJZI(.K ﬂod"éﬂ-s wx77_
' TLwwéLnG (L7244 T2>[.) .
' NAT PRoTRCOL mmsmﬂoucmwr)

+ TCREDL —SoDs 1PVl PAKETS AS
IPVH UDP T REGSLE 1P
MAT (L80E S

~PRwvate wémolic
"‘IPVL VAL lPULf ‘ry,un.lél_ld)(r/
= (PvY empedep 1w pvl, ~

Y e

€4, FLoo! SER (4.4, g

->1SATAP=Intra site automatic tunnel addressing protocol
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«1»

(T s —pmpe gy bembioetis > §* 3
— panection 2 - Venzon Wirehess - VZAccess
il T—— PANTECH UMTS
Internet Protocol Version 6 (TCP/IPVE) Properties
General | i n-:::dd‘mm

You can get IPvE setdngs assoned automatcaly f your network SUpPOrts thes capabiity.
Otherame, you reed 19 ask your network admngtrater for the aporopriate [P settngs.

) Ontan an [Pvé address automatcally
@ Use e folowng PvE address:
6 address: fo00::f1
Subnet prefix length: 16

Obtarn DNS server address automatcaly
@ Use the followng DNS sevver sddresses:
Preforred DNS server:

[ valdate setangs upon ext
[ox ][ conew ]
oamé REsoLutiop Parr 1

* THL WAME ResoLuTion Peotess /

Name ResoLution Process
(ConFieunld wH DSt wmwb)
: Bité Aast™
HoSTIAME SR AL e

e Lol HoSr WAmME fQDGJ: oS
v DG Chent RESOLVER CACH

¢ D

o ADDITiovAL IW5

* & 1l CHAR OR. FRD))', S0P wo| o
NETBIOS

+ LIS CHAR: ConVERT Holrpame
To METBOS

->DNS(Domain Name Services)
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->nslookup www.google.com

I Sebect Command Prompt

->FQDN(FUIly Qualified Domain Name)(www.google.com)
(local hostname)

B Command Prompt

(Clearing local DNS Cache)
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= Command Prompt

rd : W IL T

A (Host) Rece _
(DNS query packet capture in wireshark) )
[ Resitek RTLE168D/81110 Family PCI-E GBE NIC - Wireshark o) -

file fdt Yiew Go Copture Anshze Statistics Telephony Took Help
U N N G288 A++»aoT72 BE QaaaD g% B

Filter: v [Expression.. Clear Apply

No Teme Source Destination Protocol  Info
1 0.000000 10.10.10.253 10.10.10.255 Tivocor Discovery Beacon Bedroom (652020
20.702946 10.10.10.21 10.10.10.5 DNS standard query A www.yahoo.com
3 0.718560 10.10.10.5 10.10.10.21 DNS Standard query response CNami fp.
5 0.720467 10.10.10.5 10.10.10. 21 DNS Standard query response CNAME fp.
6 0.723448 10.10.10.21 72.30.2.43 IcMP Echo (ping) request (1d=0x0001,

T A TRaGNY T Y ad 1A 18 1AM TruD celha Fadnaly ranlu 4 Avennnm
r [

i Frame 2: 73 bytes on wire (584 bits), 73 bytes captured (584 bits)
+ Ethernet II, Src: Asustekc_2c:62:7e (eO:cb:de:2c:62:7e), Dst: Dell_62:56:0d (00:24:e8:62:56:0d)

user Datagram Protocol, Src Port: 64719 (64719), Dst port: domain (53)
Source port: 64719 (64719)

Length: 39
i Checksum: 0x2866 [validation disabled]
| -[oo-.nn Name System (query)
-

{0010 00 3b 7a f8 00 00 80 11 00 00 02 Oa 0a 15 02 08  .;Ze..c. voouuun. -
{0020 Oa 05 fc cf HUEER 00 27 28 66 8c ef 01 00 00 01 ssasfilE fFcsspss

0030 00 GO OO QO OD OO O3 77 77 77 05 79 61 68 6F 6F ....... w ww.yahoo

10040 03 63 6f 6d OO 00 01 00 D1 +COM, ...

@ Detinstion Port (udp ditport), 7 bytes Packets: 11 Drsplayed: 11 Marked 0 Dropped 0 Profide: Default

->SLN(Single Lable Name)



NAME RésoLuTion) PRoCESS

- JOCAL WETBIS VAML CALHE .
¢ QUERY oS

v BROADAST P TE 2 NS
NAME REQUEST M 545

* LN\HOST S

(LMHOST file)
->Imhosts.sam

->File used to pre-load common resolutions that you need
available to the client all the time
s ]

GOvI;«w(m»m.mrm-u
Orgenize = __ Open  Bum New folder
& sppmgmt 5

H!.
& a-SA | imhosts.cam
L BestPractices networks
) b3-86 ) pestocel
L Boot L sernces

b CancnMF Uninstaller Information

 amé RESoLuTIoN PARTE 2.

* LG+

S
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LOI5

g {}fﬁ PORW 5~

* ResoLves WETBRS WAMES
(e5P (0 RouTED Weérvou< Y

o NELESSART- Foc WETRDS AP
= DUWILING n€€d

* RePLATES T2 PTHER. LOWS

¢ Dol 15 mucH PRerenng)

* DS GNZ2 TRANS If104)
o CLIENT (OnFi4 ...

->WINS=NBNS=NetB10S Name Server

->WINS is decremented

->GNZ(Global Name Zone)

(WINS server config on windows 2008 server)

Fe Acton Viewm Heb
e 7 m B
S
Snun =
- E. ‘VT%& View the stats of featires ristalied on thes server and add or remove feataes.
_'jliu »
:_ II fefresh ~ Features Summary Featues Summary Help
Stor
s 20f 42 instaled & AddFeatres
dwruun
Remote Server Admnat aton Took
Feature Admrustaton Tooks
WING Server Tooks
WING Server
€3 Last Refresh: Today at 1228PM Configure refresh
jAdd features 1o ths server. ]
Start % (
e | - trEGom
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There are no items to show n ths view.
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Fe Acton View e

o 2m o s Bmm

s Server Manager (WX3-ENT 64)
) Roley
- Featues
= BDwes
;’mw
4 Regicaton Partners
. Dagrostcs
% 4l Configraten
<l Storage

Record Meppng | Record Owners | Record Types |

[ Fiter mcords matcrng thes Nome paser:

I Cose sormtve catch

™ Fiter mcords matching thes P address

e

I Metch the 12 add ets bared on fit subner matkc

—

Deplayng the reconds from the WINS database & a potertialy long and

Enabiing resut caching makes subsequent quenes faster but Increases the
memory Consumption.

I Enable reslt caching

T T

2
=

ey »

[0oR] workgroup
Degloy Records... |

Verify Name Records. ..

Export List...
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W .l-n-n-n

RephcatonParers | qenicaton partrers are other WIS servers that share and reclcate data, Replca
nostcs WINS servers ncreases performance, avalabity, and relabilty for your WINS de
fgursten
o
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(Client WINS config)
->]Pv6 does not use WINS at all

WINS addresses, in order of use:
0
)
| A || Ese. || Remove |
1f LMMOSTS kocloup is enabled, it apples to all connections for which
TCP/IP o enabled.
Pt oS ok .
NetBI0S settng
@ Defauit:

Use NetBIOS setang from the DHCP server. If statc [P address
5 used o The DHCP server does not provide NetliIOS setting,
‘enable NetBIOS over TOP /TP,

() Enable NetSIO0S over TOPIP
) Dsable Net10S over TCP/IP
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,‘D-/—U—i P:ua—Dcf.mLoSom.
\ A
+ ResoLve FRDV - 1o10.40.§~

o STORES Darhy 1m0 2oneS

("%MA/}’/ (DE—J 6 CLouvl§
5 - ey () ) ;Erh N

- A.D-INTéé'm1 Y o
-Revirse > pecns
¢ ZoweE RFL "‘iﬁ bdz
] FMQ)D&- 25 DM‘L
—RoeT Hwts  —Pangwr
= 15F STV ZovéS

o Am T« HBHm d00

i Server Manager (DC1) =
= B Roles
% T Acove Orectory Cortheate Serv | S Trps Dot

+ % Actve Drectory Doman Services =l madcs
& U oHoP Server < tes
NS Server —tng
2o — _udo
% £y Giobal Logs | FerestraZones
= | Forwardlodep Zon | | [ ] (same as parent folder) Start of Autherity (SOA)
= . scomeurcelocsl || | | (same a5 parent foider) Marre Server ()
® 0 _medcs | ] (same a5 parent foider) poat (A)
B s || (same as parent foder) Host (A)
. —_-w n“l Most (A)
® O ud [ lde1 reost (A)
B @ Fesomell]] 5 VST Bt
& (2] Aeverse Losp Zen | £} o244 e
@ | | Jomeswn7 64 Fost (A)
2 BB s N [ Dlawesiinr 64 TPV host (AAAA)
8 I woery { ] Janataptop Host (A)
% N Network Pokcy and Access Servs || 1176400t Host (A)
% fap Print and Document Services
% & Web Server (15)
+ Windows Deployment Services ~
* Windows Server Lpdate Service: h
@ o] Festres

[5703), dct.acamourceloc...  statc

dcl.acousaurce ol

10.10.10.5 12/8/2010 4
10.10.10.6 12/4/2010
___10.10.10.6 stabc
10.10.10.5 statc
10.10.10.33 12/2/2010 ¥
10.10.10.20 121072030
10.30.10.21 12/10/2010
fc00: 188 1:0006:0000:0000...  12/10/2010
10.10.10.30 12/5/2010 4
10.30.10.28 12/6/2010 8
] i

statc
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Zone Type
The DNS server supports vanous types of mones and storage.
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Update
You can specfy that he DNS 2one Scompis secure, NONBEGIE, o NO dynam .
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Fe Acton Vew reb
MBI GIRE

R Server Manager (OC1)
_; Roiey
™

.

Active Drectory Certficate Serv

Actve Drectory Doman Service:

DHCP Server

DNS Server

2 s

= g o1

+ uﬁmﬂ;mp
Forward Lookep Zon
acousource Jocal

+ meacs

+ Sites

- i

* ForestDrslo
nugoetiabl. com
4 | Reverse Logkp Jon
+ Condtonal Forward
# 3 He Servces
* B Myper -y
. j“ HNetwork Polcy and Access Serva
+ [ Priot and Document Services
+ @) Web Server (II5)
. ‘! Windows Deployment Servces
% iy Windows Server Undate Service
+ sl Featren

B Command

Qe i

— = Dein
Name (uses parent doman name (f blank):
[ Servert

dc L acousource Jocal

Fully qualied doman name (FQON):
Imw

P address:
I‘.J 0.10.111

[V Create assocated ponter (PTR) recerd

==l

L, Server Manager

e Acton View Meb
TIEGE e

2 Server Manager (DCY)

@ Roies
& ™ actve Drectory Cortificate
+ & Actve Drectory Doman Se
¥ W DHCP Server
4 DNS Server
= 2 s
= § ot
] uﬂmdwq&
- Forward Logieg
0T (T
+
+

Update Server Data Fle

Reload

Mew Host (A or AAAA). ..

New Alas (CNAME)... Type Data

New Mal Exchanges (M) ) Start of Authonity (SOA) [1), de Lacousource Jocal.,
New Doman... ) Hame Server (NS) ¢ L acousource Jocal

New Delegation. ., Most (A) 10.30.10. 111
Othwr New Records.

A Tasks »

Vew ]

- Reverse Lockp Jon
10. 10. 30.n-ada
. Condrtonal Forwards
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?
i
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Me Action Viem Heb

e a1

T Server Monager (OC1) Debug Loggng | Evert Logong | Trust Anchens | Mentog | Secuty |
5 B Roles rne |  Fowaden | Advanced Rect Hrts
£ B Actve Drectory Certficate
+ B8 4t Drectory Doman Ser 1106t it resclve queries for 20nes that do nat mest on the local DNS

& ]

2§ P Sarver server  They are only used f forwardens sre nat configured or fal i
NS Server h
2o
- | [+ o}

4 £y Global Logs
- Forward Lodkep 11
e (152228 5.201)
st ¢ ot servers et (15233417
BIS oo U o motervennat (128810500
7 0 e . 288.10.50)
5 - © oot perveny et (192 203.230.10
= Im QELUN
. b £O0L Servers net [l::.,.LI
" Domerd o et servers et [192112% 4
+ " ForestD h mct servens net [1286325Y
nugoetiad? asevers rat N WU -
; (iw | »
- Reverse Lookp
10,10, ¥n
0 ) Cortmrators. M| | W || Guviemtew |

v ; Fle Serves
. “ Hypet -V
+ Hetwork Polcy and Access ¢

+ fp Print and Document Services

# W Web Server (115) | oK I Cudl | Helo I

. rwtnas Derds et Cor e
Fe Acton Vew b
o Hmlda Hrm a0

s Server Manager (DC1)

@ Roles
& T8 Actve Orectory Certificate Sery ~
+ B Actve Drectory Doman Service: £3Gobal Logs 5
& W DHCP Server Forward Lookup Zones
2 X DNS Server Reverse Lookup Zones
= 2 ons Condtional Formarders
= 3 Bl Root Mnts

+ LY Gobal Logs Forwarders
- Forward Lodkep Zon
- st::nivf_:: local

- _msics

* Stes

- _ip

. - -

. ComanDrels
* ForestOnslo

ruQoetiab? com
- Reverse Looep Jon
10. 10, 20.n-add
* Condtonal Forwarde

T sebect Conmvmand Prompt  nslookup
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Zone Type
The DNS server supports vanous types of zones and storage.

Actrve Directory Zone

Zome Rame
What is the name of the new mre?
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Master DS Servers
The saubd rone & lbaded from one or more master servers.

Mhﬂ-l-!— you wanit to load the Tone. A stub rone i loaded
the 2one’s master server for the SOA resource record, the NS resource
records at Bhe rore’s root, and glue A resource recoeds.

poeee |

216.239.32.10  rml.googie.com Y] I

- thﬂn-‘-hﬂlﬁhd--_

_cws [ ] o |

e ——

Hame Server (8) ns1.google.com.

Hame Server (S5) sl google. com,
Host (4) 216.29.32.10
Host (A) 620,40
Host (A) 216.29.36.10
Host (4) 216.2%9.3.10

= _h;wnmlwam

Co/vwlm) DS /ZC__,_’}
1P Py
* A ARRA = HosT [I 1

CAJLUU
¢ CVAME S

- -
B Sﬂlf R
(—’UAM(

v P17

Wweww . AL.LOCAL
O o

55

7

Start of Authanity (SOA) [1435573), re 1.googlecom. ..

RERRERRERY



TPv6 Host (AAAA)
Host (A)
Host (A)
Host (A)
Host (A)

78

f00: 1038 1:0006:0000:0000...  12/10/2030

10.10.10.30 12/8/2010 4
10.30.10.25 12/6/2010 4
10.10.10.50
10.10.10.51



Aas (OwE) |
L t
H.-n-ﬁ.-smihm left blank)
e New Host (A or AMAA)... i
Orx Fuly qualfied doman name (FQON):
e NewMal M) hor Immmhcl.
- N!-o"““.-l-. T Fuly quaied doman name (FQON) for target host:
. naTe larget
- :.-hﬂm Ir-‘.t-se--e' sccusource locsl Browse.,.,
- l
Al Tasks »
an Refresh
Wy Exportist.. [7 Adow any authentcated user to update ol DS records wh the same
: name. Ths settng appkes anly to DNS records for a new name.
ur View »
W
ot Arrange lcons »
[F-% Lne o Ko
eve Propertes
wve .
Help

LONITONS HONwWaror—
ruggetiad com

‘olcy and Access Serw
Descr smeryt Servaced

B o D v == = - =

(18.18.18.5
h €t wn
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CLOoBa WAMES Zok S

. LoIWs-wo (Pvp
o GOZ-psT YA

o VSE LHew :
—CLIEN TS CArNOT USE [FQDY

—~ DS GerVENS ANE L2

~ RECISTEMnlr STATIC SER VEL 25

— Decorv N SGope Lo (A5
e zone waard 2

. Zone Name
What i the name of the new sore?

) googh
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New Host (A or AAAA), ..

Other Mew Records. ..

Al T ks »

Retean
Export List....

== View »

Arrarge lcors »
Ure up lcors.
Propertes

Help

. e |

Adas (CHaME) |

Name (uses parent doman name (f blank):
Alas narme (uses parent doman f left blark): - -
llmSe'-fj [Jw&cr-.tf.

Fully qualified doman name (FQON): Fully qualfed doman name (FQODN):
| oserver 1. GiobaiNemes. | Acpserver Lacausource Jocal

Fuly qualified doman name (FQON) for target host:
]Amsr-flncmcr-xd Bromse... I P sdress:
[:J 10.10.734

[ Create assocated ponter (PTR) recerd

™ Alow any ithenticated ser to update l DNS records with e same | | Allow any authentcated user to update DNS records with the
name. Ths setting apphes orly to ONS records for a new name. LATE AT FuarTe

. Admssustrator: Command Prompt

2

W9 M

81



DPHCEP and TooL$

v DH(JD pDVERVIEa)
- DHCP ConFié

« LD~ LIMEC T06L S
DHcp

e AUTDMATICALLY ConFiGuné ~~

& L/:o er:f mjé ;7'/’065 W P
— &
i “3) BooTP
—DEF. G0 ot
- Db
— IS~ Dysevéll—7

SRy o D :Aq}ifesr——e-
* NeTew oK Déwé O SERVER OS5
o DEST SHxonw IV WTRAFALE . .,

->DHCP Relay Agent

TN ReA puch

) W
_[3\_~(o
Q)wéﬂ.—7

< Higoesr—
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i
{
:

') Ve e bt of e e rtaled on s srves and s remve ks |
sy Bt
® Roles: 116f 17 rataled : Add Roles

Remove Roles.
Active Directory Cersficate Services

() Actve Drectory Domain Services
OHCP Server

@ o Server

O Fie Services

@D rypury
Netwerk Pokcy and Access Services
Print and Document Services
‘Web Server (TIS)
Windows Degloyment Servces

@ Windows Server Update Services

i
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Fle Acton Vew reb
o 2mIX e s B O
et e
= B Roles

ES Actve Drectory Certficate Services

= U oHCP Server i

8 e
= ] Scope [10.10.10.0] Accusource Scope
7 Address Leases
+ s Reservadors
. Scope Opbors

i
i
g
|
5

:
;

e 2T < B2O®

b=

+ Active Directory Certificate Services
8 DHCP Server

= J detacoumsource Jocal ,

2 P ! Scope Optons

- "
=

i Address Pc .
7 Aodressle  Advanced... »
# s Reserveso
__.' Scope Opb _-
4 Server Options Deactvate
& . Fivers
= e wew
ONS Server Oclete
| Fie Servces Refresh
Export Ust...
Help

Hyper -V
Metwork Polcy and Access
Print and Document Seracr
Web Server (1I5)
Windows Deployment Services

- e -

PERERES

1R R
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IP Address Range
You define the acope address range by derthyng a sel of consecutve IP addesses

Add Exclusions and Delay
Exchusons ore addresses o o -d‘—l--u“hh
“Aﬁnh-‘”udﬂnh-\-dﬁ transmmeon of 8

The lease durston specfies how long 8 clert can use on [P address from tha scope
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Corfsguare DHCP Options
You have 1o corfigure the mot common DHCP options before clerts can e the
oope

Router (Defaut Gateway) -
You con wpechy the routers. or defaut gatewayy. 10 be datritated by tha scope

Domain Name and DNS Servers
The Doman Neme System (DNS) maps ond transistes doman names used by cherts
on your network.
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| Clerts con cbten sddress lesses oy # 8 3cope 3 actvated
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leriey $C.accusource Jocal, nuppetieb.com  12/19/2010 12:18:3

l
s

¥ 10.10.10.254 TIVO 65201018068 F 88, Reservaton (actve)

?ﬁ?w.....
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10. 10, 254) TIVO-658010 18068 88
FReservation name [""r Compter 10. 10.29)
10. 30, 253) TIVO-4652020190 1ECBC

IP address W.%.0.% 10, 80, 20] JamesiVin 764 accusource.local
MAC address [_7 10.10. 21) JamesWin7-64.accusource.local
10. 10, 30} Janalaptop accunous ce locsl
Crescrpton [ _[ 10, 10. 33] JamesLaptop. acousource.local
10.10.35) Jemesiaptop. acousource local
Supooted types 10, 10.27) JamesMac.accusource Jocal

 Both
" DHCP
 BOOTP

JamesMac. acousource. ool

[T —— [_[#]x
Fle Acton Vew Heb

ot Eaiall  ARNCNEN] * Noull

R e 50 |
= Roles
-’. T Actve Orectory Certhcate Services M
# R Actve Drectory Doman Services
2 W DHoP Server
:; ol acousaurce Jocal
_Lagd
Scope, [10. 10. 10.0] Acousource Scope
) Adagress Pool
Address Leases
= 4 Reservators
[10. 10. 10. 254 TIVO-658010 18
10.29]
10.253] TIVO-652020 1%

Standard scousource.iocal, nugpetiab. com
Standard A Chent

10. 10. 20] JamesWin7-64.a¢
10.10.21] Jemesin?-64.5:

: 3 P - ) |- :
->Scope options and Server Options (for all the scopes)
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I Admunctrator: Command Promept

Me Acton View Heb
o 27 B

-9 il CELE LR

- 'f"" Manager (DC1)

Rodes
™ Actroe Dract shcate % ¢
) Active Directory Certificate Services
& Active Dwectory Doman Services
U DHCP Server
oS
®

Fie Server Resource Manager
& Owox Management

+ OFS Management

L Myper

‘F Network Polcy and Access Services

o Prrt and Documen

& Web Server (115)

t Wirdows Deployment Servces

;.‘ Wirdows Server Update Services

Seatret

& Group Polcy Marugement

Dagrosecs

Configur ston

Stor age

Serves

Shares | Voumes |
19 ertries

Protocok SMB (19 tems)

Quota | FleS5a... | Shado. =]

s ADMINS SME
s Cs Mg
fl Cetbwol Mg
W D3 SMB
il Home g
" PCS SMB
LT
w sue
] SMB
B Ps M8
n SNB

(<<

cQ
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I Command Promgt T

ymnand ynp leted

»
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Vindow
fict ive Conne

roto O 1 idres Foreign Ih dre

I

T

| JSTENING
i STENING
T s STENING
1CP - B TH LISTENING
1CP 4
T
i
1
1
i

STENIRG
STEMNING
STENING
STENING
STENING
STENING
STENING
STENING
STENING
STENING
STENING
STENING

= Windows Command Processor - nslookup =

icrosoft Windows [Version 6.2.9208]
(c>» 2012 Microsoft Corporation. All rights resevrved.

sMindowssSystem32 >nslookup wuw.google.com
Server: SkyRouter.Home
Address: 1972.168.8.1

on—authoritative anﬁuer'
wuw . google . co
s 2aP@A:145%56: 4359 g@7:- 10914
173.194_.414 115
173.194.41 116
173.194 .44 .114
173.194.41.113
173.194.41 112

sHindowssSystem32 >ns lookup
Default Server: SkyRouter.Home
Addresz: 192.168.8.1

> set type=mail

inknowun query type: mail
> set type=mx

> google.com

Gerver: SkyRouter.Home
Address: 192.168.8.1

on—authoritative answer:

google.com M preference
google.com Mi preference
google.com Mi preference
qoogle .com M preference
qoogle .com M{ preference

aspmx.l.google.com

alt2.aspmx.l.google.com
altd.aspmx.l.google.com
altl.aspmx.l.google.com
altd.aspmx.l.google.com

18, mail exchanger
38, mail exchanger
28, mail exchanger
28, mail exchanger
48, mail exchanger

173.194.79.26
173.194.78.26
74.125.143.26
173.194.66.26
173.194.6%9.26

1t4_ aszspmx.l.google.com internet address
1tl.aspmx.l.google.com internet address
1t3.aspmx.l.google.com internet address
spmx.l.google.com internet address
}1t2.aspmx.l.guugle.cum internet address

sMHindowssSystem32>
sMHindowssSystem32>tracert google.com

racing route to google.com [173_.194.34_1651
pver a maximum of 360 hops:

ms SkyRouter.Home [1%2.168.8.11
Requeat timed out.
ms ip—84-38-37-18.easynet.co.uk [B4.38.37.181
ms A278@8af .bbh.sky.com [2.128.8.1751
ms 74.125.51 .19
ms 289 _85.255.76
289 _.85.253.475%
lhri4s22-in—f5.1eiB@B._net [173.194.34.1651]

2 ms

ms
ms
ms
ms
ms
ms

e
DD L D
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B Command Pr
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sMindowssSystemd2 >ping google.com —n &

inging google.com [173.194.41.185]1 with 32 hytes of data:s

eply from 173.194.41 .185: hytes=32 time=18ms TTL=58

eply from 173.194.41.185%: hytes=32 time=8msz TTL=58
173.194.41 .185: bytes=32 time=1%mz TTL=538
173.194.41 .185%: bytes=32 time=16mz TTL=58
173.194.41 .185: bytes=32 time=%ms TTL=58

ing statistics for 173.194_41.185:

Packets: Sent = 5, Received = 5, Lost = B {@x loss>,
poroximate round trip times in milli—seconds:

Minimum = 8mz,. Maximum = 19ms=,. Average = 12ms

sMindowssSystemd2>ping google.com —n 5 -1 1884

inging google.com [173.194.41.185]1 with 1888 hytes of data:s

eply from 173.194.41 .185: hytes=1000 time=12ms TTL=58

eply from 173.194.41.185%: hytes=18000 time=1imz TTL=58
173.194.41 .185: hytes=1800 time=23ms TTL=58
173.194.41 . 1685: hytes=1800 time=18m= TTL=58
173.194.41 .185: hytez=1800 time=18ms TTL=58

ing statistics for 173.194_41_.185:

Packets: Sent = 5, Received = 5, Lost = B {@x loss>,
poroximate rowund trip times in milli—seconds:

Minimum = 18ms. Maximum = 23ms,. Average = 13ms

sMindowssSvstemd2 >ping google.com —t —1 18884

inging google.com [173.194.41.185] with 18888 hytes of data:c
from 173.194.41 _.185: hytez=18800 time=34ms TTL=58
from 173.194_41 185: bytez=1880A time=35m= TTL=58
from 173.194.41 _.185: bhytez=18800 time=25ms TTL=58
from 173.194_41 185: bytez=1080A time=32m= TTL=58
from 173.194.41 _.185: bytez=18800 time=27ms TTL=58
from 173.194_41 185: bytez=1080A time=25m= TTL=58
from 173.194.41 _.185: bhytez=18800 time=31ms TTL=58
from 173.194_.41 185: bytez=1880A time=26mz TTL=58

ing statistics for 173.194.41.185:

Packets: Sent = 8. Received = 8, Lost = B (@ loss>.
pproximate round trip times in milli-—seconds:

Minimum = 25mz, Maximum = 35ms,. Average = 29ms
ontrol-C
C
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Remerz AccEsS : DiaL- o

Mo D &N
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* D cATED Lo 22K

G 31
e SMALL ATTACL SurFACE =

- U/uu)!éL.D%/ ég_e:_&ue ScAL4ZLiT
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->RRAS(Routing Remote Access Server)

RemoT@ ACcE 55! viPA)

¢ A4 VIRTUAL PIUvATE ConméeiTiod .

over A PuBLIc CovvETiod
(I»TERVET)

© SAME ACLESS B ReSoniEs, ~
A5 Local comwmwecTron)

¢ ReQuiNES RRAS, AVTHENTILATIOY
(A_-D), OCTEe™ RADUS 7~

¢ TRAVELNG VSERS /.
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v ATE

| VPNEncrypted Tunnel |

- P

Active Directory
Domain Controller

R EMOTE Acccs5 PP/

» £ASY TP ConFraunr& =~
o LowesT secerirS
* USER AvTHEVTICATIoN (MS-CHap v2) "

* Fos8ipLe mAT PRopLEMS
->PPTP (Point to Point Tunneling Protocol)

Fle Au- el
o HmIX ] @B

i Server Manager (DC1)
;;-m

Actrve Drectory Certficate Services ~
: Ada D |,1: p Routing and Remote Access Is Configured on
/ his Server
@ ¥ DHCP Server T
¥ 5 DNS Server This server has already been configured using the Routing and Remote
F &S Fle Servces Access Server Setup Wizard. To make changes to the current
- ™ configurobon, select an tem n the conscle tree, and then on the Action
Hwer - menu, chck Properties.
-OW‘SM For more information about settng up a Routing and Remote Access,
deployment scenanos, and troubleshooting, see Boyting and Bemote
@ L RADIUS Clents and Servers Access Help.
- Poloes

6] Network Access Protecton
Accountng
] Tesgiates Maragere!
- [# Reutng and Remote
Network
Remote Access Chents (0)
Ports
‘=3 Remote Access Logong & Poloes
c'i'ﬁ
# e
. Prirdt and Dodument Servides
Web Server (115)
Windows Deployment Services

+
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has already been configured using the Rowuting and Remote
Setup Wizard. To make changes to the current
> mm&-’.hmm-llhnhm'

about and Remote
: .‘-.-l‘m_ F Accets,

99



(client side vpn connection)

Choose a connection option

Connect to the Internet
Set up & wirdless, broadband, or dial-up connection to the Internet.

Set up 3 new network
Configure a new router or access point.

Set up & diak-up connection
Connect to the Internet utang » dial-up connection.
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How do you want to connect?

2 Use my Internet ion (VPN)
Connect using a virtual network (VPN) connection through the Intermet.

# Dial directly

Connect directly to 3 phone number without going through the Intemnet.

Type the Internet address to connect to
1030104

VPN Connection

[ Use a smart card

% [ Allow other people to use this connection
Thas opticn allows anyone with access to this computer 1o use this connectson.

7] Don't connect nows, just set it up so | can connect later

Windows Firewall a Disgnose and repas network problems, or get troubleshooting informatson.

= o=
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Type your user name and password

traner

ACCUSOURCH

Windows Firewall " Diagnose and repas network problems, cr get troubleshooting information.

l

=

QL) #[F « Netnort andintemet » Network Connections » « [43 ] [ Search Networt Connections 3

» & 00
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[ 43| [ Search Network Connections »l

wo@- Network and Intemet » Network Connections »

Organce v =~ 3 @
Network VPN Conmection
@ 1needR) PRO/1000 MT Network € WAN Mirvport (PPTP)

Currently connected to: 4
Network:
Intermet sccess
VPN Connection
No Internet access

Dval-up and VPN -

VPN G cti G d '

Network
@ 1ntelR) PRO/1000 MT

@ Alow these protocols
EAP-MSCHAPY2 wil be used for IKEvZ VPN type Select
oy of these protocols for other VPN hypes.

] Unencrypled passwerd (PAF)
|| Challenge Hardshake Authertication Protocol (CHAP)
7] Mcrosolt CHAP Version 2 (MS-CHAP v2)

7] Asomatcally use my Windcws kogon name and
password (and doman f ay)

o) oma ||
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e T€ ACLESS . L2TP

¢ MoRE SECURE THAN PPTA -~

USEr~ 4 COMPUTEL AUTH ~—
COMPUTER. CENTS RER'D

M5 £ Mow -m5

IPvH o 1Pve

IPSEL : AutenTICaTIoN, INTES
e LRAPT1OVY /

->L.2TP(Layer 2 Tunneling Protocol)
->you need to open firewall ports

Remoté ALLESS S5ep

© <
VISTA, wf_’gwjg/ + 8
e VPN LAIVG SEL. Over TCPHHY L

* CALH TO GET PAST Frecwas, par
e VPr LL)énvT MUST TRusST
Cert oW RRAS

->SSTP(Secure socket Tunneling protocol)
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Remore ACLESS  (kcrd

’ (;ZD£2£>_S£§:LAG1fT:z.z' [:]c;Jq

— SERVvER AUTHENT, -
= (WSTALL Rooi (LT om (U ents

o SLRNVES |WTERRPTIo)
(VP RécownéeT oR Adie vPR)

¢ Low? w2k A2
->1KE(Internet Key exchange v2)

Dincer ACLESS

——

‘I'ALWA‘-{500" Vﬁﬂ)
AvTonMAaTic ConnNécTIor) ) //’U TERAUT

LOIV 7 ENTERPRrSC R ULTIMATE
WLCE 2. CD&E
|Pvee OmLY

o KPS CALenvTS UP-12-Datz
e [Plcc

(Windows MS DOS Command Prompt)

:\>nslookup www.google.com

:\>ipconfig 7all

:\>ipconfig

:\>ipconfig /displaydns

:\>ipconfig /flushdns

:\>ipconfig /release

:\>ipconfig /renew

:\>hostname

:\>arp -a (to check arp cache)

:\>route print (to check computers routing table)
:\>route add 96.0.0.0 mask 255.0.0.0 192.168.1.1 metric 2 if

RPOOOOOOOOOOO
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C:\>ping 127.0.0.0 (to check tcp stack loopback test)
C:\>ping ::1 (loopback test for ipv6)

C:\>ping 192.168.1.1 or C:\>ping google.com

C:\>ping google.com -t (unlimited ping)

C:\>ping google.com -n 10 (number of counts)

C:\>ping google.com -n 10 -1 10000 (count 5 and 10000 bytes
size)

C:\>ping -a 10.1.1.1 (gives FQDN)

C:\>tracert 192.168.1.1 or C:\>tracert google.com
C:\>telnet 192.168.1.1
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