
QoS (Quality of Service)



Things that require QoS: Data/Voice(G.711 (64 Kbps))/Video
Problems: Lack of bandwidth/packet loss/delay(150ms one way delay)/jitter(delay variation)
Methods of QoS: CLI/MQC(Modular QoS CLI)->HQF (Hierarchical Queuing Framework)/Auto 
QoS/QPM(QoS Policy Manager)
Classification: Involves identifying (inspecting packets) and grouping different traffic types. 
Marking: Tag or write the packets so it can be quickly recognized elsewhere in the network. 
Policing: Drops or marks packet when limit is reached. 
Shaping: Queues packet when limit is reached. 
Congestion Avoidance Tools: FIFO(First In First Out) + Tail Drop/RED (Random Early 
Detection)/WRED (Weighted RED)  Congestion Management: Queuing  (TxR is Transmit Ring i.e.
hardware queue)
Link Efficiency Tools: Compression/LFI (Link Fragmentation and Interleaving)
QoS with the MQC: 1. Create Class-maps 2. Create Policy-maps 3. Apply to an interface in or out

Class-maps (Classification): (There is always a default class-map that is match-any)
R(config)#class-map web-traffic   !(by default it takes it as match-all | more like and AND)
R(config-cmap)#match protocol http      !(NABR (Network Based Application Recognition))
R(config-cmap)#match packet length min 400 max 600   !(in bytes)
R(config)#class-map match-any web-traffic    !(match-any is more like an OR)
R(config)#class-map match-any ftp-traffic
R(config-cmap)#match protocol ftp
R(config)#access-list 5 permit host 192.1681.9
R(config)#class-map host
R(config-cmap)#match access-group 5    !(to match access-list)
Policy-maps: (One policy can be used for many classes)
R(config)#policy-map LIMIT_HTTP
R(config-pmap)#class web-traffic
R(config-pmap-c)#police 500000      !(in kbps)
R(config-pmap)#class ftp-traffic
R(config-pmap-c)#bandwidth 500 !(guarantee bandwidth in kbps)
R(config-pmap)#class class-default
R(config-pmap-c)#fair-queue
R(config-pmap-c)#random-detect
Apply the Policy: (One policy map per interface per direction can be applied)
R(config)#int s0
R(config-if)#service-policy input LIMIT_HTTP



RTP (Real-time Transfer Protocol)  |  RTCP (Real-time Transfer Control Protocol)
R(config)#class-map test
R(config-cmap)#description This is a test class
R(config-cmap)#match any
R(config-cmap)#match not access-group 10  !(match anything that does not include access-list 10)
NBAR (Network Based Application Recognition):
R(config)#class-map test
R(config-cmap)#match protocol rtp
!(NBAR matches based on application signatures i.e. DPI (Deep packet inspection))
!(avoids using access-list which is only ports based and doesn't work for dynamic apps)
!(PDLM (Packet Description Language Modules) i.e. application signatures)
R(config)#int s0
R(config-if)#ip nbar protocol discovery    !(to turn the NBAR ON)
R(config-if)#load-interval 60  !(for NABR to discover every 1 min instead of default 5 mins)  

Types of Marking: 
Layer 2:Typically stripped at router hops e.g.CoS 3bits/FR DE 1bit/ATM CLP 1bit/MPLS Exp 3bits
Layer 3: Passes through routers e.g. ToS bytes: IP Precedence 3bits/DSCP (Differentiated Services 
Code Point) 6bits

R(config)#class-map IP_PHONE_AUDIO
R(config-cmap)#match protocol rtp
R(config)#policy-map MARK_VOICE



R(config-pmap)#class IP_PHONE_AUDIO
R(config-pmap-c)#set ip precedence critical     !(set to value of 5 | Voice Bearer)
R(config-pmap-c)#set ip dscp ef     !(dscp value for VoIP | Expedited Forwarding)
R(config)#int fa0/1
R(config-if)#service-policy input MARK_VOICE   !(marking is done on inbound direction)
Layer 3: 1-byte ToS (Type of Service) DSCP (Differentiated Services Code Point) Marking:
IP Precedence can only use first 3-bits from the ToS byte where as DSCP can use the whole. 
DSCP: 3 bits are major(higher is better)+3 bits are minor (drop preference)(higher is worse)+last 2 
bits are ECN (Explicit Congestion Notification)
Default – 0 (no minor or drop preference)
AF (Assured Forwarding)  AF12 where 1 is major and 2 is minor
EF (Expedited Forwarding) Value 5 (VoIP) – (no minor or drop preference)
CS (Class Selector) are simply IP Precedence (backward compatible with IP precedence)

Queuing:

Priority 33% is strict policed priority and wont go above this.
33%(voice and video)+42%(http+https+ftp etc.)=75% total
25% is always left for other (not classified) traffic.
(Ethernet interface has 65% rule)
(NOTE: NOT REQUIRED ANYMORE! with HQF/HQoS. Now it is 99% and only 1% is left for 
default class)
R2(config-if)#max-reserved-bandwidth 100  !(to bypass max 65% or 75% bandwidth limit)





LLQ (PQ+CBWFQ):
R3(config)#policy-map LLQ
R3(config-pmap)#class VoIP
R3(config-pmap-c)#priority percent 10
R3(config-pmap-c)#class HTTP
R3(config-pmap-c)#bandwidth remaining percent 10
R3(config-pmap-c)#class SMTP
R3(config-pmap-c)#bandwidth remaining percent 50
R3(config-pmap-c)#class class-default
R3(config-pmap-c)#bandwidth remaining percent 40
R3(config-pmap-c)#fair-queue
R3(config-pmap-c)#int fa0/0
R3(config-if)#service-policy output LLQ  
!(Congestion management only happens when there is congestion on the link)
Tail Drop Flaws: 1. TCP Synchronization 2. Traffic Starvation 3. Unbiased Dropping
RED (Random Early Detection): Randomly drops packets from tcp flows to minimize TCP 
synchronization. Dropping becomes more aggressive as the queue fills. 

WRED (Weighted Random Early Detection): Allows multiple RED profiles.
Different queues of WRED to different classes of traffic e.g. different IP Precedence.
R3(config-pmap-c)#random-detect    !(uses Cisco default values | IP Precedence based)



R3(config-pmap-c)#random-detect dscp-based  !(recommended to use Cisco default values)
R3(config-pmap-c)#random-detect dscp-based af11 10 50 10 
!(10 is min threshold 50 is max threshold and 10 is MPD)
WRED ECN (Explicit Congestion Notification) Enhancements:

R3(config-pmap-c)#random-detect ecn   !(makes the router ECN compatible)
!(ECN needs to be enabled on the PCs for it to work)

Link Efficiency Tools: 
1. Header Compression: 1. For Voice 2. For Data
2. LFI Tools: 1. For PPP Links 2. For Frame Relay



R3(config)#class-map IP_PHONE_AUDIO
R3(config-cmap)#match protocol rtp
R3(config)#policy-map COMPRESS_VOICE
R3(config-pmap)#class IP_PHONE_AUDIO
R3(config-pmap-c)#compression header ip rtp    !(IPHC: IP Header Compression)
!(You will have to compress the rtp headers on both sides otherwise the calls fail)

LFI (Link Fragmentation and Interleaving):

Do not enable LFI on links greater than 768 kbps
R3(config)#int s0/0
R3(config-if)#encapsulation ppp
R3(config-if)#ppp multilink
R3(config-if)#no ip address
R3(config-if)#ppp multilink group 1
R3(config)#int multilink 1
R3(config-if)#ip address 10.1.1.1 255.255.255.0
R3(config-if)#bandwidth 768    !(in kbps)
R3(config-if)#ppp multilink fragment delay 10   !(ms)
R3(config-if)#ppp multilink interleave
R3(config-if)#ppp multilink group 1
R3#sh ppp multilink
Implementing QoS on Catalyst Switches: 

1. Allows traffic to be classified+marked as close to the source as possible
2. Policing preformed as close to the source as possible (and more options) 
3. Hardware vs. software switching (QoS is hardware based | ASIC)

Model 2950: 1P3Q | 4Q  +  Model 3550: 1P3Q2T | 4Q2T  +  Model 3750: 4Q3T  +Model 4000: 
1P3Q2T | 4Q2T  +  Model 6500: 2Q2T | 1P2Q2T | 1P3Q1T | 1P2Q1T
3550(config)#mls qos    !(turning ON qos on a switch)
3550(config)#int fa0/1
3550(config-if)#mls qos trust device cisco-phone    !(CDP needs to be enabled)
3550(config-if)#mls qos trust device ip-precedence



3550(config-if)#mls qos cos 5
3550(config-if)#auto qos voip cisco-phone   !(options: cisco-phone | cisco-softphone)
WRR (Weighted Round Robin):
3550(config-if)#wrr-queue cos-map cos-map 1 0 1 2  !(CoS values of 0, 1 and 2 goes into queue 1)
3550(config-if)#wrr-queue cos-map cos-map 2 3 4
3550(config-if)#wrr-queue cos-map cos-map 3 6 7
3550(config-if)#wrr-queue cos-map cos-map 4 5 
3550(config-if)#wrr-queue bandwidth 5 6 10 1  !(Queue#1 is 5 and so on...  | Relative values)
3550(config-if)#priority-queue out    !(the last queue becomes the priority queue)
Shaping:



Policing:

Policing:
R3(config)#class-map P2P
R3(config-cmap)#match protocol edonkey
R3(config)#policy-map P2P_POLICE
R3(config-pmap)#class P2P
R3(config-pmap-c)#police 56000 confirm-action transmit exceed-action drop !(cir 56000 in bps)
R3(config)#int s0/0
R3(config-if)#service-policy input P2P   !(Policing can be applied as an input instead of output)
3 Token Bucket model: 
conform-action: Bc  (Committed Burst rate)
exceed-action: Be (Excess Burst)  (Bandwidth that was below Bc | Banked bandwidth)
violate-action: Drop
R3(config-pmap-c)#police 150000 conform-action transmit exceed-action set-prec-transmit 0 
violate-action drop    !(CIR (Committed Information Rate) is 150000 bps  Bc 4687  Be 4687)
!(Bc and Be is calculated by dividing CIR by 32)



Shaping:

LAR (Local Access Rate) e.g. E1 speed
CIR (Committed Information Rate) lower than LAR
Tc (Time Committed) e.g. ¼ (quarter) of a second.
e.g. If CIR 100 kbps then Bc is 25 Kbps
Bc  (Committed Burst) (Average) (ISP has committed to give us)
Be (Excess Burst)(Peak)(Banked bandwidth) (Decided in a contract e.g. 25 Kbps)
CIR=Bc / Tc 
Bc = CIR x Tc
(Cisco by default uses 4th of a second for Tc)
De (Discard Eligible) (ISP mark the marks the packets with DE 1 and could be dropped)(We can 
decide which traffic we want to mark with DE bit to avoid getting imp traffic dropped as Be)
R1(config-pmap-c)#shape peak 500000       !(CIR is 500000 Kbps Cisco calculates the Bc and Be)
R1(config-pmap-c)#shape average 500000   !(CIR is 500000 Kbps Cisco calculates the Bc and Be)
R1(config-pmap-c)#shape average percent 50
Nested Classes/HQF or HQoS (Hierarchical Queuing Framework or Hirarchical QoS):



Example (Shaping): 
class-map match-all HTTP

match protocol http
class-map match-all SQL

match protocol sqlserver
class-map match-all BITTORRENT

match protocol bittorrent
class-map match-all VOIP

match protocol rtp

policy-map INNER_POLICY
class HTTP

bandwidth percent 50    !(500Mbps for a gig link)
class SQL



bandwidth percent 30    !(300Mbps for a gig link)
class BITORRENT

bandwidth percent 10    !(100Mbps for a gig link)
class VOIP

priority percent 5    !(50Mbps for a gig link)
class class-default

bandwidth percent 1    !(this is there by default)(1Mbps for a gig link)

int gig1
service-policy output INNER_POLICY

!(bandwidth percent is based on software defined bandwidth value and class reservations will 
change if we change the interface bandwidth value)
int gig1
bandwidth 500000    !(in kbps)
--------------
policy-map SHAPE_100Mbps

class class-default
shape average 100 m   !(100Mbps)
service-policy INNER_POLICY

policy-map SHAPE_200Mbps
class class-default

shape average 200 m   !(200Mbps)
service-policy INNER_POLICY

---------------
AutoQoS:
R(config)#int s0/0
R(config-if)#bandwidth 500
R(config-if)#auto qos voip

Verification and Troubleshooting:
R1(config)#ip telnet tos B8   !(to test dscp field on wireshark captured traffic)
R1#ping    !(extended ping to test dscp field on wireshark captured traffic)

R3(config)#access-list 101 permit ip any any dcsp cs2
R3(config)#access-list 101 permit ip any any
R3(config)#int fa0/0
R3(config-if)#ip access-group 101 in
R3#sh access-list 101       !(to verify if the dcsp is happening on the receiving router)

sh class-map
sh policy-map
sh policy-map int fa0/1   !(important command to see it all)
sh ip nbar protocol-discovery stats bit-rate top-n 5  !(different types of traffic going through the 
router. This uses NBAR)
sh ip nbar
sh ip rtp header-compression
sh queue fa0/0
sh mls qos


