VLANSs and VTP:

VLAN (Virtual LAN) and VTP (VLAN Trunking Protocol) (VLAN replication protocol).
1. A VLAN (switch inside a switch) is a single broadcast domain. Users are only able to
communicate within the same VLAN unless Inter-VLAN routing is used.

2. VLAN=One Broadcast domain=One subnet (0 to 4095 available VLANSs)

3. Like type segmentation: e.g. servers, users, PCs, IP phones, printers etc.
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| » Standard VLAN range is 1 - 1005
Terminology » VLAN 1

Trunking
Carrying multiple VLANs over the same
physical connection

Native VLAN
By default, frames in this VLAN are untagged
when sent across a trunk

Access VLAN
The VLAN to which an access port is assigned

Voice VLAN

If configured, enables minimal trunking to
support voice traffic in addition to data traffic
on an access port

Dynamic Trunking Protocol (DTP)
Can be used to automatically establish trunks
between capable ports (insecure)

Switched Virtual Interface (SVI)
A virtual interface which provides a routed
gateway into and out of a VLAN

Default Ethernet Access VLAN & default 802.1q Native VLAN
* Cannot be deleted, but can be manually pruned from trunks
e Cannot be pruned by VTP
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» VLANs 1002 - 1005

+ Default legacy Token Ring / FDDI VLANs
* Cannot be deleted, but can be manually pruned from trunks
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There are two types of trunking protocols: 802.1Q and ISL (Inter-Switch Link)

VLAN identifier (12-bits VLAN-ID) has the VLAN number. Priority field (3-bits CoS/802.1p) is
used to give different priority to different types of traffic in QoS. 1-bit is DE (Discard Eligible)
The difference between 802.1Q and ISL is that 802.1 tags the Ethernet frame while ISL
encapsulates the Ethernet Frame. 802.1Q will not tag the native VLAN while ISL does tag the
native VLAN. [Port Types: Access, Trunk and Dynamic]

Methods to configure VLANSs:

1. Static VLAN: Just configure the VLAN yourself on the interface (common)

2. Dynamic VLAN: Dynamic VLAN is where you have a VMPS server (VLAN Management
Policy Server) which has a database of MAC address to VLAN information. MAC addresses can be
spoofed so not a good idea.

3. Voice VLAN: Configured on a port which is connected to an IP phone. The port acts as a trunk
because IP Phone acts as a switch for the PC connected to it.

4. You can use 802.1X and a RADIUS server to authenticate users and dynamically assign users to a
VLAN. With NAC (Network Admission Control) enabled PC could end up in a quarantine VLAN
unless updated.

Deleting VL AN information (decommissioning):

VLAN information is not saved in the running-config or startup-config but in a separate file called
vlan.dat on your flash memory. So 'delete flash:vlan.dat' to delete VLAN information.

Native VLAN (default is VLAN 1) (Used for management traffic):

Native VLAN is not tagged. So anything that is not tagged will fall under native VLAN.
(Management frames) CDP,VTP,STP on your Cisco switch uses the native VLAN, even if it is
manually pruned (VLAN1 minimization) you will see in packet capture VLANT1 traffic.

Native VLAN must be the same on both switches otherwise Native VLAN mismatch error occurs.
SW(config)#vlan dotlq tag native !(to tag even the native vlan)

Voice VLAN: Implies two VLANSs operating on a switchport (Voice and Data VLANS)

Uses CDP (if cisco IP phones) and DHCP option-156 (for non cisco phones)
» What problem is solved by Configuring Voice VLAN
using Voice VLANs?

bl 2
Swil(config-if)# switchport voice vlan <vlan-id |dot1p |
3)untagged | none{a

DP: Use VLAN-X for Voice, Data=untagged only. —
D > " 4

DP: VLAN=0 for Voice, Data=allow 802.1p. ﬁ- '

g @ [CDP: Use VLAN-4095 for Voice, Data=untagged only. | ﬁ- ’
a DP: | have no Voice VLAN for you, Data=untagged only. %— '

3 .

VLAN Creation:

this creates mac-address-table and stp instance straight away.

Switch(config)# vlan 100

Switch(config-vlan)# name Engineering

!(This method is the only way to configure extended range VLANS as opposed to database mode)
!(Normal VLAN 1-1005. Extended VLAN(1006-4094) transparent mode or V3.Internal 1002-1005)
VLAN database mode (is being deprecated):

Switch#vlan database

Switch(vlan)#vlan 4 name sales

Switch(vlan)#apply

Switch(vlan)#exit

Access Port Configuration (Assigning a port to an access VLAN):

Switch(config-if)# switchport mode access  !(can belong only to one VLAN. Will not send DTP)
I(It is good security measure to disable DTP/trunk negotiation on unused ports)

Switch(config-if)# switchport access vlan 100

Switch(config-if)# switchport voice vlan 150 !(options: vlan-id | dotlp | untagged | none)

!(You can configure the switch port, which is connected to an IP Phone, to use one VLAN for voice
traffic and another VLAN for data traffic originating from a device that is connected to the access

802.1q Tag

Voice == [Data &




port of the IP Phone)

Trunk (tagged) Port Configuration: !(Trunk port can be connected to a server, switch or a router)
Switch(config-if)# switchport trunk encapsulation dotlq !(do this first before making it a trunk)
OR

Switch(config-if)# switchport trunk encapsulation isl !(not all switches support this anymore)
Switch(config-if)# switchport mode trunk  !(transmits DTP messages as courtesy)
Switch(config-if)# switchport nonegotiate I(will not send DTP messages even it is a trunk port)
Switch(config-if)# switchport trunk native vlan 10

I(it is a good security measure to change the native vlan to something other than VLAN 1)
Allowed VL ANSs on the trunk:

Switch(config-if)# switchport trunk allowed vlan 10,20-30 !(these are the only allowed. Careful!)
Switch(config-if)#switchport trunk allowed vlan remove 1- 4094

Switch(config-if)#switchport trunk allowed vlan add 1-50 !(adds to the previous ones)
Switch(config-if)#switchport trunk allowed vlan none

Switch(config-if)#switchport trunk allowed vlan all !(default so won't see in show run)

Trunk Negotiation (DTP Negotiation): 1. dynamic auto and dynamic desirable.
Switch(config-if)#switchport mode dynamic auto

OR

Switch(config-if)#switchport mode dynamic desirable

Trunk  Access Dynamic Auto  Dynamic Desirable

Trunk Trunk Limited | Trunk Trunk
Access Limited | Access Access Access
Dynamic Auto Trunk Access | Access Trunk
Dynamic Desirable | Trunk Access | Trunk Trunk

DTP (Dynamic Trunking Protocol) (Cisco proprietary): The negotiation of the switchport status
by using dynamic auto or dynamic desirable is called DTP. It is a good measure to disable
DTP/trunk negotiation on unused ports i.e. nonegotiate command. Security issue: Don't use
“dynamic” types. Hard code trunk OR access mode. Default on most switches are 'dynamic auto' or
on old ones 'dynamic desirable'. Anyone can connect a laptop and negotiate a trunk.

VTP Configuration(Cisco proprietary)(advertise VLLAN attributes to reduce admin overhead)

VIPServer VTP Client VTP Transparent VLAN Trunking Protocol (VTP)
A Domain
Create/ M!Jdlfyl/DeIete VLANs Yes No Only local € oo th il it prticiating T TE
Synchronizes itself Yes Yes No Server Mode
: : Generates and propagates VTP advertisements to clients;
Forwards advertisements Yes Yes Yes STl s e NInConTR rad SRS
Server(default):1.Power to change vlan info Client Mode
2.sends & receive vitp updates3.saves vlan config Receives and forwards advertisements from servers; VLANs

Client: 1.Cannot change vlan info cannot be manually configured on switches in client mode
Transparent Mode

2.sends & receive vip updatesB.doeslnot saves vlan config o o) dvertisements but does not participate in VTP;
Tr‘anspar‘ent|:1.P0wer to change vlan info VLANs must be configured manually

2.forwards (passes through vtp updates Pruning

3.does not listen to vitp advertisementsd.saves vlan config \r"re"l_‘n‘ngie':'f:r':nv't?%?:nicf:igfgsﬂ%'xgdeprgﬁsﬂ'mh i

1. Every time a vlan is created/modified/deleted the revision number is increased by 1 and the
information gets replicated to other VTP servers and clients. VTP domain/pass/version must match.
Transparent mode only forwards advertisement, whereas server and client modes synchronizes
themselves alongside forwarding the information. Transparent mode doesn't increment revision

number. Off mode in version 3 doesn't even pass through advertisements.
VTP Version Compatibility MR/ ERSORES

» VTP v1 device (v2 Capable) will automatically » Backwards compatible with Version-2 (on a per-

: b link basis)
upgrade itself to v2 if: - ; -
pg o 1 . » Adds additional functionality to VTP:

Detects it is connected to v2 neighbor. = Support for full-range of VLANSs (normal and extended)

* Detects it is connected to a v3 neighbor. e Support for propagation of Private VLANs
o 7 a a * Option of clear-text or hidden VTP passwords.
» \/l

P V2 d?\“ce will remain as v2 if a v3 * Support for propagation of 802.1s MST configuration

nelghbor is detected. information.

« Can turn VTP off (globally or per-port)

» VTP version-3 must be manually configured. Switch(config-if#no vip



Changes to VTP Authentication VTP v3 Servers

» VTP v3 still supports use of VTP Passwords. ” Secondary Server (default)
in \ r to VTP Client: Does not allow manual addition/deletion of

» VTP Passwords are never displayed in " SiAS
running-config (same as VTP v1 and v2). * Notallowed to update VLAN database of othe
» Three options for enterlng a VTP password: : anary Server

Only one per VTP Domain
* Normal method: (conf pa ord ine o
= Only vice in Domain allowed to update VLAN Database of

other 3(-/i es

OF... rd ine

= Hidden: (config

e hid \
tp pa laden « Only device upon which VLAN y be added/removed

Secret: (config)#vtp password <32-hex characters> secret manually

2. server or a chent W111 change to the learnt domain name only if it was set to a NULL value.
Switch(config)# vtp mode server !(options: server | client | transparent)
Switch(config)# vtp domain CBTNuggets

Switch(config)# vtp password MyPassword  !(must be the same on all the switches)

Switch(config)# vtp v2-mode !(options: 1|2 | 3)
OR
Switch(config)# vtp version 2 !(options: 1 | 2 | 3) !(must be the same on all the switches)

3. Important Note: VTP server also acts as a VTP client and can get information from any other
VTP client with higher revision number. So for example if you remove a client SwitchC, convert it
into a server, add/remove vlans, change it back to a client and then connect it back to the network, it
will create havoc i.e. all the switches with lower revision than SwitchC will get everything
replicated off SwitchC. Measure: If you do want to use VTP Server / Client mode you need to make
sure you reset the revision number:

1. Changing the domain-name will reset the revision number.

2. Deleting the vlan.dat file on your flash memory will reset the revision number.
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(When you delete a VLAN all mterfaces in that VLAN are in 'no-man's land'. They don't return to
VLAN 1)
4. Steps to configure VTP version 3 (resolves all the problems with older versions):

1.config vtp domain name 2.change mode to vtp version3 3.config one switch as vtp primary

4. config vtp password (optional)
Switch(config)#vtp domain CBT
Switch(config)# vtp mode server
Switch(config)#vtp version 3
Switch(config)#vtp primary  !(this will be the only one to make changes and advertise)
Switch(config)#vtp password cisco hidden !(hashed password, more like service password)
Switch(config)#vtp password <32 chars length hash> secret

VTP Pruning (Dynamic Pruning) (VLAN 2 - 1001 prune eligible):

Only works on VTP servers/clients, but on version3 you have to mention it manually on all.
Reduces broadcasts. By enabling VTP pruning we'll make sure there is no unnecessary VLAN

traffic on trunks when there's nobody in a particular VLAN. Depending on your switch model VTP
pruning is either turned on or off by default.




Switch(config)# vtp pruning  !(send VTP prune message and not VTP Join message)
Switch(config-if)#switchport trunk pruning vlan remove 4,20-30 !(Removes VLANSs 4 and 20-30)
Switch(config-if)#switchport trunk pruning vlan except 40-50 !(All VLANS are added to the
pruning list except for 40-50)

Quarantine VLAN:

Switch(config)# vlan 999

Switch(config-vlan)#stat suspended

Switch(config-vlan)#int range fa0/1 — 24

Switch(config-if-range)#switchport access vlan 999

SVI(Switch Virtual Interface)/Inter-VLAN Routing/L.3 Switching/MultiLayer Switch Config:

InterVLAN Routing (Router-on-a-stick) (each sub-interface share the same mac address):

SwitchA(config)¥interface fa0/3 /Vlm\
SwitchA(config-if)/#switchport trunk encapsulation dotlq = 8
SwitchA(config-if)#switchport mode trunk g roroso TR
SwitchA(config-if)#switchport trunk allowed vlan 10,20 o Fawo‘zo
RouterA(config)#interface fa0/0.10 routert
Router A(config-subif Fencapsulation dot1Q 10 Bt el

RouterA(config-subif#ip address 192.168.10.254 255.255.255 0 12188201/28 " Distoupuricis: e
Router A(config)#interface fa0/0.20 I e e e
RouterA(config-subif#encapsulation dot1Q 20 - LoWIR CosT ey

- DElAY OF MOVTING

RouterA(config_subif¥ip address 192.168.20.254 255.255.255.0
SVI (Using MultiLayer Switch for routing) (each SVI interface has different a mac address):

1. Logical layer3 VLAN interface (Switch routing capabilities. Config SVI for each VLAN and put
an IP address on it, used by computers as their default gateway.)

M(@pﬂﬂg)#}ﬂ mu‘ring - RooTme 07 wIME Pied
SwitchA(config)#interface vlan 10 - DACKALANE BADDIDTY

1 i1 r - R EporDanty - LaBLED
SwitchA(config-if)#no shutdown e e

Cin# 2.168.10.254 2552552550 "=
SwitchA(config-if)¥ip address 192.168.10.254 255.255.255.0 == =~

SwitchA(config)=interface vlan 20 <5
SwitchA(config-if#no shutdown S

SwitchA(config-if)#ip address 192.168.20.254 2552552550 _Computers

192.168.20.1 /24
Once you create a SVI and type no shutdown it will normally be “up” since it’s only a virtual
interface, there are however a number of requirements or it will show up as “down” (sh vlan):
¢ TSHOOT: The VLAN has to exist in the VLAN database and it should be active.
¢ TSHOOT: At least one access or trunk port should use this VLAN actively and it should be in
spanning-tree forwarding mode.
SwitchA(config)#interface fa0/2
SwitchA(config-if)#switchport autostate exclude !(won't influence the state of SVI anymore)

i o i VLAN 10
interface FastEthernet0/19 VLAN 10 VLAN 10 \
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no switchport
(g %, 5 \
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ip address 10,0,0,3 255,255,255,
Compu:erA%%
svivanip 192168101724 JRRER

end
‘;70 =
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SwitchA

interface wlan 1006

Ui
ip address 10.0.0,3 255,255,255, %@“\
[} %

interface fastethernet0/19
ComputerB

switchport 192.168.10.2 /24
switchport mode access

switchport access vlan 1006
Routed Ports (Using Multil.ayer Switch for routing):
By default all interfaces on a switch are switchports (layer 2) but we can change them to routed
ports (layer 3). A routed port is the exact same interface as what we use on a router.

ComputerB
192.168.10.2 /24




SwitchB(config)#interface fa0/16 " VLAN 10
SwitchB(config-ifj#switchport mode access

"
ComputerA 2,

SwitchB(config-if)#switchport access ylan 10 e
SwitchC(config)#interface fa0/16 S Switchs

SwitchC

SwitchC(config-if)#ip address 192 168.10.254 255 255 255 () w21e8302/2¢
There are two things you should remember about this routed port:

e [t’s no longer a switchport so it’s not associated with any VLAN.

o [t’s a routed port but it doesn’t support sub-interfaces like a router does.
Routing Protocols on MultiL.ayer Switches:

) 13 -
L2 Fa0/16——F20/16
Fa0/16 Fa0/16

SwitchB SwitchC ~ SwitchB SwitchC

SVL

SwitchB(config-if)#switchport trunk encapsulation dotlq
SwitchB(config-if)#switchport mode trunk
SwitchB(config)#vlan 10

SwitchB(config)#interface vlan 10

SwitchB(config-if)#ip address 192.168.10.1 255.255.255.0
SwitchB(config)#ip routing

SwitchB(config)#router eigrp 10
SwitchB(config-router)#network 192.168.10.0

!(same an opposite config on SwitchC)

Routed Ports:

SwitchB(config)#no interface vlan 10
SwitchB(config)#interface fa0/16

SwitchB(config-if)#no switchport

SwitchB(config-if)#ip address 192.168.10.1 255.255.255.0
SwitchB(config)#router ospf 10
SwitchB(config-router)#network 192.168.10.0 0.0.0.255 area 0
!(same an opposite config on SwitchC)

DHCP and DHCP Helper address (DHCP relay) with SVI:
Switch(config)# interface vlan 100

Switch(config-if)#ip helper-address 10.59.22.9

Switch(config)#no ip forward-protocol 37 !(if you don't want to forward some protocols below)
o YELPER ADDRESS FORMWAMDS BTOADCASTS AS ONICAST

s DEraolT wWo? PORTSS y VLAN 20

[ UDP PORT Common Name

B 69 TFTP

| 67 BOOTP Client

| 68 BOOTP Server ComputerA DHCP Server

| 37 Time Protoeol .

i T i e SwitchA— SwitchA 192.168.20.200
| 53 DNS

[ 137 NetBios

| 138 NetBios Datagram
SwitchA(config)#interface vlan 10

SwitchA(config-if)#ip address 192.168.10.254 255.255.255.0
SwitchA(config)#interface fa0/1

SwitchA(config)#interface vlan 10

SwitchA(config-ifj#ip address 192.168.10.254 2552552550
-1 31 " M

SwitchA(confie-if#switchport access vlan 10 Switchi(config:ifyip helper 152.168.20200

SwitchA(config)#ip dhep pool VLAN10POOL SwitchA(config)*interface ylan 20
SwitchA(dhep-confie¥¥network 192.168.10.0255255.2550  SwitchA(config-if)7ip address 192168 20.254 255 255.255.0

SwitchA(dhep-config)#default-route 192.168.10254 SwitchA(config rinterface fa0/1
SwitchA(config)¥ip dhep excluded-address 192.168.10.254 SwitchA(config-if)#switchport access ylan 10
SwitchA# debug ip dhep server packet SwitchA(config)#interface fa0/2

SwitchA#show jp dhep binding SwitchA (config if s witchport access vlan 20



Verification and Troubleshooting commands:
1. Make sure the interface is in the correct VLAN. Interface vlan shows Procotol down if there is no
port assigned to that vlan.
Make sure the interface is in the correct switchport mode (access or trunk).
Make sure you have checked interfaces (speed/duplex), port-security and VACL.
Make sure you have the same encapsulation protocol when trunking
Allowed VLAN mismatch.
DTP mismatch (one needs to be desirable instead of both auto)
Native VLAN mismatch. (CDP complains about it. So CDP needs to be enabled)
VTP domain name (Case sensitive), password mismatch.
Incorrect IP address/Inactive VLAN/wrong port assignment.
0. If you are running pruning and you have a trunk that goes to a switch which is transparent, in a
different domain or not not running pruning (ESXi), it will send all the VLANs so do manual prune.
SW2. SW3 and SW4 could think that they all are root because SW1 hasn't got a spanning-tree instance
created and is dropping BPDUs.
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sh vlan !(only shows interfaces in access mode and no trunk interfaces)
sh vlan bri
sh ip int bri

sh vlan bri vlan 10

shint trunk  !(shows trunk interfaces in use and allowed vlans)

sh int fa0/14 trunk  !(shows allowed vlans on a trunk. Also shows native vlan)

sh int fa0/1 switchport !(see the operational and admin modes of a port. Also trunk encapsulation)
sh vlan id 2

sh vlan name sales

sh int vlan 1

sh int status !(shows up/down state and access/trunk state)
sh int switchport
sh vlan-switch !(used in gns3 )

sh vtp status  !(to see almost everything vtp)
sh int fa0/14 pruning !(to see pruned vlans)
sh vtp counters

sh vtp password

debug sw-vlan vtp events

debug sw-vlan vtp pruning

sh spa vlan 10

sh internal usage



