IPv4 Subnetting:
An IP address consists of 32 bits of information. These 8 bits 8 bits 8 bits 8 bits
bits are divided into four sections, referred to as octets cassA: DR
or bytes, with each containing 1 byte (8 bits). You can
depict an IP address using one of three methods: Class B: | Network | Network | Host Host
Dotted-decimal, as in 172.16.30.56

Binary, as in 10101100.00010000.00011110.00111000

Host Host Host

Class C: Network | Network | Network Host

Hexadecimal, as in AC.10.1E.38 Class D:  Multicast
The network address (which can also be called the
network number) uniquely identifies each network. ClassE:  Research

The node/host IP address is assigned to, and uniquely identifies, each machine on a network.

Starting Octet shows which class the IP belongs to:
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Class A: 0 - 126 Address Class Reserved Address Space 2
Loopbak: 127 :

B

Class A 10.0.0.0 through 10.255.255.25 2% =4
ClassB:128-191 P s
Class C: 192 - 223 ass 172.1 ..::-.u 1TOUE 1?2.31.:?_;,5.235 2
Class D: 224 - 239 Class C 192.168.0.0 through 192.168.255.255 od — 16
Class E: 240 — 255 Class Format Default Subnet Mask 25 = 92
A network.node.node.node 255.0.0.0 26 = 64
B network.network . node.node 255.255.0.0
C network.network network.node 255.255.255.0 27 =128
o8 = o5h
Loopback (localhost) Used to test the IP stack on the local computer. Can be any 09 fﬂ
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wn

address from 127.0.0.1 through 127.255.255.254.
Broadcasts (layer 3) These are sent to all nodes on the network. 2% =1,024
Unicast This is an address for a single interface, and these are used to send packets t0 a 21 = 5 048
single destination host.

2'? = 4,096
Multicast These are packets sent from a single source and transmitted to many devices 4090
on different networks. Referred to as “one-to-many.” 2'3 = 8,192

24 = 16,384

Classless inter-domain routing (CIDR) is a set of Internet protocol (IP) Subnci Mask |CIDR Valne

standards that is used to create unique identifiers for networks and individual

255.0.0.0 8

devices. The IP addresses allow particular information packets to be sent to 2;2_128_(,_0 ;9
specific computers. Classless interdomain routing (CIDR) helps reduce the 255.192.0.0 /10
size of routing tables by aggregating routes, and Network Address 255.224.0.0  |/11
Translation (NAT), which reduces the number of required public IP 255.240.0.0  |[12
addresses used by each organization or company. 255.248.00 /13
The primary goal of CIDR is to improve the scalability of Internet routers’ 232222:::: i j“
55.254.0. 5

routing tables. Imagine the implications of an Internet router being burdened

1 255.255.0.0 16
by carrying a route to every class A, B, and C network on the planet. 25259 /16

255.255.128.0 /17
255.255.192.0 /18
CIDR uses both technical tools and administrative strategies to reduce the  .559552040 /19
size of the Internet routing tables. Technically, CIDR uses route 955.255.240.0 /20
summarization, but with Internet scale in mind. For example, CIDR might be 255.255.248.0 /21
used to allow a large ISP to control a range of IP addresses from 198.0.0.0 to |255:255-252.0 /22
198.255.255.255. 255.255:254-0 /23
ISPs 2, 3, and 4 need only one route (198.0.0.0/8) in their routing tables to 332552550 |/24
be able to forward packets to all destinations that begin with 198. Note that iii?zg”iz ;22
this summary actually summarizes multiple class C networks—a typical 2;5:25;:25;:2'24 =
feature of CIDR. ISP 1’s routers contain more detailed routing entries for 265.255.255.240)/28
addresses beginning with 198, based on where they allocate IP addresses for ss5.255.255.248/ /29

255.255.255.252 | /30



their customers. ISP 1 would reduce its routing tables similarly with large ranges used by the other
ISPs.

CIDR attacks the problem of large routing tables through administrative means as well. As shown in
Figure 4-5 , ISPs are assigned contiguous blocks of addresses to use when assigning addresses for
their customers. Likewise, regional authorities are assigned large address blocks, so when
individual companies ask for registered public IP addresses, they ask their regional registry to
assign them an address block. As a result, addresses assigned by the regional agency will at least be
aggregatable into one large geographic region of

the world.

CIDR refers to the administrative assignment of large address blocks, and the related summarized
routes, for the purpose of reducing the size of the Internet routing tables.

Note: Because CIDR defines how to combine routes for multiple classful networks into a single
route, some people think of this process as being the opposite of subnetting. As a result, many
people refer to CIDR’s summarization results as supernetting.

Private Addressing:
One of the issues with Internet Table 4-12 RFC 1918 Privare Address Space

growth was the assignment of

1 bl K b Range of IP Addresses Class of Networks Number of Networks
all possible network numbers 0 ~, o= 500 ch e oes A 1
a small number of companies or :
.. . 1721600 to 172.31.255.255 B 16
organizations. Private IP
192.168.00 to 192.168.255.255 C 156

addressing helps to mitigate this
problem by allowing computers
that will never be directly connected to the Internet to not use public, Internet-routable addresses.
For IP hosts that will purposefully have no direct Internet connectivity, you can use several reserved
network numbers. In other words, any organization can use these network numbers. However, no
organization is allowed to advertise these networks using a routing protocol on the Internet.
Furthermore, all Internet routers should be configured to reject these routes.

Class C Subnettng:

Binary Decimal CIDR
00000000 = 255.255.255.0 /24

10000000 = 255.255.255.128 /25

11000000 = 255.255.255.192 /126

11100000 = 255.255.255.224 /127

11110000 = 255.255.255.240 /28

11111000 = 255.255.255.248 /29

11111100 = 255.255.255.252 /30

Subnetting Steps:
1. How many subnets 2/x?

2. How many hosts per subnet 2My - 2?

3. What are the valid subnets (256 - subnet_mask = each subnet block size)?
4. What is the broadcast address of each subnet?

5. What are valid hosts?

Examplel:
192.168.10.0 = Network address

255.255.255.128 = Subnet mask /25
1. 2A1 = 2 subnets.

2. 277 - 2 =126 hosts per subnet.

3. 256 - 128 = 128 block size



192.168.10.0 and 192.168.10.128 are two subnets.
4. 192.168.10.127 and 192.168.10.255 are broadcast addresses.
5. 192.168.10.1-126 and 192.168.10.129-254 are valid hosts.

Example2:

192.168.10.0 = Network address Subnet 0 4 8 12 .. 240 244 248 252
255.255.255.252 = Subnet mask /30  Firsthost|1 50 13 .. 241 245 249 253
1. 276 = 64 subnets. Last host |2 61014 ... 242 246 250 254
2.2/2 - 2 = 2 hosts per subnet. Broadcast|3 |7(11 15 |... 243 |247 251 |255

3. 256 - 252 = 4 block size.

/30 is usually used by Point-to-point WAN links.

Class B Subnetting:
255.255.0.0 (/16)

255.255.128.0 (/17) 255.255.255.0 (/24)

255.255.192.0 (/18) 255.255.255.128 (/25)
255.255.224.0 (/19) 255.255.255.192 (/26)
255.255.240.0 (/20) 255.255.255.224 (/27)
255.255.248.0 (/21) 255.255.255.240 (/28)
255.255.252.0 (/22) 255.255.255.248 (/29)
255.255.254.0 (/23) 255.255.255.252 (/30)

Examplel:
172.16.0.0 = Network address

255.255.254.0 = Subnet mask /23 :
Subnet 0.0 2.0 4.0 6.0 8.0

1. 2A7 = 128 subnets Firsthost 01 21 41 61 (841
2. 279 - 2 = 510 hosts per subnet. Last host 1.254 3.254 5.254|7.254 9.254
3. 256 - 254 = 2 block size. Broadcast 1.255|3.255 5.255 7.255 9-255

valid subnets are 0, 2, 4, 6, 8, etc., up to 254.
First five subnets:

Example2:

172.16.0.0 = Network address Subnet 0.0 1.0 2.0 3.0 ..254.0 255.0

255.255.255.0 = Subnet mask /24 Firsthost 01 11 |21 |31 .. |2541 |255.1
Last host |0.254 1.254 2.254 3.254 ... 254.254 255.254

1. 2A8 = 256 subnets. Broadcast 0.255/1.255/2.255/3.255 ... 254.255 255.255

2. 2A8 - 2 = 256 hosts per subnet.
3. 256 - 255 = 1 block size.
Valid subnets are 0, 1, 2, 3, etc., all the way to 255.

Subnet 0.0 0.32 0.640.906 0.128 0.160 0.192 0.224

ExampleB: First host 0.1 0.33 0.65 |0.97 0.129 0.161 0.193 0.225
172.16.0.0 = Network address Last host 0.30 0.62 0.94 0.126/0.158 0.190 0.222 0.254
255.255.255.224 = Subnet mask /27 Broadcast 0.31 0.63 0.95 0.127 0.159 0.191 0.223 0.255
1. 2711 = 2048. Subnet 255.0 255.32 255.04 255.90 255.128 255.100 255.192 255.224

2.2A5 - 2= 30 hosts per subnet. First host 255.1 | 255.33 255.65 255.97 255.129 255.161 255.103 255.225

3. 256 - 224 = 32 block size. Last host |255.30 255.62 |255.94 255.126 255.158 255.190 255.222 255.254

Valid subnets are 0, 32, 64, 96, 128, proadcast 255.31 255.63 |255.95 |255.127 255.150 |255.191 |255.223 255.255
160, 192, 224.



Class A Subnetting:
255.0.0.0 (/8)

255.128.0.0 (/9) 255.255.240.0 (/20)
255.192.0.0 (/10) 255.255.248.0 (/21)
255.224.0.0 (/11) 255.255.252.0 (/22)
255.240.0.0 (/12) 255.255.254.0 (/23)
255.248.0.0 (/13) 255.255.255.0 (/24)
255.252.0.0 (/14) 255.255.255.128 (/25)
255.254.0.0 (/15) 255.255.255.192 (/26)
255.255.0.0 (/16) 255.255.255.224 (/27)
255.255.128.0 (/17) 255.255.255.240 (/28)
255.255.192.0 (/18) 255.255.255.248 (/29)
255.255.224.0 (/19) 255.255.255.252 (/30)

Examplel: Subnel 10.0.0.0 10.1.0.0 .. 10.254.0.0 10.255.0.0
10.0.0.0 First host 10.0.0.1 10.1.0.1 . 10.254.0.1 10.255.0.1
255.255.0.0 (/16) Last host |10.0.255.254 10.1.255.254|... 10.254.255.254/10.255.255.254
1. Subnets? 28 = 256. Broadcast 10.0.255.255 10.1.255.255 ... 10.254.255.255/10.255.255.255

2. Hosts? 216 — 2 = 65,534.
3. Valid subnets? What is the interesting octet? 256 — 255 = 1. 0, 1, 2, 3, etc. (all in the second
octet). The subnets would be 10.0.0.0, 10.1.0.0, 10.2.0.0, 10.3.0.0, etc., up to 10.255.0.0.

Example2: Subnet 10.0.0.0 [10.0.16.0 10.0.32.0 ... 10.255.240.0
10.0.0.0 First host 10.0.0.1 10.0.16.1  |10.0.32.1 ... 10.255.240.1

255.255.240.0 (/20)

1. Subnets? 212 = 4096.
2. Hosts? 212 — 2 = 4094.
3. Valid subnets? What is your interesting octet? 256 — 240 = 16. The subnets in the second octet are
a block size of 1 and the subnets in the third octet are 0, 16, 32, etc.

Last host 10.0.15.254|10.0.31.254 10.0.47.254 ... 10.255.255.254
Broadcast 10.0.15.255/10.0.31.255 10.0.47.255 ... 10.255.255.255

ExampleB: Subnet 10.0.0.0 10.0.0.64 10.0.0.128 10.0.0.192

10.0.0.0 First host 10.0.0.1 10.0.0.65 10.0.0.129 10.0.0.193

255.255.255.192 (/26) Last host 10.0.0.62 10.0.0.126 10.0.0.190 10.0.0.254

1. Subnets? 218 = 262,144. Broadeast 10.0.0.63 10.0.0.127 10.0.0.191 10.0.0.255

2. Hosts? 26 — 2 = 62. Subnet 10.255.255.010.255.255.64 10.255.255.128 10.255.255.192

3. Valid subnets? In the second and First host 10.255.255.1 10.255.255.65 10.255.255.129 |10.255.255.193
third octet, the block size is 1, and Last host 10.255.255.62 10.255.255.126 10.255.255.190  10.255.255.254
in the fourth octet, the block size is Broadcast|10.255.255.63 10.255.255.127 10.255.255.191 10.255.255.255
64.

VLSM:
Create many networks from a large single network using subnet masks of different lengths in
various kinds of network designs is called VLSM (Variable Length Subnet Mask) networking.
Prefix Mask Hosts Block Size
192.168.10.0 = Network /25 128 126 128
255.255.255.240 (/28) = Mask /26 |192 62 64
[27 224 |30 32
/28 240 14 16

/29 248 6 8
/30 252 2 4



Examplel: f
192.168.10.32/27 192.168.10.64/27 Subnet | Mask | Subnets | Hosts | Block B
m m e z o5 | 1 12 D —192.168.10.8/29
20
NERWOTK® _IFa00 105 15.10.100530 Fbe g alll B R o e HEes
ey &= nr | 224 8 a0 a2 .
1) 2 hosts 128 240 16 14 16 33
Network F a4
12168100600 A £ £, e - i R MR
~ & S8/~ 192.18810.104130 | B0 | 252 64 2 52
= $ 80
e, 1921681010830 Network | Hosts | Block | Subnet | Mask g
wpy — —&Ep I
—_— 2 host — A 14 16 128 240 7
6 hosts Fa00 Nebworkkll R0 14 hosts sg ©— 192.168.10.64/27
Network D Netwark A B 30 a brid 224 B4
- - E‘g
192.168.10.8/29 192.168.10.16/28 C 20 32 r 224 1% —E— 11055
Figure 5.4 VLSM network example 1 ) & 8 29 248 :E; _EW
E 2 4 /30 257 1.}%
i
F ? 4 130 252 18
6 2 4 130 252 }gg
140
H 2 4 730 252 144
148
Example2:
B'EB 10 hosts 12 hosts a B — 180 BEL 1005
: 12
. | Net=D b
D:/30 30 hosts|  Fa0/0 w Fa0/3 Bldg1 %
E: /30 F A
'{3, 5 o a0 -
F: /30 & & ’;%'\{m a8 A — 192968 103227
G /28 Iy % Net=G .
' 12 hosts &0
H: /26 f'-,_-’\:_f,_.__ r-,:\:_d___ ::
I: /28 5
Fa0/0 “Faﬂﬁ Fa0/0 | Fa0/1 S
J: /26 84
K: /28 L L 52
Net=H  Net-| Net=) Net=K 9% H—182.164.105426
60 hosts 14 hosts 60 hosts 8 hosts 1
Figure 5.6 VLSM network example 2 ﬁ
H
o4
2
192.168.10.0/28 - B 2
192.168.10.16/28 - C -
192.168.10.32/27 - A 48
192.168.10.64/26 - H - A ——
192.168.10.128/26 - J -
192.168.10.192/28 - 1 A
192.168.10.208/28 - G -
192.168.10.224/28 - K =
192.168.10.244/30 - D e S
192.168.10.248/30 - E &
192.168.10.252/30 - F - & — 192188, 10. 200728
24
23
32 K — 152 FB8. 10 22428
38
40
:; B — 103 168 10 94070

[ PR [N L L]
F— 167 1GE 1075230




Route summarization (also called route aggregation or supernetting):

Examplel:
Let’s say we want to create the most optimal summary for the following 4 networks:

192.168.0.0 / 24 subnet mask 255.255.255.0

192.168.1.0 / 24 subnet mask 255.255.255.0

192.168.2.0 / 24 subnet mask 255.255.255.0

192.168.3.0 / 24 subnet mask 255.255.255.0

Let’s convert these network addresses to binary:

192.168.0.0 11000000 10101000 00000000 00000000
192.168.1.0 11000000 10101000 00000001 00000000
192.168.2.0 11000000 10101000 00000010 00000000
192.168.3.0 11000000 10101000 00000011 00000000

Now we have to look how many bits these network addresses have in common. The first and second
octets are the same, so that’s 16 bits.

Let’s zoom in on the third octet:

00000000

00000001

00000010

00000011

Our summary address will be 192.168.0.0 /22 (subnet mask 255.255.252.0).

Example2:
Let’s look at another example. Let’s say we want to summarize the following networks:

172.16.0.0/ 16 subnet mask 255.255.0.0

172.17.0.0/ 16 subnet mask 255.255.0.0

172.18.0.0/ 16 subnet mask 255.255.0.0

172.19.0.0/ 16 subnet mask 255.255.0.0

172.20.0.0/ 16 subnet mask 255.255.0.0

172.21.0.0/ 16 subnet mask 255.255.0.0

172.22.0.0/ 16 subnet mask 255.255.0.0

172.23.0.0/ 16 subnet mask 255.255.0.0

Let’s look at it in binary first. I’ll write down the second octet since the first one is the same for all
network addresses:

16 00010000

17 00010001

18 00010010

19 00010011

20 00010100

21 00010101

22 00010110

23 00010111

The first 5 bits for all these addresses are the same. The first octet had 8 similar bits so that’s 8 + 5 =
13 bits.

The summary address will be 172.16.0.0 /13 (subnet mask will be 255.248.0.0).



Router Modes:

Router>: User mode = Limited to basic monitoring commands

Router#: Privileged mode (exec-level mode) = Provides access to all other router commands
Router(config)#: global configuration mode = Commands that affect the entire system
Router(config-if)#: interface mode = Commands that affect interfaces
Router(config-subif)#: subinterface mode = Commands that affect subinterfaces
Router(config-line)#: line mode = Commands that affect in lines modes (console, vty, aux...)
Router(config-router)#: router configuration mode

Interface Configuration:

Router(config)#default int range fa 0/0 - 1 !(to clear all int config back to default)
Router(config)#default int range fa0/0 -1, fa 0/4 - 5

Router(config)#int fa 0/0

Router(config-if)#mac-address 0000.1111.1111 !(hard code a mac address for ease of use)
Router(config-if)#ip address 192.168.1.1 255.255.255.0 !(or ‘ip address dhcp’)
shint bri

sh int status

sh int fa0/1

sh run int fa0/1

enable, disable, conf t, end, exit(exec), exit(global), logout commands:
Router(config)# do sh run !(use do to run any show command from any mode)
Router> enable

Password: <letmein>

Router# disable

Router>

Router# configure terminal

Router(config)# interface serial 1:1

Router(config-if)# alps ascu 4B

Router(config-alps-ascu)# end

Router# show interface serial 1:1

Router(config)# exit

Router# disable

Router> exit

Router(config-subif)# exit

Router(config-if)#

Router(config)# exit

Router# disable

Router> logout

Saving config to NVRAM:

Router#copy running-config startup-config !(copy run start)

Router# write mem !(wr)

Keyboard shortcuts:

Ctrl+A I(move to the start of the line)

Ctrl+E !(move to the end of the line)

Ctrl+shift+6 !(stop traceroute or ping)

Terminal command:

terminal length 24

terminal history size 256 !(can be a global command or under line console/vty)
show history




Verifying commands:

sh version

sh flash:

sh run !(default commands don't show in run)

sh start

sh post

sh arp

sh hosts

sh users !(to see the users who are loggedin to vty)
clear line vty 0 !(to clear the loggedin user on a specific line)
sh processes cpu

sh processes cpu sort |(more like top command in linux)

sh process cpu history !(utilization over time)
ship int bri

Pipe parameter:

sh run | include hostname

sh run | include revision| modified

sh run | section fa 0/1

sh run | begin line con 0

sh run | exclude interface

Resetting switch config:

delete flash:vlan.dat

erase start

reload !(‘reloadin 5’ command will reload in 5 mins)

Configuring switch/router to use SSH:

SW1(config)#hostname SW1

SW1(config)# ip domain-name example.com !(encryption keys are associated to FQDN domain
names)

SW1(config)# username admin password cisco

SW1(config)# crypto key generate rsa

How many bits in the modulus [512]: 1024

SW1(config)# ip ssh version 2

SW1(config)# line vty 0 4

SW1(config-line)# login local !(ssh required username and password both. You must create local
username and password prior to setting this command)
SW1(config-line)# transport input telnet ssh

SW1# show crypto key mypubkey rsa

Aliases:

SW1(config)# alias exec c configure terminal

SW1(config)# alias exec s show ip interface brief

SW1(config)# alias exec sr show running-config

Capturing wireshark packets on a router and export to tftp as pcap:
R1#monitor capture 1 int fa0/0 both !(options: both | in | out)
R1#monitor capture 1 match any

R1#monitor capture 1 start

R1#monitor capture 1 export tftp://10.0.0.100/r1.marking.pcap

R1#no monitor capture 1

Test or verification by generating http traffic converting a router into a http server:




R1(config)#username ali password cisco
R1(config)#username privilege 15

R1(config)#ip http server

R1(config)#ip http authentication local
R1(config)#ip http path bootflash:

R2#copy http://ali:cisco@R1_IP/FILE_NAME null:
ping, traceroute, ssh and telnet:

R1(config)#ip telnet tos B8

R1#ping !(extended ping)

R1#ping 8.8.8.8 source fa0/0

Ri#ttraceroute !(extended traceroute)
R1#traceroute 8.8.8.8

R1#telnet bing.com 80

Ri#telnet 192.168.1.1 /source-interface loopbackO
R1#tssh -l root 192.168.1.1

mac address table:

sh mac-address-table

sh mac-address-table | include 9fe7

sh mac-address-table interface fastEthernet 1/0/48
sh mac-address-table count

clear mac address-table dynamic

debug matm all !(to see everything mac address table management switch does)
ARP:

arp !('arp -a' for windows CLI)

clearip arp

arp-—a

using ACL with a debug command for tshoot:
R#access-list 1 permit host 10.0.0.2

R#debug ip packet 1 detail

Basic switch/router setup commands:

SWisetup

Switch(config)# hostname SW1

SW1(config)# enable secret cisco |(MD5 hash)
SW1(config)# enable password notcisco !(Clear text)
SW1(config)# line console 0

SW1(config-line)# password cisco

SW1(config-line)# login

SW1(config)# line vty 0 4

SW1(config-line)# password cisco

SW1(config-line)# login

SW1(config)# service password-encryption !(to encrypt all the passwords in the config, but is weak
type 7 encryption and can be cracked easily)
SW1(config)# banner motd S

SW1(config)# interface vlan 1



SW1(config-if)# ip address 172.16.1.11 255.255.255.0 !(or DHCP)
SW1(config-if)# no shutdown

SW1(config)# ip default-gateway 172.16.1.1

SW1# copy running-config startup-config

SW1# wr

SW1(config)# no ip domain-lookup !(turn dns lookups off)

SW1(config)# line vty 0 4

SW1(config-line)# history size 15

SW1(config-line)# exec-timeout 0 0 !(or ‘no exec-timeout’)
SW1(config-line)# logging synchronous

Description, mdix speed and duplex:

SW1(config)# interface fastEthernet 0/1

SW1(config-if)# description LINK TO INTERNET ROUTER

SW1(config-if)# speed 100 !(Options: 10, 100, auto)

SW1(config)# interface range fastEthernet 0/5 - 10

SW1(config-if-range)# duplex full !(options: half, full, auto)!(usually late collisions mean half-duplex)
SW1(config-if)# mdix auto

SW1(config-if)# no mdix auto

I(it the pc/server is hard-coded 100-full-duplex and if the switch is set to auto then switch can fall-
back to 100-half-duplex. So always hard-code on the switch side too)

shint fa0/1

Password recovery:

(0x2142: skip startup config / 0x2102: normal boot process)

. Press Ctrl+Break while router is powering up for router to go into ROMmon.
. rommon 1>confreg 0x2142 and rommon 1>reset

. no to the initial setup script

. R1#copy start run

. R1(config)#enable secret cisco

. R1(config)#config-register 0x2102 !(default is 0x2102 i.e. reads the startup config from
nvram)

7. R1#copy run start

To boot your router from the flash device:

R1(config)#boot system flash c3640-i-mz.120-7.T.bin

To boot the system from the TFTP server:

R1(config)#tboot system tftp://192.168.1.1/105/3640/c3640-is-mz.120-7.T.bin
CCP (Cisco Configuration Professional) pre-config:

R6(config)#ip http server

R6(config)#ip http secure-server

% Generating 1024 bit RSA keys, keys will be non-exportable...[OK]
R6(config)#ip http authentication local

R6(config)#fusername userl privilege 15 password cisco

R6(config)#tinterface fastEthernet 0/0

R6(config-if)#ip address 20.0.0.1 255.0.0.0

R6(config-if)#no shutdown

Resetting switch config (Factory Default):

Reset Catalyst Switches Running CatOS:

Cat5k> (enable) clear config all

Reset Catalyst Switches Running Cisco 10S Software:

Uk, WN -




Cat2950# write erase

Erasing the nvram filesystem will remove all files! Continue? [confirm]y[OK]
Erase of nvram: complete

Cat2950# reload

Reset VLAN Information:

Cat2950# delete flash:vlan.dat

Cat2950# reload

Backup and restore:

I(Flash(10S)/RAM(Running config)/NVRAM(Startup config)/HTTP/FTP/TFTP)
Backup 10S from the flash:

Router#copy flash tftp:

Source filename []? c1841-advipservicesk9-mz.124-15.T1.bin

Address or name of remote host []? 192.168.2.2

Destination filename [c1841-advipservicesk9-mz.124-15.T1.bin]?

Writing c1841-advipservicesk9-mz.124-15.T1.bin...'HTHTTHTIITITITIOK - 33591768 bytes]
33591768 bytes copied in 0.554 secs (6366420 bytes/sec)

Restoring the 10S from ROMmon:

I(if 10S is corrupted and the router goes to ROMmon)

rommon 1> |P_ADDRESS=192.168.2.1

rommon 2 > IP_SUBNET_MASK=255.255.255.0

rommon 3 > DEFAULT_GATEWAY=192.168.2.2

rommon 4 > TFTP_SERVER=192.168.2.2

rommon 5> TFTP_FILE=c1841-advipservicesk9-mz.124-15.T1.bin

rommon 6 > TFTP_CHACKSUM=0

rommon 7 > tftpdnld

I(yes to continue)

rommon 10 > reset

Backup Running or Startup config to tftp:

R1#copy run start

R1#copy startup-config tftp

Address or name of remote host []? 1.0.0.2

Destination filename [R1-confg]? R1-config

Writing startup-config...!!

[OK - 552 bytes]

552 bytes copied in 0.001 secs (552000 bytes/sec)

Restore config from tftp to Running or Startup config:

I(when you do it to running config it merges so better do it to startup config and reload)
Router#copy tftp running-config

Address or name of remote host []? 1.0.0.2

Source filename []? R1-config

Destination filename [running-config]?

Accessing tftp://1.0.0.2/R1-config....

Loading R1-config from 1.0.0.2: !

[OK - 552 bytes]

552 bytes copied in 3.003 secs (183 bytes/sec)

Static and Default Routes:

Static Route:

R(config)#ip route <destination network> <subnet-mask> <next hop address>




Headquarters(config)#ip route 2.2.2.0 255.255.255.0 192.168.12.2

ship route

sh ip route static

ipconfig

ipconfig /all

Floating static route:

Headquarters(config)#ip route 2.2.2.0 255.255.255.0 192.168.13.2 10

I(backup route with higher AD if it is the same AD then it load-balances equally)

Default Route:

R(config)#ip route 0.0.0.0 0.0.0.0 <next hop address>

Headquarters(config)#ip route 0.0.0.0 0.0.0.0 1.2.3.1

Port-Security:

SW(config)#interface fa0/1

SW(config-if)#switchport mode access !(works only on access ports not on dynamic port)

I(it can be configured on a trunk port, but not a good idea as the max MACs need to be set)
SW(config-if)#switchport port-security !(turn ON port security)

SW(config-if)#tswitchport port-security violation shutdown !(options: shutdown | protect | restrict)
I(default is shutdown)

SW(config-if)#switchport port-security maximum 1 !(allows max 1 MAC address on the port)!
(default max is 1)!(you might need max 2 MAC allowed if PC connected to Iphone and Iphone

connected to switch)

SW(config-if)#switchport port-security mac-address aaaa.bbbb.cccc !(can hard code the allowed
MAC)

OR

SW(config-if)#switchport port-security mac-address sticky !(or to get the MACs the switch sees
instead of manually adding them, based on max MACs value set)

sh port-security

sh port-security interface fa0/1 !(important)

sh port-security address

sh interfaces fa0/1

sh int status err-disable

sh err-disable recovery

sh mac-address-table

sh mac-address-table count

shrun

To bring the port manually up when it is in err-disable state, otherwise it will stay in it forever:
SW(config)#interface fa0/1

SW(config-if)#shutdown

SW(config-if)#no shutdown

To automatically bring the port up when it is in err-disable state:

SW(config)#terrdisable recovery cause psecure-violation !(only when port security violation occurs)
SW(config)#interface fa0/1

SW(config-if)#switchport port-security aging time 10 !(in mins)!(default is 5 mins)

VLANSs:

VLAN Creation:

I(this creates mac-address-table and stp instance straight away)

Switch(config)# vlan 100

Switch(config-vlan)# name Engineering




I(This method is the only way to configure extended range VLANSs as opposed to database mode)
!(Normal VLAN 1-1005. Extended VLAN(1006-4094) transparent mode or V3.Internal 1002-1005)
shvlan

VLAN database mode (is being deprecated):

Switch#vlan database

Switch(vlan)#vlan 4 name sales

Switch(vlan)#apply

Switch(vlan)#exit

Access Port Configuration (Assigning a port to an access VLAN):

Switch(config-if)# switchport mode access !(can belong only to one VLAN. Will not send DTP)

I(It is good security measure to disable DTP/trunk negotiation on unused ports)
Switch(config-if)# switchport access vlan 100

Switch(config-if)# switchport voice vlan 150 !(options: vlan-id | dotlp | untagged | none)

I(You can configure the switch port, which is connected to an IP Phone, to use one VLAN for voice
traffic and another VLAN for data traffic originating from a device that is connected to the access
port of the IP Phone)

Trunk (tagged) Port Configuration:

I(Trunk port can be connected to a server, switch or a router)

Switch(config-if)# switchport trunk encapsulation dotlq !(do this first before making it a trunk)
OR

Switch(config-if)# switchport trunk encapsulation isl !(not all switches support this anymore)
Switch(config-if)# switchport mode trunk !(transmits DTP messages as courtesy)
Switch(config-if)# switchport nonegotiate !(will not send DTP messages even it is a trunk port)
Switch(config-if)# switchport trunk native vlan 10

I(any traffic that is not a part of any vlan on a trunk is put under native vlan e.g. cdp traffic)

I(it is a good security measure to change the native vlan to something other than VLAN 1)

sh int fa0/1 switchport

Allowed VLANSs on the trunk:

Switch(config-if)# switchport trunk allowed vlan 10,20-30 !(these are the only allowed. Careful!)
Switch(config-if)#switchport trunk allowed vlan remove 1- 4094

Switch(config-if)#switchport trunk allowed vlan add 1-50 !(adds to the previous ones)
Switch(config-if)#switchport trunk allowed vlan none

Switch(config-if)#switchport trunk allowed vlan all !(default so won't see in show run)

Trunk Negotiation (DTP Negotiation):

1. dynamic auto and dynamic desirable.

Switch(config-if)#switchport mode dynamic auto

OR

Switch(config-if)#switchport mode dynamic desirable

sh vlan !(only shows interfaces in access mode and no trunk interfaces)

sh vlan bri

shipint bri

shvlan brivlan 10

sh int trunk !(shows trunk interfaces in use and allowed vlans)

sh int fa0/14 trunk !(shows allowed vlans on a trunk. Also shows native vlan)

sh int fa0/1 switchport !(see the operational and admin modes of a port. Also trunk encapsulation)
shvlanid 2

sh vlan name sales

shintvlan1




sh int status !(shows up/down state and access/trunk state)

sh int switchport

sh vlan-switch !(used in gns3)

sh dtp !(displays the operating state of DTP globally and on individual ports)

sh dtp interface fa0/12

VTP:

Switch(config)# vtp mode server !(options: server | client | transparent)

Switch(config)# vtp domain CBTNuggets

Switch(config)# vtp password MyPassword !(must be the same on all the switches)
Switch(config)# vtp v2-mode !(options: 1 | 2 | 3)

OR

Switch(config)# vtp version 2 !(options: 1 | 2 | 3) |(must be the same on all the switches)
sh vtp status !(to see almost everything vtp)

sh int fa0/14 pruning !(to see pruned vlans)

sh vtp counters

sh vtp password

debug sw-vlan vtp events

debug sw-vlan vtp pruning

VTP version3:

Switch(config)#vtp domain CBT

Switch(config)# vtp mode server

Switch(config)#vtp version 3

Switch(config)#vtp primary !(this will be the only one to make changes and advertise)
Switch(config)#vtp password cisco hidden !(hashed password, more like service password)
Switch(config)#vtp password <32 chars length hash> secret

VTP Pruning (Dynamic Pruning) (VLAN 2 - 1001 prune eligible):

Switch(config)# vtp pruning !(send VTP prune message and not VTP Join message)
Switch(config-if)#switchport trunk pruning vlan remove 4,20-30 !(Removes VLANs 4 and 20-30)
Switch(config-if)#switchport trunk pruning vlan except 40-50 !(All VLANs are added to the
pruning list except for 40-50)

InterVLAN Routing (Router-on-a-stick) (ROAS)(each sub-interface share the same mac address):

Switch(config)#int fa0/3

Switch(config-if)#switchport trunk encapsulation dotlq

Switch(config-if)#switchport mode trunk

Switch(config-if)#switchport trunk allowed vlan 10,20

R1(config)#tinterface fastEthernet 0/0

R1(config-if)#no shutdown

R1(config-if)#no ip address

R1(config)#tinterface fastEthernet 0/0.10

R1(config-subif)#tencapsulation dot1Q 10 !(do this first before assigning an IP)
R1(config-subif)#ip address 192.168.10.254 255.255.255.0

R1(config)#tinterface fastEthernet 0/0.20

R1(config-subif)#tencapsulation dot1Q 20

R1(config-subif)#ip address 192.168.20.254 255.255.255.0

SVI(Switch Virtual Interface)/Inter-VLAN Routing/L3 Switching/MultiLayer Switch Config:
I(SVI (Using MultiLayer Switch for routing) (each SVI interface has different a mac address))
I(Logical layer3 VLAN interface (Switch routing capabilities. Config SVI for each VLAN and put
an IP address on it, used by computers as their default gateway))




Switch(config)#ip routing !(turns ON the layer 3 engine)
Switch(config)#int vlan 10

Switch(config-if)#no shut

Switch(config-if)#ip address 192.168.10.254 255.255.255.0
Switch(config)#int vlan 20

Switch(config-if)#no shut

Switch(config-if)#ip address 192.168.20.254 255.255.255.0
shipint bri

PPP(Point to Point Protocol) and HDLC (High-Level Data Link Control):
R1(config)#interface serial 0/0

R1(config-if)#fencapsulation ppp !(options: ppp | hdlc)
I(same config on the other end)

R1(config)#interface serial 0/0

R1(config-if)#ip address 192.168.12.1 255.255.255.0
R1(config-if)#clock rate 64000 !(ISP DCE side instead of DTE)
R1(config-if)#no shut

I(same and opposite IP config on the other end)
R1(config)#username Skull password MYSECRET

I(same and opposite config on the other end)
R1(config)#interface serial 0/0

R1(config-if)#{ppp authentication chap

sh controllers serial 0/0 !(shows if DCE or DTE side)

sh interfaces serial 0/0 !(shows the encapsulation in use)
debug ppp authentication !(“O” that stands for outgoing and the
debug ppp negotiation

I(First you will see the “LCP” messages that are setting up the link. Once LCP is done you see “IPCP”
and “CDPCP” messages. This is NCP making sure that we can send IP and CDP traffic over our PPP
link)

CDP (Cisco Discovery Protocol)/LLDP (Link Local Discover Protocol):

I(CDP is enabled by default on cisco devices, but LLDP is not)

R(config)#cdp run

R(config)#cdp timer 5 !(5 secs instead of default 60 secs)

R(config)#cdp holdtime 35 !(35 secs instead of default 180 secs)

R(config)#no cdp run

R(config-if)#cdp enable

R(config-if)#no cdp run !(turn it off on ports it is not needed | security measure)

I(lldp has same commands as cdp, just use lldp instead of cdp in the same commands)
R(config)#lldp run

R(config-if)#lldp receive !(receive only)

R(config-if)#lldp transmit !(transmit only)

R(config-if)#no lldp receive

R(config-if)#no lldp transmit

I(always check both cdp and lldp)(lldp commands contains more information)

sh cdp

sh cdp neigh

sh cdp neigh detail

sh cdp neigh f0/0 detial

sh cdp entry *

llI/I

for incoming)




sh cdp entry SW*

sh cdp int

sh cdp int fa0/0 !(shows set timers)

sh cdp traffic

STP:

I(STP(802.1d)/PVST+/RSTP(802.1w)/RPVST/MST)
|([BPDU:BridgePriority(32768)+MAC])

I(STP: RootPorts->DesignatedPorts->BlockingPorts)

I(All RootBridgePorts are DP and One DP per link)
I(ElectRoot->RootPorts(LowestCost/LowestBrdigelD/LowestPortNumber)->BlockTheRest)
I(Costs: 100Mbps=19/1Gbps=4/10Gbps=2)

I(STP Timers:Block20sec/Listen15sec/Learn15sec/Forward)

I(RSTP: RootPorts->DesignatedPorts->AlternatePorts)

Change BPDU default timers:

SwitchA(config)#spanning-tree vlan 10 hello-time 1 !(1sec/default 2sec)

SwitchB(config)#spanning-tree vlan 20 max-age 6 !(6sec/default 20sec)
SwitchC(config)#spanning-tree vlan 30 forward-time 4 !(4sec/default 15sec)

Change Root Bridge:

SwitchA(config)#spanning-tree vlan 1 root primary !(hard code a root bridge)

I(This is a macro that looks at the current priority of the root bridge and changes your running-config

to lower your own priority. Based on VLAN number)

OR

SwitchA(config)#spanning-tree vlan 1 priority 4096 !(hard code priority. multiple of 4096)
Change Root Port/Non-Designated Port:

SwitchB(config)#tinterface fa0/14

SwitchB(config-if)#spanning-tree cost 500

I(can be used to change the cost of root port to get a different root port chosen)

OR

SwitchA(config)#tinterface fa0/14

SwitchA(config-if)#spanning-tree port-priority 16

I(can be used to change the port priority to get a different root port chosen)

PortFast:

!(To avoid spanning tree calculations and disable STP for connections to PCs)
SwitchB(config)interface fa0/2

SwitchB(config-if)#spanning-tree portfast |(configured on access ports)
SwitchB(config)#spanning-tree portfast default !(can be enabled globally for all access mode ports)
Enable Rapid-PVST:

SwitchA(config)#spanning-tree mode rapid-pvst !(to enable rapid spanning-tree protocol)
sh spa !(important)

sh spa | begin int

sh spa summary !(stp mode, portfast, bpdu guard/filter, loopguard, uplink/backbone fast)
sh spa detail !(to see number of topology changes and the int it is happening on)

sh run | inc priority

sh spa vlan 10

sh mac address-table dynamic !(to verify traffic path. Port on which mac was learnt)
sh mac address-table aging-time

sh spa inconsistentports !(to see when root guard is working)

debug spa




debug spa events I(to see topology change notifications)
debug spa backbonefast detail

debug spa bpdu

ACLs:

sh access-lists

sh ip access-lists

sh access-lists 1

sh ip access-lists 1

sh access-lists ACL_NAME1

sh ip access-lists ACL_NAME1

sh ip access-lists interface fa0/0

sh ip int fa0/0

sh time-range

sh time-range ACL_NAME1

sh run | inc access-list

Standard Access List:

I(Standard Access List close to the destination are best)
R1(config)#taccess-list 1 permit 10.0.0.0 0.255.255.255
R1(config)#taccess-list 1 deny host 10.0.0.1 log
R1(config)#taccess-list 1 permit any any !(don't forget this as there is a default deny at the end)
Extended Access list:

I(Extended Access lists closer to the source are best)
R1(config)#taccess-list 101 permit tcp 10.0.0.0 0.255.255.255 187.100.1.6 0.0.0.0 eq 20
1(187.100.1.6 0.0.0.0 is the same as host 187.100.1.6)
R1(config)#access-list 101 deny tcp any eq 22 host 10.0.0.1 range 22 23
R1(config)#access-list 101 permit ip any any dscp cs2

Apply this ACL to an interface:

R1(config)#interface Fa0/1

R1(config-if)#ip access-group 1 out

OR

R1(config)#tinterface Fa0/0

R1(config-if)#ip access-group 1in

Named ACLs:

R(config)#ip access-list extended MyACL
R(config-ext-nacl)#100 permit ip host 1.1.1.1 any

Edit and Insert Lines in ACLs:

R(config)#ip access-list extended MyACL

R(config-ext-nacl)#no 500

R(config-ext-nacl)#500 permit ip any host 5.5.5.5
R(config-ext-nacl)#510 permit ip any host 6.6.6.6

Time-based ACLs:

R(config)#time-range TR_WORKDAYS
R(config-time-range)#periodic weekdays 08:00 to 19:00
!(Don't configure NTP unless mentioned in the LAB)
R(config)#ip access-list extended 100

R(config-ext-nacl)#27 permit tcp any any eq www time-range TR_WORKDAYS
Block pings with acls:

access-list 100 deny icmp any any echo




access-list 100 deny icmp any any echo-reply
access-list 100 permit ip any any
OR
access-list 101 deny icmp host 192.168.1.51 host 192.168.1.34 echo
access-list 100 permit ip any any
ACL log keyword:
R1(config)# ip access-list extended Block_SSH
R1(config-ext-nacl)# no 10
R1(config-ext-nacl)# 10 deny tcp any any eq 22 log
Vty lines ACL (block/allow telnet/ssh):
R1(config)#ip access-list extended VTY_ACCESS
R1(config-ext-nacl)#20 permit tcp 10.1.1.0 0.0.0.255 any eq 22
R1(config-ext-nacl)#30 permit tcp 10.1.1.0 0.0.0.255 any eq 23
R1(config-ext-nacl)#500 deny ip any any log
R1(config-ext-nacl)#line vty 0 4
R1(config-line)#taccess-class VTY_ACCESS in
NAT:

1. ACLto identify the addresses to be translated

2. Setinside and outside interfaces

3. Define nat operations
sh nat translations
netstat
shrun | incip nat
sh ip nat trans verbose
sh ip nat stat
clear ip nat translation *
debug ip nat
Define the traffic to match:
R(config)#access-list 10 permit 10.0.0.0 0.0.255.255 !(ACL to match)
Static NAT: (Note: two way NAT. Just like a port-forward so be careful)
R(config)#ip nat inside source static 10.0.0.19 192.0.2.1
OR
R(config)#ip nat outside source static 192.0.2.1 10.0.0.19
R(config)#ip nat inside source static tcp 10.0.0.3 80 192.0.2.1 80
R(config)#ip nat inside source static tcp 10.0.0.3 443 192.0.2.1 443
Dynamic NAT:
R(config)#ip nat pool MyPool 192.0.2.1 192.0.2.254 prefix-length 24 I(Public IP pools)
R(config)#ip nat inside source list 10 pool MyPool !(actual NAT rule)
R(config)#ip nat inside source static 10.0.0.42 192.0.2.42 !(can be combined with static)
PAT:
R(config)#ip nat inside source static tcp 10.0.0.3 80 192.0.2.1 80
R(config)#ip nat inside source static tcp 10.0.0.3 443 192.0.2.1 443
R(config)#ip nat inside source static tcp 10.0.0.10 3389 192.0.2.1 3389
R(config)#ip nat inside source static tcp 10.0.0.11 3389 192.0.2.1 3390
R(config)#ip nat inside source list 10 pool MyPool overload
OR
R(config)#ip nat inside source list 10 interface FastEthernet 0/0 overload
Identify interfaces: (Note: should be the last step, especially in a production network)




R(config)#int fa0/0

R(config-if)#ip address dhcp (ISP assigned IP for external interface)

R(config-if)#ip nat outside

R(config)#int fa0/1

R(config-if)#ip address 192.168.1.1

R(config-if)#fip nat nat inside

Syslog (splunk/kiwi)(port udp 514):

Router(config)#ntp server pool.ntp.org

Router(config)#no service timestamps !(you can disable timestamps and use sequence numbers)
Router(config)#service sequence-numbers

Router(config)#logging console errors !(severity level 3 and lower)

I(This logging information is saved in the RAM of your device. Once you reboot it you will lose this
logging history)

Router(config)#terminal monitor !(if you want to see syslog messages on vty sessiosn when your
on vty)

Router(config)#logging buffered 4096 !(buffer size in bytes)

Router(config)#logging 192.168.1.100 !(all logging sent to the syslog server except level 7)
Router(config)#logging trap 7 !(this will sent also the debug info to the syslog server)
R1(config)# logging host 192.168.1.25 I(sending it to a syslog server e.g. kiwi syslog server)
R1(config)# logging source-interface LoopbackO

R1(config)# logging trap notifications

R1(config)# no logging console

sh logging !(to see logging information)

sh logging history !(to see the set severity level)

sh ntp status !(to see if clock is synchronized)

NTP:

Clock commands:

R1# clock set 14:12:00 10 feb 2005

R1(config)# clock timezone ARIZONA -7

sh clock

NTP config:

R1(config)# ntp server 1.gr.pool.ntp.org

sh ntp associations

Use the router as an NTP server:

R1(config)# ntp master

SNMP (Simple Network Management Protocol):

I(PRTG is well-known)

Router(config)tsnmp-server community MY_STRING ro 10 !(options: ro | rw)
Router(config)#access-list 10 permit host 192.168.1.2

Router(config)#snmp-server location Amsterdam

Router(config)#snmp-server contact info@gns3vault.com

Netflow:

Router(config)#interface fastEthernet 0/0 !(the direction to monitor)

Router(config-if)#ip flow ingress

Router(config-if)#ip flow egress

Router(config)#ip flow-export version 9 !(netflow version)

Router(config)#ip flow-export destination 192.168.1.2 100 !(netflow collector)




sh ip cache flow !(shows you netflow is working)

DHCP (Dynamic Host configuration protocol):

R1(config)# service dhcp

R1(config)# ip dhcp pool NET-POOL

R1(dhcp-config)# network 192.168.1.0 255.255.255.0 !(you can use prefix notation with it)
R1(dhcp-config)# default-router 192.168.1.1

R1(dhcp-config)# dns-server 8.8.8.8 8.8.4.4

R1(dhcp-config)#t domain-name companyl.com

R1(dhcp-config)# lease 9 (9 days/default is 1 day)

OR

R1(dhcp-config)# lease 0 4 30 !(set the lease time for 4 hours and 30 minutes)
R1(config)# ip dhcp excluded-address 192.168.1.1 192.168.1.5

R1(config)# ip dhcp excluded-address 192.168.1.10

sh ip dhcp binding

ipconfig /release

ipconfig /renew

Cisco DHCP Option 150 Configuration:

R1(config)# ip dhcp pool NET-POOL

R1(dhcp-config)# option 150 ip 10.10.22.99 10.10.22.100 !(Configure 2 IPs)
DHCP Relay:

R1(config)#int fa0/0.52

R1(config-subif)#ip helper-address 10.1.51.200

RIP (AD is 120 and metric is hop-count):

I(Distance Vector(DV): 1. Max Distance(16hops)/2.RoutePoison/3.TriggeredUpdates/
4.SplitHorizon/5.HoldDownTimers)

R1(config)#router rip

R1(config-router)#network 192.168.12.0 !(network command tells what network to advertise and
what interfaces to send advertisements out)

R1(config-router)#network 172.16.1.0

R1(config-router)#version 2

R1(config-router)#no auto-summary

R2(config)#router rip

R2(config-router)#network 192.168.12.0

R2(config-router)#network 192.168.23.0

R2(config-router)#version 2

R2(config-router)#no auto-summary

R3(config)#router rip

R3(config-router)#network 172.16.0.0

R3(config-router)#network 192.168.23.0

R3(config-router)#version 2

R3(config-router)#no auto-summary

ship route

ship route rip (R NETWORK [AD/METRIC] via NEXT_HOP, TIME_LEARNT, EXIT_INTERFACE)
sh ip protocols

ship rip database

debugip rip

sh ipv6 route

sh ipv6 route rip




sh ipv6 protocols

sh ipv6 rip database

debug ipv6 rip

FHRP (First Hop Redundancy Protocols):

I(Virtual IP and Virtual MAC)

HSRP(Hot Standby Routing Protocol):

I(Hello 3sec/Hold 10sec)

I(Active-Standby)

SwitchA(config)#tinterface fa0/17 !(internal interface)

SwitchA(config-if)#no switchport

SwitchA(config-if)#ip address 192.168.1.1 255.255.255.0

SwitchA(config)#interface fa0/19 !(external interface)

SwitchA(config-if)#no switchport

SwitchA(config-if)#ip address 192.168.14.1 255.255.255.0

SwitchA(config)#ip routing

SwitchA(config)#ip route 0.0.0.0 0.0.0.0 192.168.14.4

SwitchA(config)#interface fa0/17

SwitchA(config-if)#standby 1 ip 192.168.1.3 !(create a standby group and assign an IP)

I(Same and opposite config on SwitchB)

I(PC is configured with a default gateway of 192.168.1.3 i.e. Virtual Gateway's IP)

I(HSRPv1 uses the 0000.0c07.acXX MAC address where XX is the HSRP group number e.g.
0000.0c07.ac01 for group 1)(HSRPv2 uses 0000.0C9F.FXXX MAC)

I(By default the switch with the highest priority will become the active HSRP device. If the priority
is the same then the highest IP address)

SwitchA(config)#interface fa0/17

SwitchA(config-if)#tstandby 1 priority 150 !(default priority is 100)

SwitchA(config-if)#standby 1 preempt !(could become active if router goes down & then up)
SwitchA(config-if)#tstandby 1 preempt delay minimum 60

OR

SwitchA(config-if)#standby 1 preempt delay reload 60 !(If a router reboots it might need some
time to “converge”)

SwitchA(config-if)#standby 1 mac-address 0000.1111.5555 I(instead of using default hsrp MAC)
SwitchA(config-if)#standby 1 version 2 !(version must be same on both devices)
SwitchA(config-if)#standby 1 name my-hsrp-name !(name of the group for ease)
SwitchA(config-if)#tstandby 1 authentication md5 key-string md5pass !(prevent rogue hsrp router)
I(can also use a key chain the same way you would use in eigrp or anywhere else)
SwitchA(config-if)#tstandby 1 timers msec 100 msec 300 !(default hello 3 secs & hold 10 secs)
Interface tracking (object tracking):

1. Select an interface to track and if it fails decrease the priority so that another device can become
the active router. Tracking checks the line protocol status, but can also be configured to check if the
route exists or with SLA probes.

SwitchA(config)#interface fa0/17 !(internal interface)

SwitchA(config-if)#tstandby 1 preempt !(preemption is imp otherwise tracking is useless)
SwitchB(config)#tinterface fa0/19 !(internal interface)

SwitchB(config-if)#standby 1 preempt |(preemption is imp otherwise tracking is useless)
SwitchA(config-if)#standby 1 track fastEthernet 0/19 !(external interface)
SwitchA(config)#interface fa0/19

SwitchA(config-if)#tshutdown




I(Verify)

SwitchA#tshow standby | include Priority

Priority 140 (configured 150) !(by default decrements the priority by 10)
SwitchA(config)#interface fa0/17

SwitchA(config-if)#standby 1 track fastEthernet 0/19 60

OR

SwitchA(config-if)#tstandby 1 track 1 decrement 60

I(If the links goes down again the priority will become 90 reducing it by 60 so the other device with
default priority 100 will then become active)

I(Interface tracking will only check the state of any interface not if anything fails upstream)
IP SLA with object tracking:

I(IP SLA can be used for many things. One of them is to generate a ping to a destination every X
seconds and we can combine this with object tracking)

SwitchA(config)#interface fa0/17

SwitchA(config-if)#no standby 1 track fastEthernet 0/19 60

SwitchA(config)#ip sla 1

SwitchA(config-ip-sla)#icmp-echo 192.168.14.4

SwitchA(config)#ip sla schedule 1 start-time now life forever

SwitchA(config)#track 1 rtr 1 reachability

SwitchA(config)#interface fa0/19

SwitchA(config-if)#standby 1 track 1 decrement 60

I(Test)

RouterA(config)#tinterface fa0/13

RouterA(config-if)#shutdown

VRRP (Virtual Router Redundancy Protocol):

I(Hello 1sec/Hold 3sec)

I(Master-Backup)

1. Exactly same config as HSRP except we use vrrp instead of standby

2. VRRP uses the 0000.5e00.01XX MAC address where XX is the VRRP group number.

3. VRRP can have the same IP as that of the real interface as opposed to HSRP. The device that has
got the real IP as the virtual IP becomes the master, priority is not looked at then because the
priority of the master is set to the highest value of 255.

GLBP (Gateway Load Balancing Protocol):

I(Hello 3sec/Hold 10sec)

I(Active-Active Load Balancing)

I(AVG(Active Virtual Gateway)(Manager: Generates MACs for AVFs) and AVF(Active Virtual
Forwarder))

R1(config)#tinterface fal/0

R1(config-if)#glbp 1ip 192.168.1.3

R1(config-if)#glbp 1 preempt

R1(config-if)#glbp 1 authentication md5 key-string mypass

I(Same and opposite config on SwitchB)

R1(config-if)#glbp 1 priority 150

I(The virtual MAC address that GLBP uses is 0007.b400.XXYY (where X = GLBP group number
and Y = AVF number))

GLBP interface tracking:

I(Interface tracking works differently for GLBP compared to HSRP or VRRP. It has a weighting
mechanism whic is used to determine if a device can be AVF or not)




SwitchB#show glbp | include Weighting

Weighting 100 (default 100)

SwitchB(config)#track 16 interface fastEthernet 0/16 line-protocol

SwitchB(config)#track 17 interface fastEthernet 0/17 line-protocol

SwitchB(config)#interface fa0/19

SwitchB(config-if)#glbp 1 weighting track 16 decrement 20

SwitchB(config-if)#glbp 1 weighting track 17 decrement 20

SwitchB(config-if)#glbp 1 weighting 100 lower 70 upper 90

I(Verify)

SwitchB#show glbp | include Weighting

Weighting 100 (configured 100), thresholds: lower 70, upper 90

|(Test and verify)

!(Now shutdown int fa0/16)

I(Weighting 80 (configured 100), thresholds: lower 70, upper 90)

!(Now shutdown int fa0/17)

I(Weighting 60, low (configured 100), thresholds: lower 70, upper 90)

I(Now 'no shutdown' int fa0/16

I(Weighting 80, low (configured 100), thresholds: lower 70, upper 90)

I(Now 'no shutdown' int fa0/17)

I(Weighting 100, low (configured 100), thresholds: lower 70, upper 90)

GLBP weighted Load-Balancing:

I(default | round-robin. If you have a beefier router you can use weighted load-balancing)
I(configured on AVG)

SwitchB(config)#interface fa0/19

SwitchB(config-if)#glbp 1 load-balancing weighted

SwitchB(config-if)#glbp 1 weighting 200 !(this switch will have double the traffic going through)
sh standby

sh standby bri

sh standby fa0/17

sh standby | inc priority

sh standby | inc time

sh standby vlan 1

sh standby all

debug standby events

debug standby errors

debug standby packets

debug standby events track

!(Note: Exactly same commands for VRRP and GLBP, but use vrrp and glbp instead of stanby)
sh ip arp !(verification of mac on the switch)

c:\>ipconfig !(to verify the gateway configured on the PC)

c:\>arp -a !(to verify the mac learned on the PC)

c:\>tracert 8.8.8.8 !(Note: tracert shows the original active router IP instead of the VIP)

sh glbp bri |(To see the active AVG & AVF. Also to verify the mac addresses of the AVF i.e. which one
the PC if going through, as it will keep doing round-robin. Clear arp cache of the PC and verify again)
EIGRP:

l(BackupRoutes(FastConvergence/DUAL)/FelxibleSummrization/UnequalCostLB)
I(NeighbourTable(OnlyNeighbours)/TopologyTable(LearnedFromneighbours)/RoutingTable(Best))
(FeasibleDistance(HowFarFromYou)/AdvertisedDistance(HowFarFromNeighbour)/Successor(Rout
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ingTable)/FeasibleSuccessor(TopologyTable)/ActiveRoute(ActivelySearching)/PassiveRoute)
I(To be a Feasible Successor, the AD must be less than the FD of the Successor)
I(Hello/Update/Query/Reply/Ack)

I(Bandwidth (k1) and Delay (k3) by default/MTU/Load/Reliability)

Metric = bandwidth (slowest link) + delay (sum of delays)

1. Bandwidth: [10~7 / minimum bandwidth in the path] * 256.

2. Delay: sums of delays in the path multiplied by 256 (in tens of microseconds).
So the formula looks like:

Metric = (1077 / minimum bandwidth) * 256 + (sum of delays) * 256

EIGRP Config:

R1(config)#router eigrp 1 (1 is AS number)

R1(config-router)#no auto-summary

R1(config-router)#network 1.1.1.0 0.0.0.255

R1(config-router)#network 192.168.12.0

R1(config-router)#exit

R2(config)#frouter eigrp 1

R2(config-router)#no auto-summary

R2(config-router)#network 2.2.2.0 0.0.0.255

R2(config-router)#network 192.168.12.0

Named EIGRP:

I(Since 10S 15, EIGRP has a new method of configuration called named EIGRP)
R1(config)#router eigrp MY_NAME

R1(config-router)#address-family ipv4 autonomous-system 12
R1(config-router-af)#network 192.168.12.0

R1(config-router-af)#af-interface FastEthernet 0/0

EIGRP Authentication:

R1(config)#key chain MYCHAIN

R1(config-keychain)#key 1

R1(config-keychain-key)#key-string BANANA

R1(config)#tinterface fastEthernet 0/0

R1(config-if)#ip authentication mode eigrp 1 md5

R1(config-if)#ip authentication key-chain eigrp 1 MYCHAIN

sh ip route !(to see the routing table)

ship router eigrp !(you will also see feasible successor if load balanced)

|(D NETWORK [AD/METRIC] via NEXT_HOP, TIME_LEARNT, EXIT_INTERFACE)
sh ip eigrp interfaces

sh ip eigrp neighbors

sh ip eigrp topology

(P NETWORK, 1 successors, FD is 158720 via NEXT_HOP (FD/AD), EXIT_INTERFACE)
sh ip eigrp traffic

clear ip eigrp neighbor !(reset the EIGRP neighbor adjacency on a router)
debug ip eigrp packet

debug ip eigrp neighbors

debug eigrp packets hello

debug eigrp packets update

debug eigrp packets ack

debug eigrp packets query

debug eigrp packets




sh ip protocols (It will show you for which networks you are routing, passive interfaces and the
administrative distance)!(Also shows K values)

EtherChannel:

I(PagP Modes: On/Desirable/Auto/Off)

I(LACP Modes: On/Active/Passive/Off)

EtherChannel L2 Configuration:

SwitchA(config)#default int range fa0/13 - 14

SwitchA(config)#int range fa0/13 — 14

SwitchA(config-if)#shut

SwitchA(config-if)#channel-group 1 mode desirable !(options(LACP/PAgp):
active/desirable,passive/auto, on)

SwitchA(config-if)#no shut

SwitchA(config)#tinterface port-channel 1

SwitchA(config-if)#switchport trunk encapsulation dotlq
SwitchA(config-if)#switchport mode trunk

I(same config when using LACP except for modes are different)
EtherChannel L3 Configuration:

SW1(config)# interface port-channel 1

SW1(config-if)}# no switchport

SW1(config-if)# ip address 172.16.1.11 255.255.255.0
SW1(config)# deafult int range fastethernet0/1 - 2
SW1(config)# int range fastethernet0/1 -2
SW1(config-if-range)# no switchport
SW1(config-if-range)# no ip address
SW1(config-if-range)# channel-group 1 mode desirable
I(same an opposite config on SW2)

OSPF:

Configuration:

R1(config)#router ospf 1

R1(config-router)#network 192.168.23.0 0.0.0.255 area 0
Changing Router ID:

R1(config)#router ospf

R1(config-router)#router-id 3.3.3.3

R1#clear ip ospf process

Manually change the cost:

R1(config)#tinterface fastEthernet 1/0

R1(config-if)#ip ospf cost 50 !(manually changing cost)
Advertising Default Route:

R1(config)#router ospf 1
R1(config-router)#default-information originate always !(advertising default route)
Plain-text Authentication:

R1(config)#tinterface fastEthernet 1/0

R1(config-if)#ip ospf authentication

R1(config-if)#ip ospf authentication-key secret

MD?5 authentication:

R1(config)#tinterface fastEthernet 1/0

R1(config-if)#ip ospf authentication message-digest

R1(config-if)#ip ospf message-digest-key 1 md5 mykey



Change the OSPF timers:

R1(config-if)#interface fastEthernet 1/0

R1(config-if)#ip ospf hello-interval 5

R1(config-if)#ip ospf dead-interval 15

Multi-area OSPF:

R1(config)#router ospf 1

R1(config-router)#network 1.1.1.0 0.0.0.255 area 0
R1(config-router)#network 192.168.12.0 0.0.0.255 area 0

R2(config)#router ospf 1

R2(config-router)#network 192.168.12.0 0.0.0.255 area 0
R2(config-router)#network 192.168.23.0 0.0.0.255 area 1

sh ip ospf neighbor !(to see the full state of neighbor and DR/BDR/DROTHER)
sh ip protocols !(to see the router id)

sh ip route ospf

(O NETWORK_LEARNT [AD/METRIC] via NEXT_HOP, TIME, EXIT_INTERFACE)
sh ip ospf interface fal/0 !(to check the cost of an interface and timers)

sh ip ospf database !(shows the LSDB/to see the LSAs)

debug ip ospf packet

debug ip ospf adj !(to see 7 states of adjacency)

clear ip ospf process !(to restart the ospf process)
IPv6:

R1(config)#ip routing !(this is used for ipv4 which is ON by default)
R1(config)#ipv6 unicast-routing

R1(config)#int fal/0

R1(config-if)#ipv6 address 2001:210:10:1::1/64
R1(config-if)#ipv6 address autoconfig !(allows PCs to auto generate IPv6 addresses)
R1(config-if)#no shut

R1(config)#ipvé route 2001:56::0/64 2001:210:10:1::2
sh ipv6 int bri

sh ipv6 int

sh ipv6 route

sh ipv6 neighbors

R2#ping 2001:210:10:1::1

R2#ping ipv6 !(extended ipv6 ping)

IPv6 ACLs:

I(same concept as ipv4 ACL)

R1(config)#ipv6 access-list CBTACL
R1(config-ipv6-acl)#permit tcp any any eq 23
R1(config)#int fa0/0

R1(config-if)#ipv6 traffic-filter CBTACL in

sh ipv6 access-list

IPv6 EIGRP:

R1(config)#fipv6 unicast-routing

R1(config)#ipv6 router eigrp 100

R1(config-rtr)#no shut

R1(config)#int fa0/0

R1(config-if)#ipv6 eigrp 100

sh ipv6 protocols



sh ipv6 eigrp neighbors

IPv6 OSPF:

R1(config)#ipv6 unicast-routing
R1(config)#ipv6 router ospf 1
R1(config-rtr)#router-id 1.1.1.1
R1(config)#int fa0/0
R1(config-if)#ipv6 ospf 1 area 0
sh ipv6 ospf neighbors

sh ipv6 ospf int
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Cisco serial crossover cables

(You will need USB to serial converter)

GNS3 (Emulator), VIRL (Emulator) and Packet tracer (Simulator) can be used for Labs.
MAC address is 12 digit Hexadecimal and 48bits.

ASIC: Application Specific Integrated Circuitry

SFP: Small Form Pluggable

CAM: Content Addressable Memory (CAM table or MAC address table)

StackWise Switches: Cisco StackWise technology unites up to nine individual Cisco Catalyst
3750 switches into a single logical unit, using special stack interconnect cables and stacking
software. The stack behaves as a single switching unit that is managed by a master switch
elected from one of the member switches.
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Cisco StackWise technology unites up to nine individual Cisco Catalyst 3750switches into
a single logical unit, using special stack interconnect cables and stacking software. The
stack behaves as a single switching unit that is managed by a master switch elected from
one of the member switches.



ASICs belong to switches

Nerwonre RouTtir
?——\

- C ONTARINS NETWONES

e S

N e

o Moves PATA BETWLLN NLTWORES

. (J\)TL‘RELESS ACLCESS POINT TRANSLATES

N\

° g WHOLE NEW WOMLY OF MANAGING

ONMANAGABLE
306" o

WINLED INTO AIRWAVES

BETTER CONTROLLETR

wav

STATELESS Firewall: Stateless firewalls watch network traffic, and restrict or block packets based
on source and destination addresses or other static values. They are not ‘aware' of traffic patterns or
data flows. A stateless firewall uses simple rule-sets that do not account for the possibility that a
packet might be received by the firewall 'pretending' to be something you asked for.

STATEFUL Firewall: Stateful firewalls can watch traffic streams from end to end. It keeps track of
connections and allows only the return traffic. They are are aware of communication paths and can
implement various IP Security (IPsec) functions such as tunnels and encryption. In technical terms,
this means that stateful firewalls can tell what stage a TCP connection is in (open, open sent,
synchronized, synchronization acknowledge or established), it can tell if the MTU has changed,
whether packets have fragmented etc.

IPS: Intrusion prevention System (Signature based or Anomaly based)
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EtherChannel: Bundle upto 8 links for combined bandwidth (i.e. LoadBalanced).

CSMAJ/CD: Carrier Sense Multiple Access/Collision Detection (used on hub wired network)

CSMAV/CA: Carrier Sense Multiple Access/Collision Avoidance (used on wireless network)

MDF: Main Distribution Frame

IDF: Intermediate Distribution Frame
Ethernet: 100m

MultiMode (MM) Fibre: around 500m
SingleMode (SM) Fibre: more than 2Kms
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UTP: Unshielded Twisted Pair cable
STP: Shielded twisted pair cable
Auto-MDIX: Media Dependent Interface Crossover
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Rollover RJ-45to DB-25 Modem

Cable Adapter

Cisco Serial Console Rollover Cable,
RJ45 to DB9 (M/F), 6 ft.
Tripp Lite Model: P430-006

Connect a computer’s DB9 serial connector to an
RJ45 Cisco console port.

Computer Cisco Switch

DB9 (Female)

RJ45 (Male) %

USB to Serial Adapter o o
Tripp Lite Model: U209-000-R DB9 (Male)

USB A (Male)

Flexible
PVC jacket

USB connector DB (serial) connector

.D

() Gold-plated copper contacts

0 Impedance-matched conductors
(@ Braid-and-foil shield

() Undermold Shield
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CUCM (Cisco Unified Communication Manager) is what makes the call between IP phones. The
brains of the voice network.

IP phones know how to communicate to the CUCM through dhcp option 66.

Cisco unity is the voice mail server where the CUCM send the voice mails to if ip phone hasn’t
accepted the call.
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Anycast is used in IPv6 and can be used in IPv4 for DNS.



DEFNNG THE MLTDO’RF MEIQHBO"RHOOD \

172.30.100.0 \&{(172.30.100.1
/ : 255.255.255.0
© TSP

N
X E{ 0oy I E

- -
IP: 172.30.100756—| A & ~ 45,336 Suswe™
MASK: 255.255.255. O A% T 724¢.755.0.0 ’
GW: 172.30.100.1 Ve _ 254 HoST
\/CLAS‘ c —
e
o THE NETWOME BOLVNDARY - MASE DEFINED e DONVS aop NAT
o SMART COMPOTERS ° POBLIC AND PRIVATE
o TWE MEED FOR TWO ADDRESSES s ARP
About 1,830,000 results (0.43 seconds)
%\I‘T‘I
\rivate IPv4 address spaces
—
RFC1918 name) IP address range number of addresses
]
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BE Select CAWINDOWS\system32 cmd exe

:\Users\Jeremy Ciocara>arp -a

[nterface: 192.168.157.1 --- Oxc
Internet Address
192.168.157.254
192.168.157.255
224.0.0.2
224.0.0.22
224.0.0.251
224.0.0.252
239.255.255.250
255.255.255.255

'C:\Users\Jeremy Cioara>arp -d *

he ARP entry

C:\Users\Jeremy Cioara>arp -a

Interface: 192.168.157.1 --- @xc
Internet Address
224.0.0.22

Interface: 10.225.1.132 --- Ox12
Internet Address
10.225.1.252
224.0.0.22

Arp cache is by default 5 mins.

BOONDARY - MASK

172.30./100.0 0O/

Physical Address

00-50-56-fc-d2-67
ff-ff-ff-ff-ff-ff
01-00-5e-00-00-02
01-00-5e-00-00-16
01-00-5e-00-00-fb
01-00-5e-00-00-fc
01-00-5e-7f-ff-fa
ff-Fff-Ff-Ff-Ff-FF

Physical Address
01-00-5e-00-00-

16

Physical Address
iR-48-1c-b8-80-30
01-00-5e-00-00-

16

sq’l% ol

IP: 172.30.100.1
MASK:

255.255.255.0

Type
dynamic
static
static
static
static
static
static
static

deletion failed: The requested operation requires elevation.

Type
static

Type
dynamic
static
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M LAN Adapter

File Edit Go Capture Analyze Statistics Telephony
An 0 I DREQavaf r=E=E
| p.addr eq 81.17.241.142 and p.addr eq 10.225.1.132 Bl &
Packet Ist v Narrow & YWide ¥ Case sensitive Sting >, ‘Daoe End
No. Destnation I l

81.17.241.142
10.225.1.132
81.17.241.142

850 Ack=312 Win=6912 Len-@

3 bytes captured (528 bits) on interfa
Ethernet II, Src: Ubiquiti 83:ad:s1 (04 83:a4:a1), Dst: Dell fe:9d:a9 (fB:b1:56:fe:9d:a9)
Internet Protocol Version 4, Src: 81.17.2 42, Dst: 10.225.1.132

Transmission Control Protocol, Src Port: 80 (8@), Dst Port: 63820 (63820), Seq: O, Ack: 1, Len: @

sers\Jeremy Cioara>netstat
Active Connections

Proto Local Address Foreign Address State

TCP 10.225.1.132:56090 server25102:5938 ESTABLISHED

TCP 10.225.1.132:50141 bbus3001-083:61521 ESTABLISHED

TCP 10.225.1.132:53216 msnbot-65-52-108-230:https ESTABLISHED
TCP 190.225.1.132:63834 64.4.54.254:https TIME_WAIT

Well-known port numbers: 0-1024
TP ConvamenTaLs:

F 3
) \eonY
° Pine /\(',? 0o NsLooro?

SDAY

=% 2
® Hw® ° 19COoNTIG / IFCONTIG

ey B



tength Info

w
I

74 Echo (ping) request

(ping) reply

®

w8

@ ) request

52 reply i

58 request (reply in 59)
59 repl id-exoee. (request in 58)
€ id=0x0e01, (reply in 69)
69 id=0x0001, seq=172/44032, (request in 66)

Frame 34: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @
Ethernet II, Src: Dell fe:9d:09 (f8:b1:56:fc:9d:a9), Dst: Ubiquiti_B3:24:a1 (04:18:d6:83:a24:p
Internet Protocol Version 4, Sre: 10.225.1.132, Dst: 4.2.2.2
Vv Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: @
Checksum: @xdcb2 [correct]
(exeeel)
x0100)
69 (Oxeead)
43264 (@xa%ee)

)
!

Sequence number (B
Sequence number (L

v Data (32 bytes)
Data: 6162636465666768696a6b6c6d6e67707172737475767761. ..

[Length: 32]

4 18 d6 83 a4 a1 f8 b1l 56 fe 9
90 3c 99 37 00 26 80 01 00 o0
28 00 4c b2 00 01 80 2

|5 Windows Features - O X
Turn Windows features on or off @

To tum a feature on, select its check box. To turn a feature off, clearits
check box. A filled box means that only part of the feature is tumed on.

Ia & 3 Il] ~
e = ™Y 7 (W] NET Framework 4.6 Advanced Services
[] | Active Directory Lightweight Directory Services I

Embedded Shell Launcher

Hyper-V

Internet Explorer 11

Internet Information Services

Internet Information Sesvices Hostable Web Core
Isolated User Mode

Legacy Components

Media Features

Micrsaft Mescans Quene (IMSAMO) Serve

Default telnet port is 23, but you can telnet to any port. Not used for management anymore.
telnet 1.1.1.1

telnet 1.1.1.1 80

telnet google.com 80

telnet google.com 443



g’}_ PuTTY Configuration
~

Category.
=- Session
Loggng
= Teminal
Keyboard
Bell
Faatures

=- Window

Basic options for your PuTTY session
Specfy the destnabion you wart to connect to
Host Name (or IP addrees) Port

Connaction type:

3 r.:..\ ® Tehet ) Rogin (O SSH G
Appearance 5

Behaviou
Tranglation Saved Ssesione

Load. save or delete 3 stored aession

Selection
Colours
Connection
Data
Proncy
Telnet

Rogin

Save

Delats

Close window on edt .
) Always ) Never @) Orly on dean ext

Aoout Open Cancel

Youcan use securecrt instead of telnet. Putty is free.
ipconfig

ipconfig/all

ipconfig/release

ipconfig/renew

ipconfig/flushdns

:\Users\Jeremy Cioara>nslookup
Default Server: bbus3001-03.ssbcusa.local
Address: 10.225.1.252

> test.com
[Server: bbus3001-03.ssbcusa.local
Address: 10.225.1.252

Non-authoritative answer:
Name : test.com
Address: 69.172.200.235

> server 4.2.2.2
Default Server: b.resolvers.lLevel3.net
Address: 4.2.2.2

> test.com
erver: b.resolvers.lLevel3.net
Address: 4.2.2.2

Non-authoritative answer:
Name : test.com
Address: 69.172.200.235




t\Users\Jeremy Cioara>tracert -d 4.2.2.2

racing route to 4.2.2.2 over a maximum of 3@ hops

Request timed out.
ms* 10.35.64.1
ms 100.127.65.160
ms 70.169.73.90
ms 4.31.188.61
ms J ms 4.69.144.201
ms Y ms 4.69.144.201
ms ms 4.2.2.2

race complete.

Cisco Twrit- 3w Prewewovy

Collapsed core means both the core and the distribution are the same.



Digtribution/Core

‘ Catalyst 5500

Catalyst 43500

Data Center Access

Feature=, Scalability, Long evity :l

Medium-Sized

Organization SizeDensity
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y msn 1> bing | web search

! ’> ‘z I B C\WINDOWS\system32\cmd. exe - netstat - ]
Lcom =. Store

Ga Skype Microsoft Windows [Version 10.0.10586)
(c) 2015 Microsoft Corporation. All rights reserved.

:\Users\Jeremy Cioara>netstat

Active Connections
/¥
o

Proto Local Address Foreign Address State

9 65-101-31-252:6690 ESTABLISHED
ENTERTAINME 1 55 65~ - - 9 ESTABLISHED
5 1lax17s05-in- b ESTABLISHED

65- 9 TIME_WAIT

64. TIME_WAIT

65- 1669 TIME_WAIT
ESTABLISHED

Make MSN my homepage NEWS WEATHER

Adelewas 'n™

shopping

(T-Wl ™M (j-C;TIP1 T
aMt 01 \ W ./S 1

TCcP, oRC | OST [SRC |OS
FcS ) oA Yoo p,{;{-‘?,", ? | 1p |mac M:‘

(Vi

¥ o

\Cn&@MoDEL 051 MoDEL
APPUGATION LAYER

/ /—\ -

< APPLICATION LAYER PRELENTATION LAYER

———

TRANSPORT LAYER TRANGPORT LAYER
INTERNET LAYER NETWORK LAYER
b—— —_—

Cowom|
\Y
i
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T ocapsolaTion Prociss

A

APPLICATION
PRECENTATION

I

Ethernet

16 3

Tag Protocol Identifier
(Typically 0x8100
(default),0x9100 or
0x9200)

(0toT)

IP Header Length (in 32kt words

802.1 p priority levels

/(Not used)
15 16

46-1500

1

Canonical Format

Indicator

0 = canonical MAC

1 = non - canonical
MAC

(0 to 4095)

1 Type of Service

/

bits

Unique VLAN identifier

Humnberof a 2
network 4 | H|  Tos 16-bit botal [ength—
hops 16bit identification  |flags{T Fhit fragmert offset

B i 20
sderess of 7L lf protocol 1B-bit header checksum 2
sending 4~ d2bit source P address J.
nocle: ﬁz-bit destiration IP addess

/ options (if any) =

Adchess of
irkended / data %
Fecelyving i
fleel Typoe of transport probocol o e used

Size of datagram (header + daka)

Flags & Fragmentation
o spll large messages
into a series of | P packets

Flag=

-- K bore

-K - Cran®t Fragm enk
Ho-- Uruzed

Checksum o debect any
corruption of the 1P
header within a rouber

Data bo ke sent o receiving node



Byte
ool v bl s |
o Source Port Destination Port

20 TCP Options (variable length, optional)

1 2 3
Blt'01234567'89012345'6?890123T456?6901

| niboie —— Byte —f—word ol

TCP Flags | Congestion Notification | TCP Options i Offset
IC EUAPRSTF | ECN (Explicit Congestion 0 End of Options List Number of 32-bit words in
Notification). See RFC 1 No Operation (NOP, Pad) TCP header, minimum value
Congestion Window 3168 for full details, valid 2 Maximum segment size of 5. Multiply by 4 to get
C 0x80 Reduced (CWR) states below. 3 Window Scale byte count.
E 0x40 ECN Echo (ECE) - 4 Selective ACK ok
U 0x20 Urgent Sy;n 00 11 8 Timestamp RFC 793
A 0x10 Ack Syvhck 00 01 '
P 0x08 Push fek o100 Checksum . Please refer to RFC 793 for
R 0x04 Reset Mo Congesion 01 00 the complete Transmission
S 0x02 Syn patsnsan G 88 Checksum of entire TOP Control Protocol (TCP)
F 0x01 Fin Congestion 11 oo segment and pseudo Specification.
Roceiver Response 11 01 header (parts of IP header)

Sender Response 11 11
M “LAN Adapter
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

(0 IBRBRes=TiEEaqan

ll/\DE‘r 3 deplay filter ... <Ctrl-/>

|Packetlst Narrow &Wide v [[] case sensitve Istng ~ || chtnuggets.com
b. Time Source Destination Protocel  Length Info
135 12:03:34,158214 10.225.1,132 216.58.219.46 TLSvl.2 108 Application Data
136 12:03:34.185288 216.58.219.45 16.225.1.132 TLSv1.2 106 Application Data
137 12:03:34.232839 18.225.1.132 216.58.219.46 TCP 54 63169 - 443 [ACK] Seq=47 Ack=47 Win=256 Len=0
" 138 12:93:34.489363  10.225.1.132 16.225.1.252 ONS. 74 Standard gquery @x1684 A cbtnuggets.com
\ 139 12:03:34.504362 18.225.1.63 239.255.255.250 sSSP 179 M-SEARCH * HTTP/1.1
| 140 12:03:34.520650 10.225.1.132 18.223.0.222 DNs 74 Standard query 8x1604 A cbtnuggets.com
1 141 12:03:34.587962 18.225.1.252 18.225.1.132 DNS 122 standard guery response @x1684 A cbtnuggets.com A 52.4.49.141 A 52.87.18.53 A 54.164.
142 12:03:34,588486 10.225.1,132 52.87.18.53 TCP 66 63448 » 80 [SYN] Seq=@ Win=B192 Len=@ MSS<1460 WS=256 SACK_PERM<1
143 12:03:34.588754 16.225.1.132 18.225.1.252 DNS 74 Standard query 8x@2ac A cbtnuggets.com
144 12:@3:34.589037 18.225.1.252 1@.225.1.132 DNS 122 standard query response @x@2ac A cbtnuggets.com A 52.37.13.53 A 54.164.63.229 A 52.4.

>

Frame 138: 74 bytes on wire (592 bits), 74 bytes captured (532 bits) on interface @

Ethernet II, Src: Dell fe:9d:a9 (f8:b1:56:fe:9d:a9), Dst: HewlettP b3:80:38 (a@:48:1c:b8:88:30)
Internet Protocol Version 4, Src: 10.225.1.132, Ost: 10.225.1.252

User Dotagrom Protocol, Src Port: 55947 (55947), Dst Port: 53 (53)

Domain Name System (query)

[BResponse In; 141]
Transaction ID: @x1684

) Flags: ©x0180 Standard guery
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @

7 Queries

WueT 35 THe —IOS?\
e /
=

o "Wvat 13 Wrnvows?

\ v v
» COMMR?\\D'LN[, CONTERT-SENSITIVE OPEMATING SYSTEM TO CONTTROL CXSQO DIVUICES

N el
A ! Go

MO'QOLITHIQ ND MODOVLAT DLSIGNS f MATONR AND MINOTR \H_'RSIOIQS

r R

. ’-PLQTVO'RP‘I SPECIFIC, MEMOMY MIQVLINEMENTS ' & .
——

/ N

o Onvrwstanpingd SvertNeT 'i. @



COP’INQN\D = Lmi ’\?DUQY_? ITS

"—_IM’?'RY.SS YOO FRILNDS, LOOKF SMART

DemoSwiteh ton0

/——\

15 now Ovaslode

Press RETURN 1o get storyed.

¢ | ROUBLESHOOTING AND DIAGNOSTICS

VUser Pecass Veriticahon
FAT BEYOND GOI

R Password :
Demo Switeh > eno

605' Password :
Demo Switon & Cont

e TONING AND TWEALING CONFIGURATIONS FATR BETOND GOT

<—QEMOTE ACCESSTRILITY, OS / RROWSETW INDE'?U\)DU\)Q&)

L

o CO!\\?'SQ,\)T{GTSO& SPLED, SCRIPTABILITY, ALTOMATION

Yow Do T Git To e LTOS?

° ConsoLe PomT \/

° TLL&L"’

H c\windows\sysremdNomd oxe

- a X
Microcatt Windows (version 10.0.10586)
() 2015 MICrosoft Lorporakion. an vigits reserved.,

C:\Vsers\ Joremy >

« SSYH




COIQSOLY. CO&&EQ‘TZ&OMS AND ?OLLO\)E’R CF\%LLS

M Device Manager

File Action View Help
= @ E Hm e

v & ICicara-Alien

E PuTTY¥ Configurstion

& Audio inputs and outputs
£ Bluetccth
@ Computer

'« Disk drives

Categery: I Display adapters
- Session | Dptions controling local serial res & DVD/CD-ROM drives
B_T;nlleg"g Sedect 3 senal Ine . M Firmwere
| - Keyboard ez e s %@ Human Interface Devices
| L Faa:m;; Configure the wﬁlm a3 Imaging devices
- Window Speed baud) EZTH &3 Keyboards
| - Appearnce - P -
e Dista bis E | @ Mice and other pointing devices
Tranglation Stoo bits 1 B Monitors
. CS:'::” Parity rT— - & Network adapters
- Cormeion S — . ! Portable Devices
Data @ Ports (COM & LPT)
i:z W Prolific USB-to-Serial Comm Port (COM3)
Riogn = Print queues
: E;Hd [ Processors
B Software devices
& Sound, video and game controllers
S Storage controllers
oo == » Bm System devices
§ Unwersal Senal Bus controllers
ToOO B/ § USB Display Adapters

- -

Putty and SecureCRT are usually used.



TOS ConpamenTaLs:
—IOS MOL‘J[-{; ar

°Come Movif (OSER] PRIVILEGED, GLOBAL, INTEMFACE, LING) Ve
HY Hat

P

N

"E_nm, F_nrr, Crwi-2

"

°© The pO  COMMAND

Core modes (user, priv, global, interface, line) -

User Mode Privileged Mode Configure Mode

Router>

H Router# H Router(config)#
Command ﬁ Command ﬁ Command

Privileged Mode

Router# i—

CTL"Z = end

User Mode

Router>

Command

TOS ConpamenTaLs:

°law sTE®S? \\}

TOS Navzcation Leaw

. Configure a console connection and connect via Putty
. Discover what interfaces your device has from privileged mode
. Navigate to the configuration mode for the first interface

. Back out to privileged mode with one command

1
2
3
4
5. Adjust the command history buffer to 80 commands
6. Change the hostname of your device to Noodles

7. Move back to user mode without logging out of the router/switch
8
f

. BONUS: Use the ? command to figure out how to set the router/switch clock
rom privileged mode. HINT: the command starts with "clock" ;o)




(3sco Stonacte Locatzons 25

e ~
AL NSIDE OF THE DEVUICES OOTsIDE OF THE

R1#copy running-config startup-config
R1l#erase startup-config !(remove configuration)
R1#reload

BTRouterf#show flash

ystem flash directory:
ile Length Name/status
1 29715256 c2600-adventerprisek9-mz.124-13b.bin
2 1642 BackupCFG [deleted]
3 1642 cbtrouter-confg
29718736 bytes used, 3311404 available, 33030140 total]
B2768K bytes of processor board System flash (Read/Write)

BTRouter#icopy run

BTRouterf#copy running-config flash

pestination filename [cbtrouter-confg]? 20l16different-cf
rase flash: before copying? [confirm]n

erifying checksum... OK (0x8060)

B99 bytes copied in 6.044 secs (149 bytes/sec)
BTRouter#[}

& THpd2 by Ph. Jounin o *

L- Brawz=

Serves inberfaces |-:.a.25.- 132 Feakel FI = Shows Dir |

Cument Direchory

Thp Server | Thp Chant | Syskogsareer | Log viewsr |

8y file ahartbime | poogess

Abauk Satting: Halp

DEVICES



CBTRouter#copy running-config tftp
Address or name of remote host []? 10.225.1.132
Destination filename [cbtrouter-confg]? routerback.txt

$Error opening tftp://10.225.1.132/routerback.txt (Socket error)
CBTRouterficopy tftp run

CBTRouter#copy tftp running-config

Address or name of remote host []12

When you copy from startup to running config it merges the config and messes things up further so
the best thing is to reboot. You can try using configure replace instead. Anything copied into ram
will merge.

‘configure replace’ can be used to load a configuration file from any supported filesystem, not just
NVRAM/Flash.

Router# configure replace nvram:startup-config

This will apply all necessary additions and deletions

to replace the current running configuration with the

contents of the specified configuration file, which is

assumed to be a complete configuration, not a partial

configuration. Enter ¥ if you are sure you want to proceed. ? [no]: y

*Mar 1 ©08:22:03.095: Rollback:Acquired Configuration lock.

*Mar 1 @08:22:86.619: XPARSER-6-EXPOSEDLOCKRELEASED: Exclusive configuration lock released f
*Mar 1 ©@:22:88.627: XLINK-3-UPDOWM: Interface FastEthernet®/@, changed state to up

*Mar 1 ©08:22:89.655: XLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet®/@, change
The rollback configlet from the last pass is listed below:

e T ]

IList of Commands:
line vty @ 4

no login

end

FEREEEEER

Rollback aborted after 5 passes

Router#

*Mar 1 @@:22:14.995: XPARSER-3-CONFIGNOTLOCKED: Unlock requested by process '193'. Configur:
Router#

10S Base config:

Hostname

Banner

Logging synchronous
Console password

Vty password

Ip address/activate interface
No ip domain-lookup
Service password-encryption
. Enable password/secret

10. Copy run start

© o NG A WN R



M Wireshark - Follow TCP Stream {tcp.stream eq 0) - wireshark_pcapng BDCE7C7B-8674-417F-9C6C
i - -
.A = ® W~ Sl | Ao sad e s nss
tp.stream eq 0 er Access Verification
No Time
e Password Piaseseese ANSI
S1
Silreennas
Sirenable
as55word: cisco
SE
S1e
= 5 518
Frame 28: 55 bytes on wire (¢
Ethernet II, Src: Dell fe:9d
Internet Protocol Version 4,
Transmission Control Protoco.
v Telnet
Data: ¢
telnet is

not secure for remote management and is not used anymore. It is a best practise to disable telnet
and use ssh

device - disconnect at once.

Verification

Neo>show ip int

Neo>show ip interface brief

Interface IP-Address ? Method Status Protocol
FastEthernet0/0 10.1.1.1 ] manual up up
Serial0/0 unassigned YES TFTP administratively down
FastEthernet0/1 unassigned S manual administratively down
Seriall/1 unassigned YES TFTP administratively down




C1sco TruTemrace SvyoTer /

G $ oc
tnemaLs <type> <blade>/<module>/<port> (Y_)?_’__’_
Casco 2507: interface ethern@
)
o \ | /

(ssco 2w2/: interface fastethernet 0/0

TOS onvamenTarss

IOS ¢

°law sTEPSS \

1.

2.
3.
4,

Using a console connection, log into your Cisco device
Assign your Cisco device an IP address from the 10.2.1.0/24 network
Assign your computer an IP address from the same subnet

Set the telnet and enable password to "ninja" using the most secure method
possible.

. Telnet to the device and set a logon banner for all future sessions (creativity

counts!)

. Change the hostname of your device to your first name

. Prevent your device from looking up mistyped privileged mode commands via

DNS

. BONUS: Download tftpd32 to your computer and backup your running

configuration via TFTP server



SOI.TQHII\)(.,. AT THE CO’RE

caM TABLE —(5 MINOTES
e

°U'QV—&ODN MAC ADUYRESSES FLOODLD OLOT ALL ?O’RTSGKQ&'\)T. D

3
¢ T ‘/—\
Q o\‘p‘ A 4 1
P OWENRED

c‘\é‘/ ° APPLICATION SPLCIFIC INTEGRATED CIRCOITRY (as3C
P Pt

& = J
| bd-ad-e3-28-9f-e7
EEEENEDs. ofe7 First six digits represent the vendor.
SDS‘TQ\‘\NG. AT THE COT(Y.
/ < B / .
°Ol¢£ PROADCAST DOMAIN, MANY COLLISION DOMAINS

B O

o STORES LEARNED MAC ADDRESSES IN CAM TARLE - S £s
° UNEROWN MaC ADPRESSES FLOODED OOT ALL PORTS (ERCERDT. . .)

* APPLICATION SPECIFIC INTEGRATED CIRCOITRY (ASIC) POWERED

\D.\

)
i

Use mac-address tables, cdp and cable maps to locate a device.



SQXTC\-\KN(D C\)&DRP"LNTGLS;’ \J

Enter configuration commands, one per line. End with CNTL/Z.
S2 (config) #int vlan 1
shut
shutdown
ad
adde
addre
S2 (config-if)#ip address ?
A.B.C.D IP address

dhcp IP Address negotiated via DHCP
pool IP Address autoconfigured from a local DECP pool

1 00:09:28.319: %DHCP-6-ADDRESS ASSIGN: Interface Vlanl assigned DHCP address 10.1.1.66, mask 255.255.255.0
. hostname S2

S2 (config-if) #ip address 10.1.1.3 255.255,255.0
S2 (config-if) #+2z

1 00:10:16.545: %SYS-5-CONFIG I: Configured from console by console
S2#show ip int
S2#show ip interface bl

Rest is the same config for telnet/ssh

f;?Lio, E)u?LLK, anD &JOQ

N[TLDO’.‘(I SPLED HWAS INCMEASED OUVET TIME. . .

Itis recommended to hard code the speed and duplex especially when you have 100Mbps devices
otherwise the standard says that if the other side doesn’t reply back then fall-back to half duplex.



Yow To Tist 1 ™ Nitwore 15 Stow

L S?ELDTLST SITES - MOLTIPLE LOCATIONS

SPEAKEASY. NET/SPLEDTEST

SPLLEDOF . Mt

2. (WDaTen SPLED AND CONSISTANCY OF SPLED

2. TOTIROAL TESTING - OSE I PRy (CLINT / SERUER)

. L}\)K".‘('{ D VS, WINELESS - NEVENR ACCEPT ONLY A WINELESS TEST

-

. KMOD YOO BASLLINE OSAGE AND BANDWIDTH CAPACITY

4 wren VUWINUAU IFEid arkh. e b
€ o perffr

[E]]
W Windows 64 bits compiled by Vivien Guéant sha256)

iPerf 3,1.3(8 jun 2016
iPerf 3.1.2 (1 fev 2016 - 1.3 MiB for W
iPerf 3.0.12 (8 jun
iPerf 3.0.11(9 Jan:

1Perf 2.0.9 (6 jun 2016
iPerf A8 (17 sep 201

Server actively running and listening on 5201 port. Good test to
check internal network speeds before even checking the external internet.

C:\iperf-3.1.3-win6d>iperf3.exe -c 10.225.1.252

Connecting to host 10.225.1.252, port 5201

[ 4] local 10.225.1.14 port 55688 connected to 10.225.1.252 port 5201

ID] Interval Transfer Bandwidth

0.00-1. sec 11.4 MBytes 95.4 Mbits/sec

sec 11.0 MBytes 92.2 Mbits/sec

sec 10.9 MBytes 83.9 Mbits/sec

sec .75 MBytes 81.8 Mbits/sec

sec .62 MBytes Mbits/sec

sec . MBytes Mbits/sec

sec . MBytes Mbits/sec

sec . MBytes Mbits/sec

sec .00 MBytes Mbits/sec

sec o MBytes Mbits/sec

ID] Interval Transfer Bandwidth

4] 0.00-10.00 97.1 MBytes 81.5 Mbits/sec sender
4] 0.00-10.00 97.1 MBytes 81.5 Mbits/sec receiver

L S

S

]
]

o

&b b

]
]
]

1=

]
4]

WoONOOTWVIAS WN W
HFwLVwoo~NOODUVEAEWN
NUuUOOGONNDOUN

. §838888888

[
[
[
[
[
[
[
[
[
[
[
[
[
[

iperf Done.

C:\iperf-3.1.3-win64>




Uptime Downtime: Coverage: Sensor Type:

Las Last Down D ency Intena D
2s 2s 2154 99.9452% 0.0548% 9% SNMP Traffic 64bit Parent every 603 29263 %

“88
Wi 16,036 bbi
16,000 & i

1;000 \oo“:@ r a1 1oomM

% som
6,000
4,000
2,000
Lo A ks
a
Zz z % z S z % z S % 3 2 Z Z z %
w s w P @ 3 v 2 ry 2 w 2 Py 3 w a
* =1 = 2 * =3 = el kA =3 = a * = = a
e & i & i 5 & B & S & [ S & & @
4] oountime %) [F] TaficTota  etivss) [ 2] Tratic in iot)s) [P]TreficOut  (kbits Showalll el D
Date Time Traftic Total (votume| Tratfic Tota' {speed? Traffic In (volume) Traffic In (speed) Traffic Out (volume) Traffic Out {speed) Tme Coverage
Sums (of 240 values) 3,289,661 KByte 2,652,662 KByte
Averages (of 240 values) 13,707 KByte 1,872 kbit/s 11,053 KByte 1,509 kbit/s 362 kbit/s 0% 100 %

K[Y —IOQTYR?GCl COON\T[‘RS

° TRACE THE SWITCHPORT PATH BETWELN SOURCE AND DESTINATION

TVE SHOW INTEMFACE COMMANDY) TO MEVILW STATISTICS

°Km PENRFOTMANCE COONTERSS

- DOPLER/SPLED - COLLISIONS

- S MINLTE OOTPOT WMATES - LATE COLLISIONS

- INPOT EMMOWNS

- INTLNFACE MESLETS
= KRG

=N
” )
o0,
monet »show interfaces serial o

|5F-'ri-11 0 iz up, line protocol iz up I—Interface zatatuz line
Hardware iz MCI Serial

Intemet addrens iz 131.108 .156.98, cubnet masck in 255.255.255. 240

Cutput MTU 1500 byvtez, BW 1544 Ebit, DLY 20000 uzec, relv 2155/255, load 1/255
erpS H\‘“--.E:Lgi;_pnm.tlaI:irc:crl HDLC, loopback not oet, keepalive oet (10 oec)
Lazt

0:00:00, output 0:00:00, cutput hang never |nput erpS

Last cleari "show interface" councers never

CRC output cueus 0O/40, input gueus ©/75,| 301 dropz
errors Five minute input rate 92000 bics/mec, 16 packsto/oec
inute ocutput rate 9000 hito/zec, 17 pachets /zec Abort
5TEOBO wka inpukt 785841604 byvtes, 0 no buffer alalaluslls

Received 757 hrtaecastzs, 0 runts, 0 giankts
/1-1512-1 input errar:|, |E|'.':-13 CRC|. 58857 frame, 0 overrun, 0 ignored, |3 ahort
Input

5298821 packetz cutput, 765669558 hytes, 0 underrunz
0 output errors, 0 oollisd . |294¢1 interface resetz, 0O rectarts

eIrors |: carrier transitcions

/ Framing errors  Interface resets
Carrier
transitions




FastEthernet0/1l is up, line protocol is up
Hardware is AwdFE, address is 000&.dYbEZ_clel (bia 000&_dA7bhE.clel)
Internet address is 10.1.32.2/24
MTU 1500 bytes, EW 100000 Ebit, DLY 100 usec,
reliability 255/255, txload 17255, rxload 17255
Encapsulation ARPA, loopback not set
Eeepalive set (10 sec)
Half-duplex, 100Mbh/=, 100BaseTH/Fi
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:00, output 00:00:00, output hang never
Last clearing of "show interface" counters newver
Input cuens: 0/75/0/0 (sizmef/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Oucput cquewe: 040 (size/max)
L mimate input rate 1000 bits/fsec, 2 pachkets/isec
E mirmate output rate 3000 bits/Ssec, & packets/sec
230 packets input, 534Z6 bytes
Beceived & broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, O frame, 0 overrun, O igunored |
0 wratchdog
0 input packets with dribble condition detected
1368 packets output, 174674 bytes, 0 underruns
0 outbput errors, 0 collisions, 1 interface resets
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier
0 output buffer failures, 0 outbput buffers swapped out

Tue Pomvost oF PorT StcomITr <2
o

VT

. wi CAME ABOLVT THINGS PLLGEING IN TO THL RETWONF

° TLQO TYPES OF SECOMITYS |L E

8 (iUEﬁTowi LIMlT THE NOMRETR OF MAC ADDMESSES ON TtACLH PORT
= il

R [

Z: (S[C\)’R'STY QU\\T’R'&C) LIN‘XT WHAT MAC ADDMESSES CAN ACCESS THE POMT

) :
J WREE RESPONSE TYPES! PROTECT, MESTRICT, A SHOTDOWN
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. Connect two devices to your Switch 1 (S1), port 1 and 2.

[0S ]

. Assign the devices IP addresses on the same network and begin a continual ping between the devices.

w

. View the MAC address table - verify the devices are appearing as expected.

F =

. Enable port security on the ports to only allow a single MAC address.

o

. On one of the devices, use a tool like Ostinato and generate traffic from multiple source addresses (alternate: another hub/switch);
verify port security works.

(a2]

. Re-enable the port; ensure pings continue to work.

-~

. On both ports, enable the sticky MAC address feature.

o

. Move the device on port 1 to port 2 and vice versa. Verify port security is functioning as expected.

©

Re-enable the ports and remove port security.

IS1#show port-
Port Security
[Port Status
Violation Mode
JAging Time
Aging Type

ce fastEthernet 0/1
Enabled
Secure-shutdown
Shutdown

0 mins

Absolute

security interfa

Securestatic Address Aging
Maximum MAC Addresses
fTotal MAC Addresses
-Configured MAC Addresses
ISticky MAC Addresses

Last Source Address:Vlan

Security Violation Count

fao/1

Disabled
1

0

0

0
f8bl.56fecy
1

3dad:1

down, line protocol is down [(GSalebR-EIIR-T.)]

Hardware is Fast
MTU 1500 bytes,
reliability 255/255,
Encapsulation ARPA,
Keepalive set
Auto-duplex,

Ethernet,

(10 sec)

address is 000c.854b.ee8l
BW 100000 Kbit,
txload 1/255,
loopback not set

(bia 000c.854b.eeBl)
DLY 100 usec,
rxload 1/255

pe is 10/100BaseTX



!

interface FastEthernet(0/1

switchport mode access

switchport port-security

switchport port-security mac-address

switchport port-security sticky f8bl.56fe.9%dad

interface FastEthernet0/2

switchport mode access

switchport port-security

switchport port-security mac-address sticky

switchport port-security mac-addr sticky 0011.43fe.5425

ONDERSTANDING THE  PROBLEM

o THERE IS UTRTOALLY NO SECORITY AT LATER 2

o THi'nz IS NO SEGEMENTATION AT Lariw 2

o THERE IS NO MEAL WAY TO DIFFERMINTIATE DIVICES AT LATER 2 "\ /

\
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Ow» Scvool SoroTtions

/L ?ouTtns EVERTWHERE
e S

Z5 SE’R\)ET(% ON EVERY
NETWORYE




Tue VLAN Sororzon

o VLANS cmiaTe MOLTIPLE RROADCAST DOMATNS / SOBRNETS / NETWORES
—————————————————

& S

=
o \/LHMS SEGMENT AND ISOLATL TRAFFIC /,
Roormwe Wetwees VAN \\,'Lo\ A VLAN 7- SALS
e Acet
/. THL oLp, BOT VALID POSSTIRILITY Vi E
(,o\“' 1 > 0.5 DI N

= ﬂ 0.1.3.1/24

L D EE——

\\\ S::;\ (VLAN 1)

— — 60/0.2 (vlan 2)
ip address 10.1.2.1/24
encapsulation dotlQ 2
6 v G0/0.3 (vlan 3)

oNTP® Q,p ip address 10.1.3.1/24
2. Tue mooTiw ond sTicy (wroas)

v

-

\o\:],- encapsulation dotlQ 3

‘ Trunk G0/0 .



Rovrme Witween VLANs

/. Tue olp, BOT VALID POSSTRILITY

G0/0.2 (vlan 2)
ip address 10.1.2.1/24
encapsulation dotlQ 2 w
G0/0.3 (vlan 3) \
ip address 10.1.3.1/24
encapsulation dotlQ 3

GO/0 |
— &

L3 SWITAHING TAFLS THE COME OF MOOLTING AND MAFES IT ASIC-BASLD
—\

ASIC based devices are limited with features which is why the routers still exist.



OUERVUIEW OF | RONEING
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OTRC.,C.,INQ, DONE BETWEEN SWITCHES ™™ BOZ./a

° A MEMOVED ON ERITING [acuss ’?O‘RT]

o | RONE PORTS CONFIGORED ON £ACH TINTERFACE

Vow Tre Drpamic T rodEInG  ProTtocol Womes

™,
( Trunk )/ Tagged

A~ (acesd) ~A

P —=(w)
A (’.n
o \

QILAN 2 ) dLAN 3)

OEI\BGEL'I!\B(‘: TRONF PONRTSE

- MANLVAL CONTIGUTATION (TRONE / NONEGOTIATE)

- DYNAMIC CONFIGLURATION ((DYNAMIC Q\JTOW/DYQQP"SQ DESTRABLE
—
Y J <
° DrRaMICl CONFIGURATION CAN BE CRELPY ¢ OSE NONELGOTIATE

Dynamic Dynamic Trunk Access
Auto Desirable
Dynamic Access Trunk Trunk Access
Auto
Dynamic Trunk Trunk Trunk Access
Desirable
Trunk Trunk Trunk Trunk Limited
Connectivity
Access Access Access Limited ACcess
Connectivity




Twe STrenee avp MrsTiwrIows mei\\ﬂ,ﬂf\)

0 TRONE PORTS SHOLLD MECLIVE TRAFFIC WITH TAGS
1
e

Trunk / Tagged

el

e

T

O . .’BOT WwYAT IF

poEsy T7 NATIVE VLAN

o ... 50T vow?

= SWITALY ONRIGINATEY TRAFFIC
- PASS-THNOLGY DEVICES

= NJIMTOALIZLY SETNVEMRS

Native vlan should be configured the same on both sides

SOlTC_HIQG \ﬂ.ﬂ I\J‘S:

Conrreonrine avp Jistme VLANS

Jen 2 = /0./.2.0/24 (,:\.
"
ien 3 = /0./1.3.0/24 =

” N
1. Create and ntings)

2. Assign designatéd ports to appropriate VLANs

T

3. Turn off STP on all ports so they come on right away (spanning-tree portfast)

4. Plug two computers into ports 1 and 2 - assign them IP addresses from the subnet
5. Start a continual ping between the two computers (command prompt -> ping <ip=> -t)
6. Unplug one computer and move it to port 3. What happens to pings?

7. Unplug the other computer and move it to port 4. What happens now?

8. Unplug one computer and move it back to port 1 or 2. Then, with the pings still going...switch the port to VLAN 3.
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Switch#show vtp status
VTP Version : running VTFl (VTP2 capable)
Configuration Revision : 0
Maximum VIANs supported locally : 1005
Number of existing VLANs : 5
Operating Mode : Server
Domain Name -
Pruning Mode : Disabled
V2 Mode : Disabled
Traps Generation : Disabled
MD5 digest : 0x57 OxCD O0x40 0x65 0x63 0x59 0x47 OxBD
Configuration last modified by O 0.0.0 at 0-0-00 00:00:00

Local updater ID is 0.0.0.0 (no valid interface found)
Switch#ll




SQTA.TC_HI&G \ﬂ.ﬁ M“S:

Conrreomine Tmonkne anp VT v

Trunk

Jien 2 = /O /.2.0/24
e 3 = /0./1.3.0/24

| n
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1. Use two switches - completely erase the configuration on both of them.

2. Access switch1 (left...S1) and configure VTP Mode: Server, Domain: CBTNuggets (set a VTP password if you like).

3. Add the VLANs shown and assign ports on S1.

4. Configure Port 5 as a trunk link, manual configuration (don't disable DTP), 802.1¢q encapsulation. Check the config on S2.
5. Plug the two switches together on port 5. What happens? What is the config of S2, port 57 What VLANSs does it have?

6. Configure VTP on S2 and see if VLANSs replicate.

7. Verify the Trunk link - what VLANs are permitted to cross?

8. Plug some PCs in to the switches and move them around similarly to the last lab and verify all is working as expected.

Scenarto /2 STOpinT JiSTING Is noT WomETNG

Hudson Elementary is running state-mandated student tests in multiple classrooms this week. Each of the five testin
classrooms has a 24-port switch feeding the 20 desktop computers in the room and is connected back to the core MDF switch.
Classroom 1 is reporting connectivity failures, while the other four classrooms seem to be working fine.

S e e

Determine why Classroom 1 is not working and ipap

ment a resolution (if possible).

CLASSROOM2

CLASSROOM3

CLASSROOM4
CLASSROOMS ﬂ



Scinario 2: AccoonTine SeriavsHieTs ame  UNBLaRABLE

s to the group. To accommodate the expansion,
at increased the capacity of the network as well
gam has been very vocal in communicating

The accounting group has rece grown and adde 'ew more tea

the junior on-site technician create ew IP subnet forthe accounting

as adding an additi nsion switch® nges, the accoun
everything seems to be running sIowW;

that ecially commonly accessed Excel spreadsheets.

T EE— ——————————————————
Use your ninja-level troubleshooting skills to determine if this is a network related issue. \

VLAN 2
Accounting

Trunk / Tagged

0/24

VLAN 2
Accounting

VLAN 2

Accounting 10.223.1.0/24

Scenvarzo 3: Portze WIGET 35 Onavasiewts

The Public wireless at the Mellow Flaky Flakes cereal company has recently gone down. Guests are complaining that they are
now incurring higher cell phone bills and are threatening to sue Flaky Flakes for undue stress and increased data charges.

Save Flaky Flakes from the lawsuit. Determine why Public WIFI is unavailable and fix it.
——————————

X

—

0/24

FO/3

WAP1



Dirmme T NiTwory Nizeweonrvoon LA 2

A

Lanp oF
172.30./100.0

AP: 172.30.100.1
MASK: 255.255.255.0

3
~
C&
IP: 172.30.100.50
MASK: 255.255.255.0
GW: 172.30.100.1
T‘\l NETWONRE ROVLNDARY -
=

SMANT COMPOTEMS
o THL NEEY FOMR TWO ADDNESSES

Dtrmmco THL MLTQOT‘(\’— MLXCDHBO'R\'\OOD

\
Lano oF V

172.30.100.0 IP: 172.30.100.1
MASK: 255.255.255.0

¥ Invalid input detected at '*' marker.

Routerf#show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - Is-Is, su - IS-IS summary, L1 - IS-IS level-1l, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
© - ODR, P - periodic downloaded static route

Gateway of last resort is 185.13.22.33 to network 0.0.0.0

185.13.0.0/28 is subnetted, 1 subnets

185.13.22.32 is directly connected, FastEthernet0/1
172.30.0.0/24 is subnetted, 1 subnets

72.30.100.0 is directly connected, FastEthernet0/0
0.0.0.0/0 [1/0] via 185.13.22.33

=1



Rl#show controllers s0/1
Interface Serialld/1
Hardware is PowerQUICC MPC860
DCE m, no clock
idb at OxB84C6BEF8, driver data structure at 0x84C73614
SCC Registers:
General [GSMR]=0x2:0x00000000, Protocol-specific [PSMR]=0x8
Events [SCCE]=0x0000, Mask [SCCM]=0x0000, sStatus [SCCS]=0x03
Transmit on Demand [TODR]=0x0, Data Sync [DSR]=0x7E7E
Interrupt Registers:
Config [CICR]=0x00367F80, Pending [CIPR]=0x04008800
Mask [CIMR]=0x00200000, In-srv [CISR]=0x00000000
Command register [CR]=0x540
Poxrt A [PADIR]=0x0400, [PAPAR]=0XFFFF
[PAODR]=0x0000, [PADAT]=0xESFE
Port B [PBDIR]=0x03A0F, [PBPAR]=0x0100E
[PBODR]=0x00000, [PBDAT]=0x3FF7D
Port C [PCDIR]=0x00C, [PCPAR]=0x000
[PCSO]=0x0RA0, [PCDAT]=0xFF2, [PCINT]=0x00F
Receive Ring
rmd (680127F0) : status 9000 length 60C address 75DCFA4
rmd (680127F8) : status 9000 length 60C address 75D5424
rmd (68012800) : status 9000 length 60C address 75D3A24
rmd (68012808) : status 9000 length 60C address 75D40A4

Q x
10.5.1.0/24 T s 10.5.3.0/24
fkulv ")
8

V1. Configure R1 and R2 with the IP addresses shown in the diagram

V2. Verify the routing table on both routers - what networks do they know how to reach?

\/3 Ping directly between the two routers. Are you successful?

"/4 Ping various devices on the LANs attached to the routers. What works, what doesn't? //"
\ 5 Implement stat:c routing on the routers shown so that full connectivity is achieved. ‘/

v 6 BONUS: Add a s;condary connection between the routers. Set up{ﬂoatmg static routing ‘Fo that redundancy is achieved.




_Qoxs‘rmc, (‘_QIQDGN'E_IQTQLS:

TRovTive Wit VMLANs

VLAN 51

n

10.1.51.0/24

VLAN 52

10.1.52.0/24

1. Connect devices as shown.
2. Create VLAN 51 (ENG) and VLAN 52 (MGMT) on the switch and assign ports as shown.
3. Configure a router-on-a-stick design. The router should be the first IP address on each subnet.
NOTE: The trunk port between the router and switch should ONLY allow VLAN 51 and 52 (VLAN 1 native)
4. The computer in VLAN 51 should be able to ping the computer in VLAN 52 (and vice versa).

-Roo‘rmco (‘-O&DGNEI\\TQLsf
Lavim 3 Swoitenine

VLAN 51
|
=
F0/2 |
10.1.51.0/24 n
FO0/3
10.1.52.0/24

1. Connect devices as shown.
2. Create VLAN 51 (ENG) and VLAN 52 (MGMT) on the switch and assign ports as shown.
3. Configure a Layer 3 Switch design. The SVIs should have the first IP address on each subnet.

4. The computer in VLAN 51 should be able to ping the computer in VLAN 52 (and vice versa).

Cisco Switch
192.168.1.2

DHCP Clients




OspersTanvine OVCP

v
DOROADCAST-BRASED, CENTRAL IP DISTRIBOLTION

2%
")'\.\\TT’FQL CLIENT INTENRACTION

) 4

FISSIGNS IP ADDNESS AND DHCP OPTIONS

INEO#show ip dhcp binding
(Bindings from all pools not associated with VRF:
IP address Client-ID/ Lease expiration Type
Hardware address/
User name
110.1.51.20 (BIf8 .b156.fe9d.as Mar 02 2002 12:34 AM Automatic
NEO#|

Yow DVCP 1s Mostir PavoLen

e OVCP sroM 8 PETWORE DEVICE (SAME NETWOTRY)

.\o.)

s OVCP wiLar FROM @ CENTRAL DHCY SERVETR

~ 10.1.10.0/24
Difference between Option 150 and Option 66:
*DHCP option 150 supports a list of TFTP servers (Multiple Server IPs)
*DHCP option 66 only supports the IP address or the hostname of a single TFTP server.
DHCP Option 150 is Cisco proprietary. Option 66 is an |IEEE standard.
For Cisco phones IP addresses can be assigned manually or by using DHCP. Devices also require
access to a TFTP server that contains device configuration name files (.cnf file format), which enables
the device to communicate with Cisco Call Manager.




Cisco IP Phones download their configuration from a TFTP server. When a Cisco IP Phone starts, if it
does not have both the IP address and TFTP server IP address pre-configured, it sends a request with
option 150 to the DHCP server to obtain this information.

DHCP Option 150 is Cisco proprietary. The IEEE standard that matches with this requirement is
Option 66. Like option 150, option 66 is used to specify the Name of the TFTP server.

B Trpal by Phe B Thpd32: Settings Py

Cuptenil Ditectaly |i GLOEAL | TFTP  DHCP |5‘r’SLI]E|
DHCP Pacl defiriian

IP pool slael addiess 1.1 52 /D

Senval inbaifacas |'

M Size af pral 0o

ellacaled &l Lease [mirutes) |_333]
Bk Fik [
OHCP Optiare
Ded. rowter [Ope 3] 10.1.521
Pz, O 1) 296,295,250
OMS Servess [Opt B [4222

. WINS serves Opt 441 [

NTF zzrver [Ope 42)
SIP zerves [Opt 120]
Aboud Domain Mame [15) [hamie oz
" | Addtional Optien [0 |

DHCF Sethrgs
d rﬂut&r; thf r Ping addr=ss betore azsgnatbon f

[T Possistant loases

DHCF‘ see [7 Double srswe if nalay delech=d l
' [ Bind DHCP to this address % v

ibuting host L

DNS servel ok | Defmit | Help | Carcel |

ST

RovTme onpamenTaLss
» Conrzconrme DVCTY

F

ISP n

10.1.52.0/24 Py

1. Restore the Router-on-a-Stick configuration on the switch and router; the router should own the first IP address of each VLAN.
2. Configure the clients for DHCP. After 60 seconds of enabling DHCP, see what IP address they have. What is this IP address?

3. Configure the router as a DHCP server for each subnet, distributing host addresses between 20 and 99 in each subnet.
Also distribute 4.2.2.2 and 8.8.8.8 as primary and secondary DNS servers. Verify hosts receive the addresses.

4. Disable DHCP on the router and configure DHCP relay for the DHCP server 10.1.51.200 on VLAN 51. If you can, configure a DHCP
server at this address for both subnets and ensure DHCP relay functions properly.
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R2#show ip protocols
Routing Protocol is "rip"
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Sending updates every 30 seconds, next due in 0 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Redistributing: rip
Default version control: send version 2, receive version 2
Interface Send Recv Triggered RIP Key-chain
FastEthernet0/0 p. 2
Serial0/1/0 s 2
Automatic network summarization is in effect
Maximum path: 4
Routing for Networks:
10.0.0.0
Routing Information Sources:
Gateway Distance Last Update
10.5.2.1 120 00:00:04
Distance: (default is 120)

R2#show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-l, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/24 is subnetted, 3 subnets
10.5.3.0 is directly connected, FastEthernet0/0
10.5.2.0 is directly connected, Serial0/1/0
10.5.1.0 [120/1] via 10.5.2.1, 00:00:15, serial0/1/0




RovTive ProTocolss
Cor\)vxc.,unmc, _\Z-IP\)\JZ
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10.5.1.0/24 10.5.3.0/24

1. Assign IP addresses and connect devices as show. Ensure there are no static routes on R1 and R2.
S —— P

2. Test pings between the devices on the two networks. What results do you see?
3. Configure RIPv2 to populate the routing table on both routers. Verify this is successful.
4. Ping between the two devices again. What results do you see?

5. BONUii l}’dd a secondary interface/network between R1 and R2. Add it to the RIP routing process; how does it affect the
routing table?

Accsss-Lasts. .. Twer ‘e Cusrrovere L

(JQHRT THEY ANES 9 LIST OF PIMMIT AND DENY STATLMENTS

- RERMIT /92./68.2.350

- DINY /92./68./.0/24

- REMMIT TC? PONRT B3O vonr 200././71./
- PEWMMIT ALL TC? TRAFFIC Fowm 2/0.0./.0/24

LIWAT THEY CAN BE VOSED FORS ™

- ACLESS CONTROL %
- NaT \0.).5%)

- QOALITY OF SEtMVICL

- DEMAND DIAL MOVTING

- POLICY MOVTING

- MOLVTE FILTIMING

- MALING FTRINCH TOAST
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_~Permit10.1.5.1

,éoeny 192168453 (97 0.0
Permit

..the listgoeson...

—

IMPLICIT DENY

)

FA0/0 \,5
LXST IS MLAY F oM TOM‘FO?S
—_—  — ’

—_
L RVISTRLE IMPLICIT DINY AT Tt BOTTOM

e ——

MAaTOY

A
T‘|CL IS APPLILYD TO AN INTIMFACE INBOLND O OLTROLVND

Rl#show access-list
Standard IP acce

Stavvenro avp Erteovey Feciss Lists
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Wt

- 1 OWIM PROCESSON OTILIZATION
A
ITFLCT DEPLNODS ON APPLICATION

0 Y: RTENDED

- MaTeres ROSED ON SOVRCE/DESTINATION ADDRESS,

PROTOCOL, SOOTRCE/DESTINATION

——

POTRT NOMBRLT

- SR S
ICHiR PROCESSOR OTILIZATION
DSYNTAR TAKES SOME TIME TO

LEATN

FOR INTLRNAL REQLELSTS



QCL COIQ?I-G,O’RRTW'O SQU\\Q’RS_O

192.168.1.0/24 192.168.2.128/25

Ust a stavvere ACL vo wLocx 10.1.1.4/30

O./././ FROM MEACHING /O././. & anNd
/192.168./.0/24

2. Ust a stanvawy ACL To wLock
CCEsSS TO THe /92./68./.0/24 swomM

/

*Assume all Ethernet ports are FA0/0

L\né

N2 18 2. 0425

FILTER| YTy ACCESS

{ia

Wvat 33 PAT? (\

e ToTemeeT = B:c, NiTwore f
e ———

o 10O MANY DEVICES COMPARED TO THE - -~
NOMBER OF TOTAL IP ADDRESSES Ao

<

'—I? MARAGEMERT NECESSATY

o
&

*PUBLIC D ’?‘RX\JGT(\)X\JXDL NEEDED

s WiLcome To NATY

Yow MAT Wones

“ONERLOAD Y 6_9_'_?_3,6_\

|2oo.1.1.1/24|
|192.168.1.o/24|

Inside Address \‘ Outside Address
/ N

192 . 1% . 1. SO/ (zoo./././ﬁo?//)

N
192.168./.5/31536| 200./.1./131536

Twis vrorm o PAT 15 commonty catter PAT

_—



Yow NAT Wones
7

200.1.1.1/24

192.168.1.0/24 | \ e
Internet
\® CBTNuggets.com
]‘ f Inside Address Outside Address

) ¢
192./168./.50:67/1| 200./.1.1:72// i

A

o

192168 SKHT C(zcio././.g)zsé.gm
= e\ )& B ', \ IO e

STGT'SC NAT COAN TNRANDSLATE FOLL IP ADDMESSES O SPECIFIC POMTS
—

/ 0}

Consreunrine NAT Ouswiok

\em»
(8

AcL o 30

AW“‘%S To %€ ‘

TANSLATED n

1) 10 INSIOE AND ouTSiOe
INTGRFACES

3) Define. NAT ofebTions

\A. Assign IP addresses and connect devices as shown. The computers can be configured via DHCP or statically.
1. Assign T acdresse

— p—

\/é. Configure a default route to the Internet - the ISP router is 200.1.1.32. Test connectivity to the Internet from the router using ping.
—— —

\A. Test connectivity from the computers to the Internet. Are they working? Why or why not? (

4. Configure NAT Overload to use the Iﬁ/j interface IP address. Verify NAT is functioning using relevant show commands.
\—

5. BONUS: Convert the NAT Configuration to an overloaded NAT Pool using the range 200.1.1.2 - 200.1.1.5.



Neo#show ip nat translations

123 Inside global | Inside local Outside local Outside global

udp .1:137 192.168.1.50: 23.99.3.152:137 23.99.3.152:137

udp 2137 192.168.1.50: 64.4.23.171:137 64.4.23.171:137

udp :137 192.168.1.50: 111.221.77.147:137 111.221.77.147:137
udp 1137 192.168.1.50: 157.55.56.171:137 157.55.56.171:137
udp :137 192.168.1.50: 157.55.235.153:137 157.55.235.153:137
udp : 35977 192.168.1.50: 65.55.223.29:443 65.55.223.,29:443

udp :35977 192.168.1.50: 71.70.146.148:33786 71.70.146.148:33786
udp : 35977 192.168.1.50: 73.4.148.119:58010 73.4.148.119:58010
udp 135977 192.168.1.50: 95.215.78.190:9241 95.215.78.190:9241
udp : 35977 192.168.1.50: 154.68.21.234:2137 154.68.21.234:2137
udp 135977 192.168.1.50: 157.55.130.162:443 157.55.130.162:443
udp :35977 192.168.1.50: 181.95.222.63:51478 181.95.222.63:51478
udp : 35977 192.168.1.50: 77 189.121.88.179:29912 189.121.88.179:29912
udp :49334 192.168.1.50: 8.8.8.8:53 .8.8.8:53

udp 149344 192.168.1.50: el DS 22,253

udp 149344 192.168.1.50: .8.8.8:53 .8.8.8:53

udp 149616 192.168.1.50: Lol iD3 VR ARl e DS

udp 149616 192.168.1.50: .8.8.8:53 .8.8.8:53

149630 192.168.1.50: 2.:2.2:53 2.2:.2:53

el el el el

e el el el e o el el el

o

-1.
5 I
S
e B3
sde
B i
od s
i I
5 I
ol
= 3%
sd's
2 5
o B
S B
i B
o
2

O R e e R R e e e e

el el el ol ol

I

200.1.1.1/24 /
192.168.1.0/24 /

Internet

1. Assign IP addresses and connect devices as shown. The computers can be configured via DHCP or statically.
2. Configure static NAT to translate all traffic from 192.168.1.50 to the IP address 200.1.1.10. Verify this is working correctly.

3. Configure static NAT to translate all web traffic (HTTP / HTTPS) to the new web server at 192,168.1.51. This traffic will come in on the
IP address 200.1.1.11. Only translate these specific services.

4. Verify all NAT configurations are implemented correctly.

TRatiomare ror L VUG
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°Yis, VImeInza. . . THERS D AN IP ADDNESS SHOMTAGE
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r
o NEd NETWORE DEUICES ON THE RISE

~
"NT‘lT (OO COMRENT 'SOL\L)TTO&) IS NOW SEEN AS A WINDIMENCE TO INNOJATION
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TPue Poorissive

a ¢
° Pporiss sI28 MoVED FPROM 3Z-BIT (IY) TO /28-BIT (IGE) f
O A
° "Provives
340,;282,366,920,938 963,463,374 607 431 ;770,;060,000
. . ADDRESSES

°TO MAYE ADDRESSES MOME MANAGEABRLE, DIVIDED INTO T GROVLPS OF ¢ WLk CHARACLTETWS
e

N
\J ({jOO/;}&%SO:‘OOOO:OOOO:OOOO:%PB‘/:/iZ\B:‘?B@G ]

4

DQOLL /3 TLIMINATE GROVLPS OF CONSECOTIVE 2EROS Q

200/:0050::00842/L2%298 00

A

O—R\)LE 22 DRO?P LLADING 2T ROS
/——__

NZOO/: SO ARy /E 2R3

Twoes o Commonication anp Avprisses

&b 4

LNY—'LOQRL SCOPE ADDNESSS LATER Z DOMAIN

N
&y S

UNICAST: ONE-TO-ONE

/

MoLTicasT: © E-TO-”GW\'F URNIo0E /SITE-LOCAL SCOPE ADPRESSS ORGANIZATION

AnveasT: one-To-closesT (Loval sCoPE APYRESS: INTERSLT
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Sate Locar L T J

(oLowaL

Teres or CommonicaTson anp Appnressis
P =S
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UnicasT: one-To-one INK-LOCAL SCOPL aomuss:)wnn 2 DOMAIN
X i
MOLTICASTE ONE-TO-MANY OURNIowE /SITE-LOCAL SCOPE ADPRESSS ORGANIZATION
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Laor Locar Pppwesses
~

> ASSIGNED ALTOMATICALLY AS AN IPJGE HOST COMES OMNLINL

X%*; [9\/ e

o ALWATS BEGIN WITH FE830 (FINST /O BITSZ /I 11O [O) FOLLOWED BY S4 BITS OF
_—— et e
2EROS
CT—
LAST GY BITS IS THE 4B-BIT MAC ADDRESS WITH FFFE SQOLEZED IN THE MIDDLE
Mac G‘-‘)v:@i\"&f({ﬁ(l/q . \7122 . DeF3
Fe303: LasT Y BITS? (
\ OO0/7.D/sF.FL22. 953 6‘4
"l 11O 1000 COO0 OO0 0000 00O = FEBOIIOO/TISD/STIFE222DCr3
Select C:\WINDOWS\system32\cmd.exe - O X

Primary WINS Server . . . . . . . : 192.168.157.2 2
NetBIOS over Tcpip. . . . + . . . : Enabled

Wireless LAN adapter Wi-Fi Adapter:

Connection-specific DNS Suffix . : SSBCUSA.local

Description . . . . . . . . . . . : Dell Wireless 155@ 802.1lac

Physical Address. . . . . . . . . De-53-49-D7-8D-7D

DHCP Enabled. . . . . . . . . . . :*Yes

Autoconfiguration Enabled . . . . : Yes

Link-local IPv6 Address . . . . . : feBU;:[SERSAII Ity FEEPreferred)
IPv4 Address. . . . . . . . . . . : 10.225.1715YPreferred)

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Lease Obtained. . . . . . . . . . : Friday, September 30, 2016 6:12:48 AM
Lease Expires . . . . . « «. . « . : Friday, September 30, 2016 8:02:51 AM
Default Gateway . . . . . . . . . : 10.225.1.254

DHCP Server . « « « ¢ ¢ ¢ ¢ ¢ o« 5 10.225.1.252

DHCPv6 IAID . . . . . . « « « « . : 63984457

DHCPv6 Client DUID. . . . . . . . : 00-01-00-01-1C-D6-28-7F-F8-B1-56-FE-9D-A9

DNS Servers . . « +« « « « « « « o«  10.225.1.252
10.223.0.222
NetBIOS over Tcpip. . . . . . . . : Enabled

Ethernet adapter Bluetooth Network Connection:



CDLO&QL g DORESSES

oAt THETR WIGHW-LEVEL 3 BITS SET To OO/ (Z2000::/3)

N 1A

Subnet ID (64 - ‘nf bits)
[

0 GLOBAL MOVTING PREFIR IS 483 BITS OWN Liss
/

‘ Global Prefix

0o SOBNET ID IS COMPRISED OF BITS ANE LEFT OUEMR AFTEM GLOBAL MOVTING PRLFIR

\)
DT\-\E PRIMATRY ADDRESSES COMPRISING THE IPVG INTERNET ARE FROM 200/:://6 ;l1|‘|:; !‘,

72
o?
/32 XOBNETS ASSIGNED TO PROVIDERS
- /438 @ (totl )SUENLTS ASSIGNED TO COSTOMERS

T\'\E KNDS OoF F\DD’RESSES a CLI.E_IQT CO\)LD \‘\Q\JE

v
o (oLowaL —~ Z XWX %%

o Uniove Local

o MoLTIcasT

2 ﬂ NYCAST
~—




\—\OD a CLIEIQT C‘)ETS any _pr HDD‘RESS /é
l.{

2001:db8:1:A::/64
Windows 8

Setar Peee o L Pue at (OB TNGGeeTs

1Pv6 multicast
List or MeTtvons o l Description
/ FFO2::1 | The all-nodes address used to reach all nodes on the same link.
* Statze Avprissine: LDwaT IT ALWATS WAs BLEN //"mﬁ e ol routar e st esch i e n the same b
The all-OSPF routers address used to reach all OSPF routers on
| FFO2:5 the same link.
‘The OSPF designated routers address used to reach all OSPF
Fro2:6 | designated routers on the same link.
[The all-RIP routers address used to reach all RIP routers on the
+ OVCPye: Wvwat 3T aLwaTs vas BELD | PR e ek
The all-EIGRP routers address used to reach all EIGRP routers on
(MOLTICAST -POWERED) FFOZA  line same ink.

2
[ 3 m:lldhl-no‘o ;dduss mdih h l&&nu mmm; prx;

( g i 10 resolve the IPv6 address of a knk-local node to its link-layer

FFO251:FEXXIO00K |, jres5, The st 24 bits (X000K) of the solickednode address

e¢ /7 ?\ are the last 24 bits (6 hex characters) of an Bv6 unicast address.
SLACC: Svetitess Aoonriss Aoto Conrreomation (EUI'Q*> <: )

f e T )
- DrnaMICALLY ASES RMOVTER TO DISCOVER RETWORE (ICMP WDORENORSE)
——\

- CDYJQE_’RPTY_S HOST POMTION OF THE APDMESS (RELTING ON DQD) >

0" -.p&'-"{b\



IPv6 multicast
address

FFO2::1
“ 2::2
rrozas
FFo2:6.
FF02::9

FFO2:A
——
FFO2:1:FFocxxxx

IE‘ Network Connections

The all-nodes address used to reach all nodes on the same link.

The el_r_o—u% address used to reach all routers on the same link.

) The all-OSPF rouun eddress used to reach al OSPF routers on

The OSPF designated routers address used to reech ell OSPF

 designated routers on the same link.

The all-RIP routers address used to reech ell RIP routers on the

|same link.

The all- BGRP routers eddress used to reach all EIGRP routers on
the e same lin lmlr. -

The eolldhd node address used in the address resolution process

to resolve the IPv6 address of a link-local node to its link-layer
address. The last 24 bits (XX:XXXX) of the solicited-node address

are the last 24 bits (6 hex characters) of an IPv6 unicast address.

4 &5 ControlPanel » Network and intemet > Network Connections

Qenanive w Connarct Tn Micahla thic nahunde davice Piagnose this connection »

{ Q Wi-Fi Adapter Froperties

',Nmm Sharing
Co

. Generd

nl.—llh r—lmmmmmml;

2 L VMWare
¥ _ Unident
E GBE Famity Controlier ViMware

i Intemet Protocol Version 6 (TCP/IPvE) Properties X |

You ¢an get IPv6 settings assigned automatically if your network supports this capablity.
Otherwise, you need to ask your network administrator for the appropriate [Pv6 settings.

(O) Obtain an Pv6 acdress automaticaly
(@) Use the following IPvE address:

1Pv6 address:

[00sadicis |

Subet prefix length: (64 |
Default gateway: [ 2001:a:fc::2 |

Cbtain DNS server address automabcally

(@) Use the following DNS server addresses:
Preferred DINS server: I I

Alternate DNS server: I I

[C]valdate settings upon ext Acvanced.

4items




TPues

i‘i,r;\’T Lt RFAC C ONTFIGULUTATION ) r>‘T e ?CA;? e
'_@2001:210:10:1::1/54 e
L)
2001:210:10:1::2/64

2001:55::1/64

2001:56::1/64 n

1. Assign IP addresses and connect devices as shown.
2. Test by pinging between the two devices.
3. Configure a static route allowing the two LAN connections to reach each other.

4. Test using ping sourced from each LAN interface of the routers.

Rl#show ipvb interface brief
FastEthernet0/0 [administratively down/down]
FastEthernet0/1 [administratively down/down]
Seriall/® [up/up]
FE80::C001:28%F:FEOQD:0
2001:210:10:1::1
Seriall/1l [administratively down/down]
Seriall/2 [administratively down/down]
Seriall/3 [administratively down/down]
R1#

Rl#show ipv6 interface
Seriall/0® is up, line protocol is down
IPv6 is enabled, link-local address is FE80::C001:28FF:FE9D:0 [TEN]
No Virtual link-local address(es):
Global unicast address(es):
2001:210:10:1::1, subnet is 2001:210:10:1::]5@ [TEN]
Joined group address(es):
EFO2::1
FF02::2
MTU is 1500 bytes
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ICMP unreachables are sent
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds
Hosts use stateless autoconfig for addresses.




R1#show ipv6 route
IPv6 Routing Table - 6 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route, M - MIPv6
I1 - ISIS L1, I2 - ISIS L2, IA - ISIS interarea, IS - ISIS summary
0 - OSPF intra, OI - OSPF inter, OEl1 - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
D - EIGRP, EX - EIGRP external
2001:55::/64 [0/0]
via ::, Loopback0
2001:55::1/128 [0/0]
via ::, Loopback0
2001:56::/64 [1/0]
via 2001:210:10:1::2
2001:210:10:1::/64 [0/0]
via ::, Seriall/o
2001:210:10:1::1/128 [0/0]
via ::, Seriall/o L
FFOO::/8 [0/0]
via ::, Nulle

To e Svystoe Zowt c\

CACT: MosT NETWOTME INGINLERS PO—eOF IMPLLMINT COTPTee LOGGING
/ b&l -source: me
— C o °
N 3 \
Svsloe MESSAGE FORMATS R & &°
¢ Y

’
Ker owrecTicess /| l%& 2

- OSE THE SAME IOS VERSION (DIFFERENT MESSAGES, SEVERITY)

- OVT OF BAND MANAGEMENT (SECORITY, PERTORMANCE )
/

- CENTRALIZLED LOGGING SERVER (SPLONE, RSTSLOG, £TC)

0:32:19: %5¥S-5-CONFIG I: Configured from conscle by console

SYS: Facility
Severity: 5
CONFIG_l: Mnemonic

Message:



S1(config) #logging console °?
<0-7> Logging severity level
alerts Immediate action needed (severity=1)
critical Critical conditions (severity=2)
debugging Debugging messages (sevexrity=7)
emergencies System is unusable (severity=0)

grroxrs Exrror conditions (severity=3)

guaranteed Guarantee console messages

informational Informational messages (severity=6)
notifications Normal but significant conditions (severity=5)
warnings Warning conditions (severity=4)
xml Enable logging in XML

<cr>

C AP TONRING SYSLO(D

[oT S oI I [\ i) eremy Cioara\Downloads\iitpdaz 457) +] B
o Sesloe COPTURES KEY STATOS MESS [ weaesecs = =
Serverinterfaces 10,112 Realtek PCle GBE Family Controller 5 | Show Dir
Thp Server  Syslog server | Log viewer |
text from date
b E Al DEVYICE CAN STOME SYSLOG MEs
o Systoe VsEs VPP PORT S/Y
n
(18]
1
1
1
Clear ‘ Copy ‘ )
About Settings Help 4
U617 7008 UEUZ AN Locll Wonce 157 T6E TG 16 W-Trewal sn-U00H T IAUE lime-~7000 05 16 17 37 4%~ fwe
-5 c16 w526 meg="Web m " alomed”

ansgement i
oo 192 168168 2 1210 LAN det=192 168 168 168 00 LAN pe
06172008 060636 Locell Notice 192168168168
o

06172008 060628 Locallinde 192 168 168 168  defuawall sne0006E 1 IAUBES tane~"2000.06-16 17 36 26" fwe192 168.202 11

URDERSTaNDING - 1LE STomeet Locations

P

0 L3ISCO DEVICES HAUE MOLTIPLE STOMAGE LOCATIONS WHERE THEY CAN ACCESS FILES

~

0 LOPY COMMAND ALLOWS YOO TO PEIMFOMM FILE MANAGEMENT BETWELEEN LOCATIONS

103

-\

VIR PR FTV TFTY




Devzce MeanacimenTs T \ - -
10OS /7 Lodeie Yackrw? and IdesToms

1. Access the device shown in the picture.

2. Backup the 108 to the TFTP server shown.
e

3. Backup the running configuration to the TFTP server shown.

4. Restore both the 10S and the running configuration to the router in the proper way.

Rl#show flash

Length Name/status
29715256
1642 BackupCFG [deleted]
1642 cbtrouter-confg
899 2016different-cfg
[29719700 bytes used, 3310440 available, 33030140 total]
32768K bytes of processor board System flash (Read/Write)

Tue Mitwore Time Protocol (nT)

iz P3 .
o Keeps (xsco clocks 30 synermonszip (Mo Lok uHX?T)/ JALLABLE FORS

&

o
2 SET IN THREE WATYS?

- POLL AN NT? SERVER (TYPICALLY AN NT? CLIENT)

PENGLIN STRATOLM



Rlfishow ntp associations

address ref clock st when poll reach delay offset disp
~64.6.144.6 0.0.0.0 16 = 64 0 0.0 0.00 16000.
* master (synced), # master (unsynced) , + selected, - candidate, ~ configured

Rlf#show ntp associations

address ref clock st when poll reach delay offset
=64.6.144.6 128.252.19.1 2 0 64 377 122.1 -24.03
* master (synced), # master (unsynced), + selected, - candidate, ~ configured

Yow a Cisco Divier DooTs

AT C,r\iQ\c THE CONFIGLURATION MEGISTER

Do CHY,C,K FOR RBOOT SYSTEM COMMANDS IN THE STAMTLOLOP CONTIG

2. Loor som THE FImsT LOS IMace I0 FLasw

. _?)no.cwc_asr sor a VG ) % SETRVUETR

(:GCTZ’ FPEDOI\\DGMQ’T Is CDOODJ

® Smc.,LL SWITALH CONNECTIONS
MEAN SINGLE POINT OF FAILLORE

> SIMPLE TO CREATE REDONDANT




An Torar Diszen: Swstew laveiws P

DirsTRIBOTION

e T 2] —

ﬂ ccess

9 LF‘YY_‘RQ_D APPROACLH ALLOWS FOM tASY, MANAGABLE GTROWTH
2 ETH[’RQHHNN\W.L AN PROVIDE MOMLE BANDWIDTH ON FLY LINFS
e _\QEDOQDR&T CONNECTIONS ELIMINATE A SINGLE POINT FAILONRE

TRevowvaner Cvaos S

6’& \
° SITCHES FORWATY BROADCAST
PACKETS OOT ALL PORTS BY DESTGN

~

-’?EDO?\\DQNT CONNECTIONS ANE
NECESSATY IN BOSINESS NETWORES

.

o JHE PLACE OF SPANNING TREES
DPROPY TRNRLES ON MEDOVONDANT LINKS
(ONTIL THEY ARE NEEDED)




Kie Cacts Aroor STV

° Or3eInal sT? (BOZ./D) WAS CREIATED TO PRIVENT LOOPS

N

o SITCHES SEND PROBES  INTO THE NETWOTRE CALLED BRIDGE PROTOCOL DATA ONITS
(BPPO) TO DISCOVETR LOOPS

o JHE BPDO PROBES ALSO WELP ELECT THE CORE SWITCH OF THE NETWORE, CALLED THE

—D ooT %'RIDQ;Y.

o THE STMRLISTIC UIEW OF ST ALL SOITCHES FIND THE BEST AT TO NEACH THE TROOT
BPRIDGE THEN BLOCKE ALL REDONDANT LINES

/

b

J
\

OepirsTanemne D POUs awp ELicTIons Q\/F\ /

B} —— 7 s s2red 111111113331 o
A
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G g
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Yoo STP Caops Tee DesT  Patw

o ELE_QT THE MROOT

2 \Fmb THE BEST PATH TO THL ROOT

Link Bandwidth Cost
v
- LOWEST COST 10Mbps 100
)
- LOWEST BRIDGE ID 100Mbps 19
1Gbps 4
- LOWEST PORT NOMBETR —
1% €u 7T op 922 Line 10Gbps 2

\
3. DLOCK WWATEVER IS LEFT o\nn \"’l )

/

S l \: WAS CREATED A LONG TIME AGO. . .

<31Qo&os OF LISTENING FOR ?D?_DUS y >
Listentoe

I‘\( 1S
- SWITCM sEvPs / WECETVES 1D POUs

< /S SECONDS OF LEARNING MAC ADDRESSES
Lermoine

v

FO’ROP’RDMG

PORT IS FORWARDING TRAFFIC (WAPPY)

T — - BONUS - Sortes oIl 0aIT P To(mgn-gg,i)

V\\ BEFONRE MOVING A BLOCKED PONRT INTO LISTENING PHASE
\ 5 A

T X

PROBLEMS 80D SoLwTIoNs

?’RC‘EL‘LMS WITH FPC_‘S? mOD‘f.’RI\) ?C_S CAN BOOT FASTER THAR THe 3O SLCONDS

SDL\-)TI.OM: ’_Pcm"rv AsT

Switch (config-if)# spanning-tree portfast

%Warning: portfast should only be enabled on ports connected to a single
host. Connecting hubs, concentrators, switches, bridges, etc... to this

interface when portfast is enabled, can cause temporary bridging loops.
Use with CAUTION

%Portfast has been configured on FastEthernet0/6 but will only
have effect when the interface is in a non-trunking mode.

H—P"R.O'ELEPT‘S WITH OPLINE POMTS] SO SLCOMDS OF DOWN TIML CAVSLES BIGC PROBLLMS
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