Troubleshooting Clientless SSL. VPN

Trovbleshooting Clientless SSL VPNs:
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Check User, Tunnel Group (Connection profile) and Group Policy on ASDM.
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Bookmarks are the problem:
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Configuration > Remote Access ¥PN > Clientless SSL YPN Access > Portal > Bookmarks
Corfigure Bookmark Lists thak the security sppliance displays on the S5L YPN portal page.
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Remove WebType ACL and try it again.

If DNS is not resolving the names then change it on the connection profie:

& Edit Clientless S5L VPN Connection Profile: eng-con
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Group Policy: eng-group - Manage..,
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Content Re-Write:
ASA is rewriting everything that goes through it for Clientless SSL which helps it to use the

plugins. You can configure to not rewite some traffic if you are noticing some issues.
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Configuration > Remote Access YPN > Clientless 551 YPH Access > Advanced > Content Rewrite

Configure content rewrking.
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This would disable the content
rewrite for all HTTP traffic.
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If random users are not able to connect to SSL. VPN then you need to allow the algorithms. Keep it
to default.
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Configure 551 parameters, These parametars affect both ASDM a'\ksl. VPN access.

- Figh Avalahiity The 551 version for the security appliance to negotiate 35 a "sarver”; -

x Lagaing The S5L version For the security appliance to negotiate a5 a “dient”: | Any b
18] smart Call-Home

[+ Users{aii Encryption

+ [ Certificate Managernent:

- I‘? DHCP Ayalable Algorithms Add == Active Algarithms

ol D5 RC4-SHAL
5 Advanced DES-SHA1 AES126-SHAL
#-[3 amp RLLL-SHAL AESZSE-SHAL
Ui HTTP Redirect RC4-MDS

) Hstory Metrics
il 1Py Melghbor Discovery Cache
Master Passphrase

%9 Specify which certificates, # any, should be used For 55U authentication on each nterface, The Falback certficate will be used on interfaces not associated with 2 certificate of ther own,
5L Settin
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Certificates

user will be associated it to its own group but the connection profile group policy inherited could
cause problems, so we can lock it down to a specific connection profile.
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Group Policy:
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Check an Inhesit checkbox to let the corresponding setting takes ks value from the oroup policy.

Tunnekng Probocols:

Connection Profle (Tunned Group) Lock: [ Inherit

Store Password on Client System:

Conneckion Settings

Simuk aneous Logins:

Macgimum Connect Time:

[[] Inherit  eng-group k%

Iriherit

550 ¥PH Client

Inihierlt

Inherit M

A

Inherit Yes Ko

Inherit
Inherit
Inherit
[w] Inherit

Manage

Inlimited | Minutes

Inlimited Minutes

Dredicated IP Address (Optional)

1P Adckess: | Subnet Mask: v

(3w Metwark, (Clisrt) Access
=7 Clientless 551 VPN Acce:

= [ Portal

g wroup Policies

- ille Drynamic Access Polides
[ Advanced

= ‘1 ARAfLocal Users
{5 Ao Server Groups
- 53 LDAP fttribute Map
- Local Users
Haost Scan Image
[#-£f4 Secure Desktop Manager
(-3 Certificats Management
Language Localization
CHCP Servaer
(-7} Advanced

_ﬂ Pisuira Sabon I

i Basic Login and Logout Page Customization: v [ Manage.. ¢
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+General ["] Enable the display of Radus Reject-Message on the login screen when authentication is rejected

- Authentication
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Cannection Aliases

This 551 VPN access method will present a kst of aliases configured For all connection profiles, You must enable the
Login Page Setting in the main panel to complete the corfiguration.

@ add| (& Delete {The table is in-ine editable.) @)
Alias Enabled
Group URLS

This S5L WP access method will sutomatically select the connection profile, wthout the reed for user selection,
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O Do nat run Cisco Secure Deskiop (250) on client machine when using group URLs defined sbowve to access the
ASA. (IF a chent connects using a connection alias, this setting is ignored.)




