
GET VPN (Group Encrypted VPN): 
Used usually for full mesh MPLS networks to avoid delays noticed in DMVPN and also to avoid 
Multicast related problems.
One key for encrypting and decrypting traffic (single security association).

KEK (between group server and the member)
TEK (to encrypt the traffic)



GETVPN:
No IPsec tunnels between group memebers, simply uses GDOI and common SA following the 
policy they received from the key server. 

R5 (Key Server):
crypto isakmp policy 10 
hash sha256
authentication pre-share
group 14
lifetime 180
encryption aes 256
exit

show crypto isakmp policy
crypto isakmp key cisco123 address 0.0.0.0
crypto key generate rsa general label GETVPN mod 1024 exportable

crypto ipsec trnasform-set Our-TSET esp-aes esp-sha-hmac
exit

crypto ipsec profile GDOI-Profile
set transform-set Our-TSE
set security-association lifetime seconds 300  (TEK)
exit

crypto gdoi group Our-GETVPN
identity number 6783
server local 
address ipv4 5.5.5.5
rekey lifetime seconds 600   (KEK)
rekey retransmit 10 number 2
rekey authentication mypubkey rsa GETVPN
sa ipsec 1
profile GDOI-Profile
match address ipv4 101
replay time window-size 5   (time based anti-replay/TBAR)
exit
exit
exit



ip access-list exteded 101
permit ip 10.0.0.0 0.255.255.255. 10.0.0.0 0.255.255.255
exit

router ospf 1 
network 0.0.0.0 255.255.255.255 area 0  (put all interface in area 0)
end

R1: 
crypto isakmp policy 10
hash sha256 
authentication pre-share
group 14
lifetime 180
encryption aes 256
exit

crypto isakmp key cisco123 address 0.0.0.0

crypto gdoi group Our-GETVPN
identity number 6783
server address ipv4 5.5.5.5
exit

crypto map GETVPN-MAP 10 gdoi
set group Our-GETVPN 
exit
interface e0/0
crypto map GETVPN-MAP

ip tcp adjust-mss 1360
exit

router ospf 1 
network 0.0.0.0 255.255.255.255 area 0 
end

R2, R3 and R4 Group Memebers config is identical to R1.



Force a re-key: 
















