
RA VPN (Remote Access VPN): 





Three  RA VPN methods: 
Clientless
Anyconnect
Old IPSec cisco VPN client



VPN Profile and Policies
Connection Profile (aka Tunnel Group) controls the "Pre-logoin Policy":

After login, ASA knows who the user is and post-login 
policies(permissions,authorizations,restrictions,etc) come. Top always win if there is conflict.





Example Flow: 





VPN Profiles and Policies Flow (Top gets priority):
1.DAP rules (Dynamic Access Policy)(NAC)(e.g. if firewall present on client machine etc.)
2.User Profile rules (User Account)(e.g. Two simultanous logins)(tunnel group lock i.e. even if user 
chooses other tunnel group it will still be locked to a specific group)
3.User Profile Group rules (Group Policy attached to the User profile e.g. Sales group)(e.g. 
WebTypeACL e.g. Deny http://10.0.0.[7-8]/* and permit *)(e.g. custom bookmarks)
4.Connection Profile Group rules (selected at pre-login based on URL, Alias or Cert)(e.g. no http 
from portal)

DefaultWebVPNGroup
DefaultRAGroup
Custom connection profile

5.DfltGrpPolicy Group rules (e.g. connection time 33 mins)







Option to select Tunnel Group/Connection Profile and associated Group Policy:

No http in the drop down as restricted by the connection profile group policy:



All these policies are assigned to this user: 
1. Group Policy 1 for User Profile.
2. Group Policy 2 for Connection Profile (Tunnel group) selected by the User from the drop-down.
3. DfltGrpPolicy is the Default for all.

User Profile Group Policy 1 (WebTypeACL) and DfltGrpPoilcy (33 mins connection):



Two simultaneous connections based on the User profile rules:


