RA VPN (Remote Access VPN):
Remote Access (RA) VPNs:

AnyConnect, Clientless, AAA, HA, Tshoot and more

Servers: [/OS ¢ ASA

Lo
L
Clients: T “ 5'5//'//31"
N\WebV'PN / Clientles
- AnyConnect |SSL\ //IKELZ
DTLS
Video ﬂsszjnmeném CCNP Security VPN v2.&
- VPN Profides and Policies, Implementing Clientless SSL
- AnyConnect SSL VPNs, Smart Tunnelds and Pluvgins
- AAA VPN f?vtﬁent;cqc‘;on, Trovbleshooting Clientless

- Trovbleshooting AnyConnect, Cisco Secure Desktop and DAP
- High Availabidity VPNs, VPN Pieces and Parts

User-Level Bookmarki
Effective with Cisco IOS Release 12 4(15)T, users can bookmark TURLs while gonnected through an SSL
VPN tunnel. Users can access the bookmarked URLs by chicking the URLs.

User-level bookmarking 1s tumed l:n_, default. 'ﬂﬂ: 15 no way to tum it off, To set the storage location,
admunistrators can use the d._ If the user-profile location command 1s not
-'webvpn/{context name}/ 1s used.

Profiles and Policres:
Wrapping ovr brains arovund policy flow
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Group URLs
This S5L ¥PN access method will automatically select the connection profile, without the need for user selection,
& add [F Delete (The table is in-line editable.)
URL Enabled

https:/f192.168.1.171 custom-url

Three RA VPN methods:
Clientless

Anyconnect

Old IPSec cisco VPN client




VPN Profile and Policies
Connection Profile (aka Tunnel Group) controls the "Pre-logoin Policy":

Connection Profile (aka Tunnel Group)
controls the “Pre-logon Policy”

After login, ASA knows who the user is and post-login
policies(permissions,authorizations,restrictions,etc) come. Top always win if there is conflict.
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juthorizations,
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policy. apply that restrictions. Apply that
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For unmatched tems For unmatched items



Example Flow:

' Policies
uthorizatigns,
ns, etc)

DA

For unmatched tems

For unmatched tem

If user profile lints a

R ‘f{

Far unmatc hed items

Edit User Account
"1 [ Check an Inhert. checkbox to let the cormesponding setting take £s value from the group poley,
# Clentess 351 VPN Group Policy: [inhert | GroupPalicyl
# AmyConmct Cliont
Tunnelng Protocols: be] Inherk L
Py Fiber: [ nheri
TPV Fiter: [#] nherz

Bob's
User

Conection Profile (Tunnel Group) Lock: [7] Inhert

Store Password on Clent Sysbem: [¥] Inhertt
Profile | comeonsune:

Access Hours: (4] Inhert

arir

Maxdmuns Connect Time: ] Inhert it

Idie Timeout: [ Inhert

Dedicated 1P Address (Optional)

TP Address: Subrk Magk: -
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Policies applied to the VPN

dit Internal G

Access Hours:
Smutaneaus Logns: [#] Inherk:
Restrict sccess to VLAN [¥] inhert:

Connetion Profie (Turmel Group) Lock: [+] Inherk:

Masimum Connoct Thes: 2] trihaet: [
Ide Timeout: 2] inhert ]
Tmeout Alerts

Sesson et Tterva: ] teherk

Ide Mt Intorval; 7] inherk

Post-login Policies

For unmatched items

For unmatched items

For unmatched tems

For unmatched iter

For unmatched items For unmatched items

nmatched items

nmatched items

W user profile lists &

unmatched tems

unmatched items For unmatched items

Name: TupnelGroupt |
[#-Advanced
Aliases: TurnelGroup!-alias
Authentication
Methad: @ ana (O Certificate (O Both
AAA SErvEr Group: _LDCnL = | Manage...
This is the Use LOCAL F Server Group Falls
connection | pus
profile that had Server Group: Defaultons v [ Manage...
been used by (Fallawing Fields are atiributes of the DS server group selected sbave.)
the user (bob1). Fi [
Dornain Nare:
Default Group Policy
e
(Following Field & an attribute of the group policy
Enable disrtless 551 YPN protocol
|
Find: | @ @ Pevios
[ ok 11 cancel 11 Helo |

% Edit Internal Group Policy: GroupPolicy?

-~ General
[#/-More Options

Bookmark List: Inherit

URL Entry: C [Jinkerit () Enable (%) Disable
File Access Control

File Server Entry: [#] Inherit

File Server Browsing: Inherit Enak D

Hidden Share Access: Inherit
Port Fowarding Control

Port Forwarding List: ~ [/] Tnherit

Auto Applet Download
Applet Name: Inherit |

For unmatched items

unmatched tems For unmatched items

For unmatched items For unmatched items



VPN Profiles and Policies Flow (Top gets priority):
1.DAP rules (Dynamic Access Policy)(NAC)(e.g. if firewall present on client machine etc.)
2.User Profile rules (User Account)(e.g. Two simultanous logins)(tunnel group lock i.e. even if user
chooses other tunnel group it will still be locked to a specific group)
3.User Profile Group rules (Group Policy attached to the User profile e.g. Sales group)(e.g.
WebTypeACL e.g. Deny http://10.0.0.[7-8]/* and permit *)(e.g. custom bookmarks)
4.Connection Profile Group rules (selected at pre-login based on URL, Alias or Cert)(e.g. no http
from portal)

DefaultWebVPNGroup

DefaultRAGroup

Custom connection profile
5.DfltGrpPolicy Group rules (e.g. connection time 33 mins)

@) tiome |92 Configuration| [ -] venitaring | [ ove (R efresh Qpack ) D reb] I ‘cisco
Remote Access YPN o' 9 | Configuration > Remote Access VPN > Clientless 551 VPN Access > Group Policies al
P Introduction

Manage WPM group policies. & VP group is & collection of user-orienked autharization attributevalue pairs that may be stored internally on the device or externaly on a RADIUS/LDAP server.

=1 i (Clierit) iy
&1- b Network (Cllerk) Access The group policy informakion is referenced by VPN connection profiles and user accounts,

(=1 Clientless 551 YPH Arcess
B! Connaction Profies To enforce autharization aktributes from an LDAP server you must use an LDAR attrbuts map,

[ Portal o
& oadd » [ et [ {2 Assion

Ml Dynamic Access Polices

& Advanced MName Type Turneling Protocol

& g’ AARLocal Users
~@id Host Scan Image

Connection Profiles/Users
Assigned Ta
GroupPolicy 1 Intermal == Inherited —
ssl-clientle:

[ Secure Deskiop Manager
[31-[E) Certificats Management
E Language Locaization
8" DHCP Server
o DMS
= i} Advanced

DefaultWEBVPNGroup

& Device Seup
| g:é.ﬁrewd
. % Remote Accass 'ﬂl

@_gmwm PN

Find: | © @ Cymatch case

Q’ Dievice Management = rFiluwsels .
— = Ak Recet |

Name: | DFkGrpPolicy

+ More Options Banner:
More Options 2
Tunnedng Pratocos: Chentless S5LYPN [] 550 WPM Client  [+] IPsec IKEvL IPsec IKEv2 LZTPfIPsec
Web ACL: - None - A [ Manage. ., ]
Access Hours: - Urrestricted -- hd [ Manage. ., ]
Simuikaneous Logins: 3
Restrick access bo WLAN: - Urrestricted -- A4
Conneckion Profile {Tunnel Group) Lock: | == None = L
Maimum Connect Time: [unlimked [B | mim.w There isn't a default set for
Idle Timeout: [urlimited 30 | minutes “Maximum Connect Time"
| set it to 33 minutes for this
Timeout Alerts : Wm-

Session Alert Interval: Dafault
Idle Alert Interval: CiaFault

Configure alert text messages and visual cues in Customizabion under Clentiess S5L VPN Access-Portal-Customization-Edit-Portal Page-Timeout Aerts,




# Edit Internal Group Policy: GroupPolicy?

- Generdl || Bookmark List: [#] Inherk
[#-Mare Options LIRL Entry: ["]inhere () Enable (3 Disable
File Access Contral
Fie Server Enbry: [¥] Inhreri Enable isshla
Fie Server Browsing:  [] Inherk Enable visable
Hidden Share Access: Inherk Enzble Disable
Port Fowarding Control -

nternal Group Policy: GroupPalicy’

Mame:  GroupPolicyl

Partal

[#-Mare Options Barner: [+] Infierit
MoreOptions T .-
Tunneling Protocols: [#] Inherit Clienkless S5L PN 5L 4PN Client IPsec [KEw [Pser [KEv2 2TP[IPse
e ACL: [] Inherit |qmup—1—web—acl vl [ Manage. .. I
Access Hours: [#] Inherit Manage
Simultaneous Logins: [#] Inherit | |
Reskrict access to YLAN: Inherit

Connection Profile (Tunmel Group) Lock: [+] Inberit

Maximurn Canrnect Time: Inherit Urfimited I:l
Tdle Tirneouk: [+ Inhserit Urlirnitzd I:'
Timeout &lerks

Session dlert Interval; [] Inherit k [ i

Idle Alert Intervals Inherit Defa [ I
Configure alert text messages and visual cues in Cushomization under Clientless SSL YPN Access-Partal-Custoenizabion-Ede-Portal Page-Timeout Alerts.

@m[o%]Cmﬁwrm@mmm|Qm§mm ‘.‘E k ? '?Hab|
Remote Access YPN =
":5- Inkroduction

> Local Users

Create entries in the ASA local user database., Q
Command autharization must be enabled in order For the user account privileges to be enforced, To enable command authanzation, go to STGHE
A8A authentication console commands must be enabled in order For cerkain access restrictions to be enforced, To enable A48 suthentication command go to Authentics

Group Policies Userrame Prwisga Level (Rale) Access Restrictions VPN Group Pelicy VPN Group Lock
Dynasnic Access Policies 'af-=-uFF'f-":':-1 ~ Iherk
] Advanced embls 15 Full MfA

Bl g AdALocal Users
-8 A Server Groups

LOAP Aktribute Map
Host Scan Image
. Can wa Nackton Mananas
B8 Edit User Account
o Ideriity | Check an Inherit checkbox to let the corresponding satting take its vahie from the aroup policy.
k3
Group Policy: [ Inherit  GroupPabcyt ~
Tunrelng Probocals: ll'h&fl Clientless 551 WPN 551 YPN Client IPzec IKEv] IPsec IKEvZ L2TRfIPseC
IPv4 Filter: Iriherit Marisge
1Py Filber: Iriherit Manage

Connection Profile (Tunnel Group) Lock: [+] Inherit

Store Password on Client System: Inherit n

Conrection Settings
Access Hours! Irihverit Manage
Simukaneous Lagins: [CJinherit 2 T




1 B Netwark (Clierit) Access
entless 551 PN Access

[} Fartal
- sroup Policies
Bl Drynarmic Access Polices
3] Advanced
i g AdALocal Users
- i3 AnA Server Groups
i LOAR Actribute Map
Local Lsers
Host Scan Image
1 ff Secure Deskbop Manager
- [E Certificate Managerment
Language Localization
DHCP Server
i Advanced

Access Interfaces
Enable interfaces for dientless S5L VPN access,

Inkerface Alow Atcess

T 2
Inside ]

[#] Enable inbound YPN sessions to bypass interface access lists. Group policy and per-user authorization access lists still apply to the traffic,

|i|-.ﬂlow user to enter inkernal password on the login page.
[] Shutdown portal login page.

Cormection Profiles

4 Add| 3 Edi| [ Delete| |Flnd: (0 ) []Match Case

Mame Enabled Aliases Authentication Method
D P AKALOCAL)
Def sult WEBYPHGroup

Lﬂlﬂﬁ Tertng
Alliow user to select connection profie, Hmﬂeg&lmg on the login page. Otherwise, Defauk'WebYPMNGroup will be the connection @

Connection profie (bunnel group) specifies how user s authenticated and other parameters, You can configure the mapping fram certificate to connection profile here.

Graup Palicy
CfltarpPolicy
DfltGrpPali

Marme: | Tunnelaroupl
Aliases; ETunmEraupl-ahﬁ
Buthenkication
Methiod: ( ans () Certificate () Both
ARA Server Group: | LOCAL w | [ Manage...
Use LOCAL iF Server Group Fails
DS -
Server Group: _ Dief kDS w Manage...
(Following fields are attributes of the DNS server group selected abowe, )
Servers: |
Domain Mame: |
Deefault Group Policy
izroup Policy: = oupPolicy 2| w || Manage...

(Folowving field is an attribuke of the group policy selected above.)
[ Ensbie clintless S5A4PM protocol




E= Edit Clientless 551 VPN Connection Profile: TunnelGroup1

i Basic Lagin and Logouk Page Customizakion: % | Manage...
= #dvanced
-General [ ] Enable the displayy of Radus Reject-Message on the login screen when authenbication is rejected
- fuskhentication
i-.Secondary Authenticat ["] Enable the display of Securld messages on the logn sereen
- huthorization
L Biccounting Conneckion Alisses
L NetBIOS Servers This 5501 WPN access method will present a kst of aliases configured for &l connection profiles, You must enable the
i Login Page Setting in the main panel to complete the configur ation,
& add |3 Delete {The table is inine editable.) 6

Blias Enabled

faroup LIRLs
This 55L WPN access method will automatically select the connection profile, sethaut Ehe need For user selection,
& Add| (& Delete {The table is in-ine editable.) @
URL  Enabled

Option to select Tunnel Group/Connection Profile and associated Group Policy:

ddvess | @8] Preps:{J192. 168.1.171/4+CSCOE+logon. heml v g4 L

Logen

Group TunnelGroup1-alias

Usemame [bobi| T |

Password | |

No http in the drop down as restricted by the connection profile group policy:

Address |8 Ftepe:/f192, 168,1.17 1]+ CSCOE+jpartal bl v Go | Links ™ [ Snag
I Home :
Address | cifel » |
(@, web Access cifs.ify




All these policies are assigned to this user:

1. Group Policy 1 for User Profile.

2. Group Policy 2 for Connection Profile (Tunnel group) selected by the User from the drop-down.
3. DfltGrpPolicy is the Default for all.

@Hmm dé(mfwrmju MMWIMSM ?Rﬂ'ﬁﬁh s! : ? | 'zﬂﬂ;i I CISC
el istics > Sessions
g WP Statistics
malyzlcs | Type ctive Cumulative Peak Concurrent Tnactive
Compression Statistics Chentiess VPN 1 5 2
Encryption Statistics Browsar 1 5 z

Global IKE[IPsec Statistics
MAC Session Sumrmary
Frekocol Statistics

“LAN Mapping Sessions
Clientless 551 YPH S )
WPN Connection Graphs ¥ | - All Sesslons - v Filker
] 54 Sessions N
e Ussrmiame Frotocol Logn Time Bytes Tx [ petals
P Address Er!(ry'ptiun Duration Bytes Rx
012 B | Lagout
Lrs

@s Session Details

Session Detals
Lzername Group Policy Protocol Login Time Erytes Tx
IP Address Connection Profile Encryption Duration Bybes Rx
babi GroupPolicyl Clierkless 22:31:42 UTC Sun Ock 7 2012 21G68
192,168.1.20 TurnelGroupl RC4 Oh:02me:0ls 2175
Details | g
Local Addr, | Subnet Mask | Protocal | Port | Bytes Tx M e
s Remote Addr, | Subnet Mask | Protocol JPort | ErerYPtion - Other Bytes Rix
Chientiess RC4 Tunmel ID: 5.1 21868
Public IP: 192,168.1.20 9175
Hashing: SHA1
Encapsulation: 3513
TP Dsk Port 443
Authentication Mode:! userPassword
Idle Time C‘ILt S[I Minutes
. fible; MSIE 6.0; Wi..
|
i NAC Rev TG TAal 0 seconds
Tirne: Lintl MNext Rwallda‘:lon 0 Seconds
Status Query Time Interval: 0 Seconds
EAPOLIDP Session Age: 121 Seconds
Hild-off Time Remaining: 0 Seconds




Two simultaneous connections based on the User profile rules:
Monitormng > ¥EN > YI'N Stalistics > Sessions

Type Active Curmulative Peak Concurrent Tran
Chentless VPN 2 T 2
Browsar 2 7 2
Fiker By: | Clentless S50 VPN v | - Al Sessions -- v | [ Fiter |
Ussrmame aroup Palicy Prikacal Logn Time Brytes Tx
IF Address Connection Profile Ercryplion Dur ation Bytes Rx
okl GroupPolcy 1 Clentiess 22:35:04 UTEC Sun Ock 7 2012 2836
192.168.1.20 TunnelGroupl RC4 Oh:00m: 185 7071




