Monitoring = ¥EN > YN STASCIcs > Sessions

Type Active Curmulative Peak Concurrent Tnai
Clientless WPN 2 7 z
Browsar 2 7 z
Fiter By: | Clentless 5L YeN v | - All Sessions -- vl | Fiter |
Lzarmame Group Policy Prokocol Login Time Brytes T
IP Address Cannection Profile Ercryption Duration Bytes Rx
¥ UTC Sun Ock 7 2012
bobl GroupPolicy 1 Clentiess 2213504 UTC Sun Oct 7 2012 2836
192.168.1,20 TunrelGroupl RC4 Oh:00m: 185 7071

Clientless SSL VPN:

Implementing a working confiquration

Decide on policy, and where ¢to implement ;¢
Create the grovp, con-profide and user y Less
lie®

Tes¢ and verify X e

Requirement: \ Z:S
—er (5 )
Type of VEN: e [N
Random machines on Internet &g=== «’/ J_L \Z_J
They all support global PKI (SSL) Lj‘ s .
W N IPseq RAFull Tunnel
l\/ SSLNaClientafr ) 5L Full Tunnel with VPN Client oe —
‘w AnyConnect chent 1w Amyconaect -
outside

Not managed by company
192.168.1.171

Group Level:

Banner message

Custom bookmark

WebType ACL

Allow portal URL browsing

inside
10.0.0.1

User Level:
New user in new Sales group
Require use of specific connection profile

Connection profile:

Use LOCAL AAA

Name: sales=-con-prof

Alias: sales-con-alias

Custom URL: http://192.168.1.171/sales
Connections supported: SSL Clientless only
Connection profile linked to sales group

Requirement:
e ——

Regqulirement:

Type of VPN:

Random machines on Internet

They all support global PKI (S5L)
Not managed by company

Group Level:

Banner message

Custom bookmar}

WebType ACL

Allow portal URL browsing

User Level:
New user in new
Require use of sp®

roup
Yic connection profile

Connection profile:

Use LOCAL AAA

Name: sales-con-pro

adlias: sales-con-al

Custom URL: http://1¥2™68.1.171/sales
Connections supported: SSL Clientless only
Connection profile linked to sales group



[# = Mebweork (Cliert) Accesd

(=1- [ Clientless 55L PN Accs
- Connection Profies

7] AndfLocal Users
Host Scan Image
1+~ 4 Secure Desktop Managd
[+-[E3) Certificate Managemen)
Language Localization

- fis" DHCP Server

:] Advanced

6% Add Internal Group Policy

t-Portal
[ More Options

Mame:

i |welcome to sales,
Banner: [ ] Inherk |

Sales-Group

The Sales group policy s beng apoled.

More Dptions &
Tunneling Protocols: [#] Inherit Clientless S5L VPN S5L ¥PN Client IPsec IKEvi IPsec IKEvZ ZTP(IPsec
Wb ACL: [ Inherit

Aiccess Hours: Tnhesit

Simultaneous Logins: Inherit

Restrict access bo YLAN: [#] Tnherit

Conrection Profile (Tunnel Group) Lock: [ Inherit

Maimurn Connect Time: Inherit

Idle Timeout: Inhesit

Tmeout Alerts

Sassion Alert Inberval: Inherit

Idle Alert Interval: Inheit

Configure alert bext messages and visual cues in Customization undes Clientless 5501 WPN Access-Portal-Customization-Edt-Portal Page-Timeout Alerts,
Banner message for VPNs in this

Custom bookmark with 1 HTTP

1 FTP server

WebType ACL to filter access to 2 specific HTTP servers
Allow portal URL browsing



0% Add Internal Group Policy

Mame:  Sales-Group

| & More Options Banner: []Inhert |Welcome to sales, The Sales group policy is being appbed,
More Dptions

Tunneling Prokocols: [+#] Inhesit ligntless S5L WRN S50 VPR Client IPsec TKEY] [Pser IKEw2 2TR(IPs

= ACL Manager Manage.

[ Add -] et Wocete 4 & | § B2 M- QFind B i
Ma Address SErvice Ackion Time Lagaing :l

= aroup-1-web-acl

1 any W Permit

= Sales-web-acls

ool Hitkp: £ 10.0.0,[8-91* @ Dery

I S N
% : 5 e Timeouk Alert
Fiter: (&) Both () IPvdanly () IPYE only
[ ot ][ cocdl |[ Hep |

B% Add Internal Group Policy.

rizeneral Bookmark List; [ 1nheri [-Ent;lﬁ'na-ﬁé-?&iéis ' :_| [ Manage... 1
[ Mare Options LRL Erttry: [#] Inherit Eniable Cifable
File &ccess Conkral
File Sarver Entry: [#] Inherit Enable Disable
File Sarver Browsing: [#] Inherit Enabls Disable
Hidden Share Access: [#] Inherit Enable Disable
Pott Fowarding Controd
Part Forwarding List: [#] Inherit Manage.
Auito Applet Dovenload
fpplet Name: Inhert |
Smart Tunnel
Mabwork:
Smart Tunned Pokcy: [#] Inherit Manage.
Tunnel Option: | For
Smart Tunned Application: [¥] Inherit Manage.
Senart Tunnel &l Applcations Auko Start
Auto Sigr-on Server: Inherit
Auto sign-on warks onby with Intermet Explorer on Windows dient or in Firefox on any platform,
Ackivel Relay
ActiveX Relay: Inherit Enable Disable
More Dptions ¥
ﬁl‘l:l:j .'EL-'. .- evioLs
[ ok | comest |[ rep |




f= Add Internal Group Policy

-Generdl

[# More Options

I% Preview CLI Commands |

The Foliowing CLI commands are generated based on the changes you made in 4500, To send the commands to the
ASA, click Send. To not send the commands and conbinue making changes in ASDM, click Cancel.

Baokmark List; [Jinher |- Nare -- v| [ Manage..
LRL Erktry: Inherit Enable Disable
File Access Conkrol
File Server Enbry: [] Inherit Enabls Disable
File Sarver Browsing: Inheri Enabia

import weebywpn url-list Bockmark-For-sales diski: ftrpAsdmImportFile 1 732516634
delete noconfirm diskl: fbmpAsdmImporkFile] 732516634
access-list Sales-web-acls webtype demy url hitp:/f10,0.0.[3-3]* log defauk
acress-list Sales-web-acls webtype permit url any log default
group-palicy Sales-Group internal
group-palicy Sales-Group attributes
webvpn
urklist walue Bookmark-for-saes
Filber value Sales-web-aclks
urk-entry enable
ek
group-policy: Sales-Group attrbutes
banrier riore
banner value Welcome to sales, The Sales group policy is being applisd,

ek
Group Level

Banner message for VPNs in this group

Custom bookmark with 1 HTTP and 1 FTP server
WebType ACL to filter access to 2 specific HTTP servers
Allow portal URL browsing

t Serd Il Cancel ][ Save To File, .. |

Port Fowal T
Bookmark List Mame! |Baokmark-for-sales |
Port Forid Manage
| Bookmark Title
|hikkp:/10.0.0.5
% Add Bookmark
Smart Tunrs
Fieed Bookmark Tile: Server? .
URL: fip % aff 10.0.0.6
Sanart Tug Preload Page (Opbional)
|| prelbadur: hap v
futo Sign _|.—“;|‘._ Wit Time: (seconds)
Other Settings (Optional)
2
Subbitle: This islan Fp server|
Actvel Relay Thumbnail: |- None — % |
Active s Relay: [¥]1 Enable Smart Tunnes
Allow the users ta bookmark the link
More Options



We are suing the same User Profile Group Policy and the Connection Profile Group Policy as the

File ‘Wiew Tools ‘Wizards Window Help

_ﬂ Nare: |sales-con-profile
gh Home m%.cmm“ﬂ”; rﬂml:urinuL & Advanced e
i Aliases: |_§.ales-con-allas
Bemnte Aosss VEN &
D Intreduction W thentication
= B
(8] i Natveark {Cliert) Access Method: (@) Ans () Certificate () Bath

=) [ Cliertless 55 VPN fccess

onneckion Profles

17} Portal

83 Group Policies
Drynamic Access Policies
& fidvanced

= Add Local Users
Hosk Scan Image
[#- &y Secure Deskiop Manager
[#)-[E) Certificate Management
Language Localization
) DHCP Server
- & ORG
i Advanced

o3, Devke setp

AAA Server Group: | LOCAL

v| Maniag

Lise LOCAL IF Server Group Faiis

DS

Server Group: nﬁ:efautDNS v'_ Mania;
(Following fields are attributes of the DNS server group selected above. )
SEIVErs) | 10.0.0.40

Doomairs Mamie: |CETNuggets.num

Defaule Group Policy

Group Palicy: o v | Manag
(Followsng field is an attrbute of the group policy selected above,)
[] Enable clientess SSLWPN protacal
Connection profile:
Use LOCAL AAA
Name: sales-con-profile

Custom URL: http://192.168.1.171/sales

£35 Remots accass ven

Connections supported: SSL Clientless

0® Add Clientless 55L YPN Connection Profile

—Basic

= Adhanced
iGeneral
“-fwkhentication

Iduthorization
Fdccounting
~HNetBIOS Servars

? ~Secondary Authenbcat

Login and Logaut Page Customization: v | Manage., #

] Enable the display of Radius Reject-Message on the login scresn when authentication is rejected

] Enable the display of Securld messages on the logn screen

| Connechion &liases -

This 551 WP access method wil present a kst of alases configured fior all connection profiles. You must enable the
Login Page Setting in the main panel to complete the configuration.

g add |3 Delete {The table is in-ine editable.) &
| lias Enabled

sales-con-aias

GGroup LIRLs
This 551 WP access method wil automatically sebect the conmection profile, without the need For user selection,

g add [ Delete {The table is in-line editsble.) &

URL Erabled

hittps://192.168.1.171 fsales

O Dy ot run Cisco Secure Deskiop (250 on client machine when using group URLs defined sbove to access the
A5A. (IF a cient connects wsing & connection sias, this setting is ignored.)




e Qo Qs ) e

(5 e oomsion] | i )
Aemoke Acceas YN o #
-__;5 Introduction

i Dynamic Access Policies

Advanced
AnAfLocal Users
Host Scan Image
[#1-f Secure Deskiop Manager
i) Certificate Managernent
Language Localization

- DHCP Server

.. DS
7] Advanced

&
]

Coi

Access Interfaces

ration > Remote Access

> Clientless SSL ¥YPN Access > Connection Profiles

Enable interFaces for dientless S50 WPN access.

Device Certificate ...
T
Pork Setting ...

o

-
Connection Profiles

Alows user b select connection profile, idertified by its alias, on the login page. Otherwise, DefaulkWebiPhGroup will be the cornection profile.
Alows user to enter internal passward on the login page.

Shukdown portal login page.

Connection profie (tunnel group) specifies how user is suthenticated and other parameters, You can configure the mapping From certificate bo comnection profile here.,
% add (3 Edic| [] Celet=| | Eind:

© © [[Match Case

| Mame Enabled Hhases Butherticstion Method Group Policy
| Defaul P = ABALOCAL) DRGrpPalcy
ﬁ Device Satup Def sul WEBYFHGroup ARALOCALY DftGrpPolicy
= |TmndGrr_|up1 TunnelGroup] -skas AAALOCAL) GrougPolicy2
-&F‘Mﬂ | TunnelGroupz ¥ Tunnelaroupz-alias ) GroupPolicy3
— I T ]

E% Preview CLI Commands

The foliowing CLI commands are generated based on the changes you made |
ASA, chick Send. To not send the commands and continue making changes in £

exk

Gle  Wiew Tools Wizards

B& Add User Account

group-policy Sales-Group attributes
wpr-tunnel-protocol ss-clientless

bunrel-group sales-con-profile bype remote-access

tunnel-group sales-con-profile gener al-attributes
default-group-policy Sales-Group

tunnel-group sales-can-profile webvpn-attributes
group-alias sales-con-alias enable
group-url Rtkps: (192, 168.1.17 1 /=alss enable

& ¥PM Policy Username: sales-users |
& '.? Inkroduction Passward: .nm- |

] ___‘ Netweark. {Client) Access
=[] Clienitless 551 VPN Acce:
- Connection Frofies
3} Partal
83 Group Policies
g Drynamic Access Pol
[F2) Advanced
=) f AnafLocal Users
- HI AOR Server Groups
- 5 LDAP Attribute Map

Host Scan Image
¥ ffh Secure Deskiop Manags
+-[73 Certificate Managemant]
. Language Localization
DHCF Server
.
-5} Advanced

Confrm Password: [+5++> |

[ User authenticated using MSCHAP

Acress Restriction
Sedect ane of the options below to restrict ASDM, 55H, Telnet and Console access,
Note: All users have network access, regardless of these settings.

() Full access{ASDM, S5H, Telnet and Console)

() L1 login promet for S5H, Telnet and conscle (no ASDM access)

Telnet or Console access

() ho ASDM, 55H,

This settlrh effective only if “aaa suthentication http console LOCAL" and “aaa suthorizakion exec” commands are configured,



i= Cisco ASDM 6.4 far ASf ~—

6® Add User Account

—Idenkity Check an Inherit checkbox to et the corresponding setting take its vale from the group policy.
EoRPH Policy]
R Group Policy: [Jinhert  Sales-Group
P Introduction
® a*" Pstusork {Cliert) Accass Tunneing Proboooks: [+] Iriherit “bentizss SSLVEN S5L WP Client Psai KEvL IPsec 1|
(=R Clientless 55 vPH iacce
= 1P Filker: Inherit
-l Connectian Prafies 4 ! ] nher
=) [ 18§ Portal 1Pv6 Filter: Inferit
Group Policies
- Mllp Dynamic Acoess Poli Connecton Profile (Tunnel Group) Lol [ ] Inheric
- Advanced
= i' AARLocal Users Store Passward on Client System: [#] Irheric (% = Mo
- ﬁ Al Server Groups ) ) -
&‘ LDAP Attribute Map Connection Settings
B 71| Local Users Hccess Hours: Irheric
Hiost Scan Image
#- fh Secure Desktop Manage] Simukaneous Logins: [w] Inherit
#-[E3 Certificate Management
17 Language Localization Mazimum Connect Time: Irherit Inlimited e
v ;,sﬂ aeever Idle Timeout: Inherit ke .
BT} Advanced Dedicated 1P Address (Optional) —
I iddress: I:I Subret Masl: v
Device: Setup H
pevee ot New user in new Sales group
[ rovel Require use of specific connection profile (Tunnel group lock)

Tunnel Group Lock is important.

E® Preview CLI Commands

The following CLI commands are genersted based on the changes you made in A50
ASA, click Send. To nat send the commands and continue making changes in ASDM,

username sales-users password gselyUmiW)36HPA) encrypted privilege 2
username sales-users attributes

sarvice-kype remote-accass

group-lock value sales-con-profile

vph-group-policy Salus-(ﬁp
exk

p— - — W o — — -

Address | @] hktps: }{192.168.1.171 )+ CSCOE+/logon.him v B o

Group

lIsername

TuhneglGroup2-alias
Password |sales-con-alias




fiddress | 48] hitps:f{192.168.1.171/+CSCOE+/portal hirfnest=porta v B

Walcome o sales. The Sales group policy is
belng applied

Cancel | | Continug ]

=sc | @] https:/192.168.1,171/+CSCOE+portal. himl v BEJGo tnks ¥ [@snagr BN &

. Home rr——————
E:/II Address | hiipsr |« Brovwse La

g‘n Weh Access
. ek Bookmarks

‘Q File Access & Sener

= Thig is sarver! itis a web sarver

File Bookmarks
Semers

4 Thisis an fip serer. Have fun

10.0.0.8 is denied based on the WebTypeACL.:

Connection failed

Access to this resource has been denied

i

HE
sy slong De 159
Severity: i. & (Informational) Date: Oct 08 2012 Source IF: Saurce Port:
SysogID:  F16004 Time: 20:17:11 Destination IF: Dweskination Pork

Description:  Group <Sales-Group> User <sales-user> IP <192, 168,1.20> WebVPN access DENIED to specified location: http://10.0.0.8]

ASAl{(conti1g)# show wvpn-sessiond
Type: WebVPN
Index

Clientle
AnyConne

1
55
Lo

) t Premium

Hashing =SHAL

Bytes Rx - 150130

¢ : & ip Tunnel Group £ sales-con-profile
Login T : 2 06 uTC Mon Oct 8

Duration - ) -

none

1{config)#







