There are so many custom applications or some applications that require the users to be on the same
network as the internal network as opposed to clientless ssl vpn so we use AnyConnect SSL full
tunnel VPN or IPSec on Anyconnect or IPSec on legacy cisco vpn client.

AnyConnect SSL VPN Client:
Using the client for a “"Fuldl"” ¢unnel

Review of “when” we wovld uvse this option
Implementing AnyConnect based on reguirements

Requirements:

New Admin user needs full interactive access
to both the ASA and internal network devices
Solution: AnyConnect Client

JL

P

Properties: e
Connection profile: admin-con-profile /7 ssLMoChentsiw 1\ / SSLPl
group: admin-group | (Crientless ssLveN) ')\_ eBr
admin-user-1 address from pool: 10.0.0.51-100

admin-user-1 tunnel only to 10.0.0.0/24

Reguirements:

New Admin user needs full interactive access
to both the ASA and internal network devices
Solution: AnyConnect Client

Properties:

Connecticon profile: admin-con-profile
group: admin-group

admin-user-1 address from pool: 10.0.0.51-100

0.
admin-user-1 tunnel only to 10.0.0.0/24

-

Split tunnel (don't send the traffic over the SSL VPN unless it is destined for the corporate network),
so rest of the traffic including the internet traffic doesn't go across the SSL. VPN.

Or we can tunnel everything except the local subnet of the client.

By default it is a full tunnel.
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The pool can be
assigned to the
connection
profile, as well as
the group (shown
here).
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More Options
Tunneling Protocols:
P4 Fiker:

1P Fiker:

MAC Policy:

Access Hours:
Simultaneous Logins:

Restrict access to YLAN;
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Connection Profile (Tunnel Group) Lock: [+ Inherit
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D5 Names:

Split bunrebing networ k lisks distinguish rebwarks thak require traffic bo go through the tunnel and those that do nok require tunneling. The securit
makes spit turneling dedsions on the basks of 2 network kst, which is an ACL that consists of kst of addresses on the private nebwark,

[] Inkierie

Send Al DNS Lockups Theough Tunnel: Trherit Yas

Palicy:

Metwwark. List:

[ nberie

Tunres! Netwark, List Below
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Intercept DHCP Configuration Message from Microsoft Clients
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6% Preview CLI Commands

The Fallowing CLI commands are generated based on the chanoes yo
#5A, click Send. To not send the commands and continue making char

ip local pool 10-pool 10,0,0,51-10.0,0, 100 mask 255.255,255.0 |
group-policy admir-groug internal
group-policy admin-group attrbutes

split-tungel-palicy  urnelspecfled
split=bun bwork-ist walue Just-10
addr walue 1 0-pool

et

E= Add AnyConnect Connection

Action Descripkion

LTI

admin-con-prafile

_aal:nln—tm-prﬁlﬁlu.—-.—ail.;d

e 2 Fud\twud Bliases:
temote Access VPN o
P Introduction Wuithentication
1 & Matwark (Client) Access Methad:
= HanyConneck Connection Profiles
Lt}- AnyConnect Customzabion/Localization BAL Server Group:
78] AnyConnsck Chent Profils
Lig] AnyConnect Chent Software
~ o Dynamic Access Policies 5 :
L. ﬁg Group Policies Client Address Assignment
=B IPsac{IKEv1 ) Connection Profies DHCP Servers:
- {8 secure Mabiliy Sahuticn
[ Gp Address Assignment
- s Clienk Address Paools:
] Clientless S5L YPM Access
Tom AlhfLocal Users Cliark: IPv6 Address Pools: |

@i Host Scan Image
i Secure Desktop Manager
1-[E3 Certificats Managerent

@ Ada () Certificate () Bath
LOCAL

Use LOCAL iF Server Group Fails

(@ Nome () DHCPLink () DHCP Subnet

10-pocl Select,,
Select.

IPv6 address pool is onfy supported for 550,

Default Group Poli
---@Lanquaﬂe Locaization ault Group Policy

- fB' DHCP Server
DS

Group Palicy:

1} Advanced
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:admin-gmup
(Following fields are attributes of the group policy selected above. )
[#] Enable 55U vPN chent protocal

] Enable Psec(IKEV2) client pratocal
DNS Servers:  [10,0.0.40 |
WINS Servers: | ]

Domain Mame:  (CBTNuggets. com




6% Preview CLI Commands
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The Following CLI commands are generated based on the char
A5A, click Send. To not send the commands and conkinues rmaki

group-policy admin-group attrbutes
spr-bunnel-protocol ssk-client
dns-server value 10,0.0.40
WANS-SEFYET MiNeE
defaut-domain value CETMuggets.com

bunnel-group admin-con-profile type remote-access
bunnel-group admin-con-profile general-attributes
dafault-group-policy admir-group
address-pool 10-pool

tunnel-group admin-con-profile wub‘vpf‘l‘igibl_tss

group-alias admin-con-profile-alias enable

-
Username! |adrrin-user

Password; i

Confirm Password: !""*‘"‘

[] User authenticated using MSCHAP

Acedss Restriction

Privilege Level: E

Sedect one of the options below o restrict ASDM, 55H, Telnet and Console access,
Mote: All users have network access, regardless of these sattings.,

() Full access{&S0M, SSH, Telnet and Corsole)
Priviege level is used wikh command authorization.
iy o
() CLI login proept For SSH, Telnet and console (na ASDM access)
This setting is effective anly if "aaa suthentication http console LOCAL" command is configured.

() N ASDM, S5H, Telmet or Console sccess

This setting is effective only if “aaa suthentication http console LOCAL" and "asa authorization exec” commands are configured.

E& Add User Account

- Ideritity
+

Check an Inhesit checkbox o let the corresponding setting taks ks value from the group policy.

Group Policy: ] tniherit
Tunrebng Protocals: Iriher it
P4 Filker: Iriherit
IPwe; Fiker: Iriher it

Connectan Profle (Tunnel Group) Lock: Inherit

Store Password on Client System: Inherit
Conrection Settings

Access Hours: Inherit

Simukanzous Logins: Inherit

Maeimum Connect Time: Iriherit

Idle Timeout: [+#] Inherit

Dedicated IP Address (Optional)

admin-group ~

Entiess 55L VPN 550 WP Clent IPzac TKEwL IPser IKEYZ

Infimited

Inlimited i

Paddess: | [ | Subnetmask v
A "user profile/policy” IP address
assignment here, would override
what is in the connection profile

and/or group configuration.



E® Add User Account

;- deriity keep Installer on Clienk System: Inherit Yas
= NFM Policy
% Cligrkless SSL VPN Datagram TLS: ] Inherit Enaks 5ab
o Datagram TLS Compression: herit nabie Disable
551 Comprassion: Inherit Deflate -abie
TIgnore Don't Fragment{DF) Bit: Inherit
Keepalve Messagas: Inherit Disable  Inker . I
MTL: Inherit
Dtiorse] it o] e Ix Dowiniaad [@]Inheet |
Always-0n VPN: Iriherit Disabl: Js& Ay
Client Profiles to Download: [w] Inherit
] o]

B® Preview CLI Commands

The Following CLI commands are generated based on the changes you made in ASDM
A58, click Send. To not send the commands and continue making changes in ASDM,

username admin-user passward FIURLW1 QsXsuk 7 encrypted privilege 15
username adrin-user attnbubes

wpr-group-policy admin-group
X

uses port 443.

DTLS is on by default, and also

hmle&cwﬁwraﬁwl@ Mmibmr\u|@5m GReﬁml ‘gsgk O = | ?Heb|

emote Access VPN a2 Configuration > Remote Access YPN &> Network (Client) Access > AnyConnect Connection Profiles
- ey
ol E‘:ﬂ:haﬂm = The sacurity appliance automaticaly deploys the Cisco AmyConnect VPN Client ko remoke users upon cannection, The initial chent deployment requires end-user administrativ
I? {Cliert) Access . AnyConnect YA Client supports IPsec (IKEvE) tunnel as well as 551 tunnel with Datagram Transport Laver Securkty (DTLS) tunneling options.
i ectin
(= [ AnyConnect Custorrizabion/Localization Access Interfaces -
[FF) AnyConnect Chent Profile . . .
i Ay Connect Chent Software able Cisco AnyConnect VPN Client access on the interfaces selected in the table below
- illp Dynamic Access Policies S5l Sccess must be enabled if you alow AnyConnect client to be lsunched from a brawser (Web Launch) .
- ﬁ Group Policies
B Psec{IEV1) Connection Profies InterFace S o
; E Sacure Mabilky Sakution Allow Access Enable OTLS Allows Access Enable Client Services Device CertFicate ..,
(- Byp Address Assignment: outside - - -
(= [ Advanced inside @& Enable AnyConnect Client Access
| lientless SSL YPN Access sales
|- AahfLocal Users L —
ﬁ AAA Server Groups [] Enabie inf AnyConnect Chent access cannok be enabled wikhout & designated AnyConneck: 2pply to the Eraffic,
LDAP Attribute Map 2 image,
Local Ls Login P Setty
L5 ane elint ‘Would you like ko dasignate an AryConnect image?
g Host Scan Image [] Alowy uises b= the cormection profile,
|- Secure Deskbop Manager P :
|3 Certificate Managerent: [ Shutdowr]
@ Lanqguage Localization .
E 'i. DHCP Server Connection Prof
DS
| advanced Connechion profie (hunnel group) specifies how user & authenficated and other parameters. Tou can configure Ehe mapping From cerbificate o connection profile here.
4 add| (& Edit| ] Delete| | Find: @ @ []Match Case
&) Device Setup Mame S5L Enabled IPsex Enabled Alizses Authentication Method ‘Group Palicy
3= T e e - - TR, TR
% ) TunrelGroupl O E Tunnekaroupl-slas AAA(LOCAL) GroupPalkcy2
- Tunrelaroupz Fl O Tunnelaroupz-siss AAR(LOCAL) GroupPolicy3
% Reemate Access VPN sales-con-profile O O sales-con-alias AAR(LOCAL) Sales-Group
= cmnconprole | @ | B RAALOCAL)

Access Intesfaces -
Enabls Cisco AnyCannact YPM Client access on the interfacas salected in the babls balow
551 acoess must be enabled iF you allow AnyConnect client to be launched from a browser (Web Launch) .

SSL Access IPsec (IKEVZ) Access
Inkerface
Allow Access Enable DTLS Allove Bccess Enable Client Services Device CertFicate
outside [ 0
Inside Port Settings ..
cales B2 Add AnyConnect Client Image
| * ]
[#]Enable inbod]  AnyConnect Image: Eciskl.'l:,l’an\y't:u:innen:t-n-vln—a.U.lz\tz-lnsi.pkq [ Bromse Flash, ., | itill apply bo the traffic,
Log Page Setting
low user k  Regular expression to match user-agent ¥ ill b= kb cornection profile.
[] Shutdown pd

ok |[ cencel [ Hep |




@ Home < ,_}Cmﬁqurauonlu Monitaring | GSM Q refrest O oack ) |

D el
Q

Iternnl:z Access YPN a

Intraduction

Metweork {Client) Sccess

anyConnect Connection Profiles

anyCannect Custorzabion/Localization

5 AnyConnect Chent melll:
B |y Connect: Cient

- Hlp Dynamic Access Policies %
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to an image,

Group Policies @ add [F Replace [ Delte 4 | &
=D IPsec{IKEv1 ) Connection Profiles
[ secure mabilky Sokution Image
[+ Byp Address Assignment diskD: fanyconnect-win-3,0,2052-k3. pkg
1[5 Advanced
P P,

Cisco AnyConnect | ASA1.CBTMuggets. com @

Flease enter your username and passwaord.

Group:

admir-con-profile-alias  »

Usesname: admin-user

ipconfig

rnet adapter MHe k Interface Card (NIGH:

Conr tion ic uff i
IP Addr - 5 .

onnect Secure Mobility Client

THug
18.

Documents and Settin

Wirtual Private MNetwork (VPN)
Preferences  Stabistics | Route Details | Firewall | Message History

Cornection Information Address Information

Pac=iard: Cisco

Mote: The Cisco AnyConnect 2.5 Client can be downloaded from this link after log on te CCO: T

sl AnyConnect :

Secure Mobility

Advanced...

Connection:

State: Connected Clignk {TPwd )
PMode: Spit; Inchude Clienk (TPvé); % Haok Avalabie
Duration: 00:00: 49 Server: - 192.166,1,171
Bytes Transport Infarmation
Sent; S192 Pratocal: LS
Received: 833 Cipher: FiSA_RC4_126_SHAL
Comprassion: Hone
Frames AT .
Sent: 35 Prosy Address: o Prosey
Received: 1 Feature Configuration
Cantrol Frames FIPS Mode: Disabled
Sent: 1 Trusted Ketwork Detection: Disabled
Facstenil 1 Always On: Disabled
Cliant Managerent Sc;l:rl: Mobility Solution i
e atus: CONINE
Administratiee Domain: 192.168.1.171
Appliance: Mok v ailable

| | Export Stats...

Configuration > Remote Access YPN = Metwork (Client) Access > AnyConnect Client Software

Cisco AnyConnect Client packages can be downloaded from the Cisco Web using the search string '&nyConnect VPN Client'. The regular expression is

‘o can also minimize connection sstup time by moving the mage used by the most commonty encountered oper ation system to the top of the list.

Regular expression to makch user-agent:



& Cisco AnyConnect Secure Mobility Client

dlrafie
Cisco

Virtual Private Metwork (VPM)
Preferences  Stakistics  Route Detalls | Firewall | Messaoge Hishory

Non-Secured Routes Secured Routes

Destination Subret Mask Destination

'_FI%I'I

Ty 35
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File Wiew Tools Wizards Window Help Look Far:
(fﬁ Horne \)ti} Conﬁwrah’n:\nl[_":] §® Session D
PN Sesslon Detals
= g WPN Statictics (i iaroup Policy Assigned IP Address Protocol Login Time Bytes Tx
z Connection Prafile Public IP Address Encryption Durakion Brytes Rx
Crypto Statistics admin-user admin-group 10.0.0.51 AnyConnect-Parent 55L-Tunnel 16:54:20 PDT We... 1650318250
B Compression Staklstics adrin-con-profile 192.168.1.20 RC4 DR:O3m:24s

Encryption Statistics
Gobal IKE[IPsec Statistics <
MAC Session Summary
B byotocol Statistics Details | AcL

! VLAM Mapping Sessions
3B Cliertless 550 vy

Local Addr. J Subnet Mask | Protocol | Port: = Bytes Tx
+ g WEN Connection Graphs he Tyea Remate fiddr. | Subnet Nasl{ | Protocal { Port EICRpEE Gther thes Fx
B /s Sessions AmyCorne... RC4 Tunnel 10t 2.1 10404 A~
Public IP: 192, 168.1.20 3072
Hashing: SHA1L
Encapsulation: S50w3
TCP Dist Pork 443 h

Authentication Mode: ussrPassword
Idle Time Out: 30 Minutes

Idle 7O Left: 26 Minutes

Conn Time Ouk: 33 Minutes

Conn TO Left: 29 Minutes

Client Type! AnyConnact

Client Yer: AnyConnect Windows 3,0,2052
Packets Tx: 13

Packets R 5

Packets Tx Dropped: O

Parkets Rx Dropped: 0

35L-Turmel R4 Tunmel 10t 2.2 &0
Assigned IP 10.0.0,51 15178
Public 1#: 192, 165.1.20
Hashing: SHA1L

Encapsulation: TLSv1.0

TCP Src Pork 1446

TCP Dist Pork 443

Autherkication Mode: userPassword o

ASSL# show vpn-s iondb anyconnect
5es n Type: AnyConnect

Username : admin-user Index
10.0.0.51 Public IP
AnyConnect-Parent L -Tunne
AnyConnect Premium
RC

Bytes Tx ( s RX 18766 _
Group Policy admi i : £ admin-con-profile

Login T

none







