
SIMOS (Implementing Cisco Secure Mobility Solutions)(300-209)

Dynamic Multipoint VPN: 

Naked DMVPN:
NHRP(Next Hop Resolution Protocol)
NBMA(Non Broadcast Multi Access)
NHS (NHRP Next Hop Server)(Hub)

DMVPN NHRP Config:
R1 (Hub):
int tunnel 0 
tunnel source gig 1/0 
tunnel mode gre multipoint
tunnel key 6783    (need to be the same on all)
ip nhrp network-id 1   (need to be the same on all)



ip nhrp authentication cisco123   (need to be the same on all)
ip nhrp multicast dynamic 
ip nhrp shortcut
ip nhrp redirect
ip address 172.16.0.1 255.255.255.0 
tunnel path-mtu-discovery
no tunnel path-mtu-discovery
ip mtu 1400 
ip tcp adjust-mss 1360 

R2 (Spoke):
int tunnel 0 
tunnel mode gre multipoint
tunnel source gig 1/0
key 6783
ip nhrp network-id 1   
ip nhrp authentication cisco123 
ip nhrp shortcut
ip nhrp nhs 172.16.0.1
ip nhrp map 172.16.0.1 15.0.0.1
ip nhrp map multicast 15.0.0.1
ip address 172.16.0.2 255.255.255.0 
ip mtu 1400 
ip tcp adjust-mss 1360 

R3 (Spoke):
int tunnel 0 
tunnel mode gre multipoint
tunnel source gig 1/0
key 6783
ip nhrp network-id 1   
ip nhrp authentication cisco123 
ip nhrp shortcut
ip nhrp nhs 172.16.0.1
ip nhrp map 172.16.0.1 15.0.0.1
ip nhrp map multicast 15.0.0.1
ip address 172.16.0.3 255.255.255.0 
ip mtu 1400 
ip tcp adjust-mss 1360 

R4 (Spoke):
int tunnel 0 
tunnel mode gre multipoint
tunnel source gig 1/0
key 6783
ip nhrp network-id 1   
ip nhrp authentication cisco123 
ip nhrp shortcut
ip nhrp nhs 172.16.0.1
ip nhrp map 172.16.0.1 15.0.0.1
ip nhrp map multicast 15.0.0.1



ip address 172.16.0.4 255.255.255.0 
ip mtu 1400 
ip tcp adjust-mss 1360 

Routing Config:
R1 (Hub):
router eigrp 777
no auto-summary
network 10.0.0.0
network 172.16.0.0

int tunnel 0 
no ip next-hop-self eigrp 777
no ip split-horizon eigrp 777

R2: 
router eigrp 777
no auto-summary
network 10.0.0.0
network 172.16.0.0

R3:
router eigrp 777
no auto-summary
network 10.0.0.0
network 172.16.0.0

R4:
router eigrp 777
no auto-summary
network 10.0.0.0
network 172.16.0.0







show dmvpn



Protected DMVPN:
IPSec Config:
R1:
crypto isakmp policy 5 
hash sha 
authentication pre-share
group 5
lifetime 86400
encryption aes 256
exit
crypto isakmp keycisco123 address 0.0.0.0  (0.0.0.0 anybody wildcard/don't do it in production)
crypto ipsec transform-set OURSET esp-aes 256 esp-sha-hmac 
mode transport
exit
crypto ipsec profile OUR_IPSEC_PROFILE
set transform-set OURSET
exit
interface tunnel 0 
tunnel protection ipsec profile OUR_IPSEC_PROFILE

R2:
crypto isakmp policy 5 
hash sha 
authentication pre-share
group 14
lifetime 86400
encryption aes 256
exit
crypto isakmp keycisco123 address 0.0.0.0  (0.0.0.0 anybody wildcard/don't do it in production)
crypto ipsec transform-set OURSET esp-aes 256 esp-sha-hmac 



mode transport
exit
crypto ipsec profile OUR_IPSEC_PROFILE
set transform-set OURSET
exit
interface tunnel 0 
tunnel protection ipsec profile OUR_IPSEC_PROFILE 

R3:
crypto isakmp policy 5 
hash sha 
authentication pre-share
group 14
lifetime 86400
encryption aes 256
exit
crypto isakmp keycisco123 address 0.0.0.0  (0.0.0.0 anybody wildcard/don't do it in production)
crypto ipsec transform-set OURSET esp-aes 256 esp-sha-hmac 
mode transport
exit
crypto ipsec profile OUR_IPSEC_PROFILE
set transform-set OURSET
exit
interface tunnel 0 
tunnel protection ipsec profile OUR_IPSEC_PROFILE

R4:
crypto isakmp policy 5 
hash sha 
authentication pre-share
group 14
lifetime 86400
encryption aes 256
exit
crypto isakmp keycisco123 address 0.0.0.0  (0.0.0.0 anybody wildcard/don't do it in production)
crypto ipsec transform-set OURSET esp-aes 256 esp-sha-hmac 
mode transport
exit
crypto ipsec profile OUR_IPSEC_PROFILE
set transform-set OURSET
exit
interface tunnel 0 
tunnel protection ipsec profile OUR_IPSEC_PROFILE

Verification and Tshoot: 
show ip protocol
show ip eigrp neighbors
show ip route eigrp
show ip route 10.4.4.4  (from R2's perspective)
show ip nhrp summary
show ip nhrp
clear ip nhrp 172.16.0.4  (R2's perspective)



show dmvpn
show dmvpn detail
show crypto isakmp policy 
show crypto iskmp sa 
show crypto engine connections active
show crypto iskmp sa detail
show crypto ipsec sa peer 45.0.0.4 (R2's perpective)
clear crypto isakmp
show dmvpn peer nbma 45.0.0.4 detail (R2's perspective)
show run tunnel 0

Debugging (be careful with debugs in production, especially logging on the console): 
debug nhrp
debug crypto isakmp (phase 1)
debug crypto ipsec (phase 2)
undebug all 

Tshoot:
1. Basic connectivity (ping and traceroute)(UDP:500 and UDP4500 and Procotol 50 (ESP) are 
allowed)
2. keys and IDs
3. Crypto Policies (test removing ipsec profile from the tunnels on both hub and/or spoke, but don't 
do it in production as other spokes will be affected)
(debug phase 1 and/or phase2)
(failed its sanity check or is malformed is mostly wrong pre-shared key)
4. Routing (e.g EIGRP)



DMVPN IKE Call Admission Control (CAC):
Too many IKE phase1 messages (botnet with thousands of devices trying to do tunnel negotiations 
with the spoke) can be mitigated by DMVPN IKE Call Admission Control (CAC). 
Setting up an upper limit i.e. SA Limit for IKE Phase1.

crypto call admission limit ike sa 2  (setting sa limit)
crypto call admission limit ike in-negotiation-sa 10 (max negotiations)

clear crypto sa
clear crypto isakmp


