
VRFs (Virtual Route Forwarding) 

(All done on the Core Router as VRFs are locally significant) 

(VRFs, or Virtual Routing and Forwarding, are virtual routing tables. They enable separation of 
one part of the network from another. There could be many reasons to do this. It could be for 
security, to separate the inside network from the DMZ. Or, it could be to separate BU's, or 
separate customers from each other) 

 

 

 

Defining two empty VRFs: 

Core1(config)#vrf definition CustA  

Core1(config-vrf)#description Customer A  

Core1(config-vrf)#address-family ipv4 

Core1(config-vrf)#exit 

Core1(config)#vrf definition CustB  

Core1(config-vrf)#description Customer B  

Core1(config-vrf)#address-family ipv4 

Core1(config-vrf)#exit 

 

Always check interface config before adding it to the VRFs (when you add an interface to a VRF all 

layer 3 config is lost):  



 

 

Configure IPs and test pings: 

Core1(config)#int gi0/1 

Core1(config-if)#ip address 10.254.254.1 255.255.255.252 

Core1(config)#ping 10.254.254.2 (this will fail as it is using global routing table) 

Core1(config)#ping vrf CustA 10.254.254.2 

(Successful ping) 

Core1(config)#int gi0/2 

Core1(config-if)#ip address 10.254.254.5 255.255.255.252 

Core1(config)#ping vrf CustB 10.254.254.6 

(Successful ping) 

 

Add Static Routes:  

Core1(config)#ip route vrf CustA 10.10.0.0 255.255.255.0 10.254.254.2 

Core1(config)#ip route vrf CustA 10.20.0.0 255.255.255.0 10.254.254.2 

Core1(config)#ip route vrf CustB 10.10.0.0 255.255.255.0 10.254.254.6 

Core1(config)#ip route vrf CustB 172.16.10.0 255.255.255.0 10.254.254.6 

 

Core1#show ip route  

(Global Routing Table will be completely empty as all the routes are under individual VRFs) 

 



Core1#show ip route vrf CustA 

 

Core1#show ip route vrf CustB 

 

 



 

 

 

 

 



(Firewall has already been configured) 

Core1(config)#int gi 0/3 

Core1(config-if)#desc Trunk to ASA 

Core1(config-if)#no shut 

Core1(config-if)#int gi 0/3.10  

Core1(config-subif)#desc CustA Uplink  

Core1(config-subif)#encapsulation dot1Q 10 

Core1(config-subif)#vrf forwarding CustA 

Core1(config-subif)#ip address 10.254.254.9 255.255.255.252 

Core1(config-subif)#int gi 0/3.20  

Core1(config-subif)#desc CustB Uplink  

Core1(config-subif)#encapsulation dot1Q 20 

Core1(config-subif)#vrf forwarding CustB 

Core1(config-subif)#ip address 10.254.254.13 255.255.255.252 

 

 

 

Now Configure Routing between two Customers (Avoid Overlapping Routes): 

 



 

 

 

 

 


